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Faculty Biographies

Douglas L. Curry

Douglas L. Curry is general counsel for the Lincoln Electric System (LES), a municipally owned
electric utility in Lincoln, Nebraska. He serves as a member of the company’s executive committee
and manages all of the organization’s legal matters, including those related to electric utility
restructuring and deregulation at regional and national levels.

While Mr. Curry joined the LES staff he has served as the company’s general counsel for many years,
when he was in private practice with Ginsburg, Rosenberg, Cathcart, Curry & Gordon. The firm
merged with Erickson and Sederstrom, where he continued to advise LES until leaving private
practice to work with the utility full time.

He is a prominent attorney and has held numerous positions on committees and boards for the
Nebraska State Bar Association and Lincoln Bar Association. He is admitted to practice in
Nebraska, 8th Circuit Court of Appeals, United States Court of Claims, and the United States
Supreme Court. He is a Nebraska State Bar Association lifetime fellow, a high honor given by the
Nebraska State Bar Foundation. Mr. Curry also has served on many civic, community, and church
boards. He is a past president of junior achievement of Lincoln, has served on the Southeast
Community College foundation board, and president’s advisory council for the University of
Nebraska. He also has been active with the Kiwanis Club of Lincoln, Nebraska, and the homestead
Girl Scout counsel for many years, serving on the boards, as an officer, and on various committees.

Mr. Curry a received his B.A and ].D. cum laude from the University of Nebraska.

‘Wayne A. Harris

Wayne Harris is chief counsel of ACES Power Marketing. ACES Power Marketing is a national
wholesale power and natural gas trading and energy risk management company based in Carmel,
Indiana. His responsibilities include managing the legal requirements of the company and directing
corporate compliance.

Prior to his current position, Mr. Harris was senior counsel — corporate finance for Cinergy
Corporation in Cincinnati, Ohio and litigation counsel for its Indiana subsidiary PSI Energy, Inc.
Before going in-house, Mr. Harris was a trial attorney for a national law firm based in Chicago.

Mr. Harris is chair of the midwest iso alternative dispute resolution committee. He is also this year’s
chair of the ACC Energy Committee. He is also chair-elect of ACC’s Indiana Chapter and is a
member of the board of the Traders Point Christian Academy. Mr. Harris is also this year’s chair of
the ACC Energy Committee.

Mr. Harris received a B.S. from the University of Pennsylvania’s Wharton School of Business and
his J.D. from the Indiana University School of Law in Bloomington, Indiana.
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‘Wayne J. Lovett

Wayne J. Lovett is the executive vice president and general counsel of Mercury Air Group, Inc. in
Los Angeles. He is responsible for the provision of all legal services for Mercury Air Group, its
subsidiaries, and worldwide operations.

Prior to joining Mercury, he was also corporate counsel for Communications Transmission, Inc.
(now Broadwing) in Austin, Texas. He has also served as the presiding judge of the Lakeway, Texas
Municipal Court and as a trial lawyer.

While in Texas Mr. Lovett served on various bar committees including, the committee relating to
the provision of legal services to people with disabilities. He is active in his church and has served on
the vestry of his church for four terms.

Mr. Lovett has a B.A. from North Eastern University in Boston and is a graduate of South Texas
College of Law in Houston.

Patti Phelan

Patti Phelan is currently legal counsel to NDI (Northern Digital), located in Toronto, in a contract
position. NDI is a world-leader in the development and sale of sophisticated measurement systems,
including optical tracking and magnetic tracking instrumentation. Working with NDI offices
located in North America, Europe, and Asia, which supply product to the medical, research, and
industrial markets, Ms. Phelan's responsibilities encompass a wide variety of matters relating to
commercial contracts, trademarks, information technology (IT), employment, international
business, and the operation of foreign offices.

Before moving in-house Ms. Phelan worked for many years in private practice (most recently with
Smith Lyons, now Gowlings).

Ms. Phelan is active within ACC. As the first chair of ACC's New To In-House Committee she has
lead the group in developing goals and procedures, arranging for speakers at its monthly conference
calls, and increasing membership. Ms. Phelan has contributed to ACC's resources relating to disaster
planning and recovery, most notably in an InfoPAK, a practices profile, webcasts, and a 2006 Annual
Conference program. She has written numerous articles which have been published in the ACC
Docket.

Ms. Phelan received a bachelor's from York University (Toronto, Canada) and a bachelor's from the
University of Western Ontario. She is a graduate of the Law School at the University of Western
Ontario, in London, Canada.
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Preparing for & Recovering From Disaster in the Small L egal Department

@ Wayne J. Lovett - Mercury Air Group, Inc.

& Located in Los Angeles, CA. near the airport
e One lawyer legal department
e Aviation services industry

= Jet Fuel

= Cargo

= Government contracts

- Formerly FBOs

ACC’s 2006 Annual Meeting: The Road to Effective

L eader ship October 23-25, Manchester Grand Hyatt

THE ROAD TO EFFECTIVE LEADERSHIP

Corporate Counsel

Preparing for & Recovering From Disaster in the Small L egal Department

e Classification of emergency situations.
e Review each location.
e Classify priority locations.
& Determine for each location.
« Most likely event to
- Leastlikely event.
- Determine priorities.
e The"“Big One’ isnot the most likely.

ACC's 2006 Annual Meeting: The Road to Effective

L eader ship October 23-25, Manchester Grand Hyatt
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Preparing for & Recovering From Disaster in the Small Legal Department Preparing for & Recovering From Disaster in the Small Legal Department
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@ Preparation of Disaster Recovery Manual I | g o ?
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Corporate Counsel Corporate Counsel

Preparing for & Recovering From Disaster in the Small L egal Department Preparing for & Recovering From Disaster in the Small L egal Department

& Stepsto take when it hits— Get on the Nashville
phone. Where your manual comesin. 2 Tornado

e Whodoyoucall? )
= Insurance people.
- Your experts & recovery team. & Birmingham Flood
= Executive involvement.
= ThePress?

e It will happen at night — have home numbers

at home.

i

ACC's 2006 Annual Meeting: The Road to Effective October 2325, Manchester Grand Hyatt
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Preparing for & Recovering From Disaster in the Small L egal Department
& What Mercury learned

@ |tsNot in the Manual 9-11
¢ All planes Grounded. = Betherethe firstest with the mostest.
. ! . = Thereisalimited amount of supplies.
¢ Find out what is going on = People have families to tend to.
e Who is doing what = Employees wear out.
B . = Everyone loves an emergency.
- '
¢ Assume Nothing! e Itismost likely worse than they said it was.
& Unseen damage can be worse than the clear damage.
& Don't spare the horses, worry about the budget later.
ACC'’s 2006 Annual E/Ieg;tgg;i;he Road to Effective October 2325, Manchester Grand Hyatt ACC'’s 2006 Annual C/I;Etgg;i‘;he Road to Effective October 2325, Manchester Grand Hyatt
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Corporate Counsel Corporate Counsel

Preparing for & Recovering From Disaster in the Small Legal Department Preparing for & Recovering From Disaster in the Small Legal Department
@ Computer & systems backup. @ Preparation for the “Big One”
& Disaster recovery room ¢ Welivein an earthquake zone
e Off site backup ¢ Studies—wheretherisksare & aren't
e The problem with crackberries ¢ Disaster recovery rooms
@ How to use lap tops as executive backups ¢ Off site computer services
e Food and survival supplies

ACC’s 2006 Annual Meeting: The Road to Effective
L eader ship

ACC's 2006 Annual Meeting: The Road to Effective

October 23-25, Manchester Grand Hyatt .
ober anchester Grand Hyat L eadership

October 23-25, Manchester Grand Hyatt
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Ce Corporate Counsel

porate Counsel

Preparing for & Recovering From Disaster in the Small L egal Department Preparing for & Recovering From Disaster in the Small L egal Department
@ Executive Preparedness e Terorist threats
- i ?
¢ Everyday - Why in the world do you have that~
. - Gasmask
= It should bein your car trunk I
- Walk out kit .
- Threedaysfood and water - Biohazard rooms _
_  satellite phone - Precut heavy duty plastic — two layers
. - Include areafor large number of employees
= It should be in your travel bag Food and water g oy
- Smokehood _ Sanitary facilities
- mask
ACC's 2006 Annual Meeting: The Road to Effective October 2325, Manchester Grand Hyatt ACC's 2006 Annual Meeting: The Road to Effective October 2325, Manchester Grand Hyatt
L eader ship L eader ship
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Preparing for & Recovering From Disaster in the Small L egal Department

@ Kidnap Insurance
& Not everyone needsiit.
e If you haveit keep it quite.
= But make sure the right people know about it.

@ What do you do with the wives? The company
will not pay for private negotiation.

ACC’s 2006 Annual Meeting: The Road to Effective

L eader ship October 23-25, Manchester Grand Hyatt
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Preparing for & Recovering From Disaster in the Small L egal Department

& What we |earned from Katrina
& Use Coordinates for key people

¢ Plan on doing without many employees until
they can deal with home issues or help them.

& |t takes longer to get back up then you thought
& Back up, back up and back up

ACC's 2006 Annual Meeting: The Road to Effective

L eader ship October 23-25, Manchester Grand Hyatt
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Corporate Counsel

Preparing for & Recovering From Disaster in the Small L egal Department

& Communications
e Thefirst thing to happen when people are
overwhelmed by an event is that they stop
communicating. (Dr. Nordenburg of NICD)
e Find ways to communicate with employees

= Web sites, 800 numbers — make sure they know
them.

= Phone systems and Cell phones may be out.
e Have satellite phones and distribute numbers

ACC’s 2006 Annual Meeting: The Road to Effective

L eader ship October 23-25, Manchester Grand Hyatt

THE ROAD TO EFFECTIVE LEADERSHIP

/ CC Association of
Corporate Counsel

Surviving the Pandemic

Wayne Harris
ACES Power MarketingLLC

ACC’s 2006 Annual Meeting: The Road to Effective L eader ship October 23-25, Manchester Grand Hyatt
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Corporate Counsel Corporate Counsel

Past I nfluenza Pandemics Estimated |mpact of an
| nfluenza Pandemic in the U.S.

Pandemic Deathsin the U.S. |Deaths Worldwide

: — & Deaths: 89,000 — 207,000
Spanish Flu (HIN1) |500,000 40 million
1918-1919 @ Hospitalizations: 314,000 — 734,000
AsmEuEag 70000 T2 million @ Outpatient Visits: 18 — 42 million
1957-58 & Additiona lllnesses: 20 — 47 million
Hong Kong Flu 36,000 700,000 . i . _ illi
(HANZ) 1568-60 @ Economic Impact: $71.3 — 166.5 hillion

& Tota Infected: 43 —100 million

ACC’s 2006 Annual Meeting: The Road to Effective October 2325, Manchester Grand Hyatt ACC's 2006 Annual Meeting: The Road to Effective

) ) October 23-25, Manchester Grand Hyatt
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Corporate Counsel Corporate Counsel

What Should Y ou Expect? Preparing for an Influenza

@ A Widespread Outbreak N Pandemic
L4
@ Long Duration with Successive Waves & What will you do if alarge % of your
& Disruption in Essential Public Services workforce becomes infected?
o Transportation = What impact will a pandemic have on your
, - business?
e Public Facilities

. , & What can you do now to prepare for these
& Redtrictions on Travel and Gathering events?

e Develop your strategy beforeit strikes
e Track pandemic issues and developments

ACC’s 2006 Annual Meeting: The Road to Effective
L eader ship

ACC's 2006 Annual Meeting: The Road to Effective
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Corporate Counsel Corporate Counsel

Operations Planning Workplace Health and Safety

@ |D key vendors, suppliers and customers @ OSHA Reguirements
@ |1D and develop key contacts and chain of e General Duty Clause

communications @ Training Obligations
@ Anticipate supply/distribution chain & infection control procedures

interruptions
2 Anticipate travel restrictions
@ Cross-train employees

ACC’s 2006 Annual Meeting: The Road to Effective
L eader ship

ACC's 2006 Annual Meeting: The Road to Effective
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Corporate Counsel Corporate Counsel

Promote Healthy Behaviors Plan for the Following HR Issues

= Implementing Sick at Work Procedures
Defensive Quarantines
Socia Distancing

& Gloves

& Encourage Employee Vaccinations
@ Respiratory Protection Employee Communications Strategy
surgical masks Scrutinize and Limit Business Travel
filtering face pieces e Evaluate absence/medical leave policies
respl rators _ & Consider health plan coverage issues
Hygiene Practices Consider workplace infection issues

. E’OSSS; gogt‘é% Regarding: hand washing, coughing, Anticipate large numbers of disability claims/absences

[
™

ACC’s 2006 Annual Meeting: The Road to Effective
L eader ship
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Corporate Counsel Corporate Counsel

Additional HR Issues L eave and Disability | ssues
& Reluctance of healthy employees to work
and travel due to fears of exposure

& Plan for areduced workforce: seek
alternative sources of |abor

e FMLA Leave, Sick/Medical |eave, etc.

e Expansion of pre-existing leave policies

¢ Leave dueto isolation or quarantine by Gov’t
e Self-quarantine

& Impact of reduced customer demand: e USERRA Issues (Nat'| Guard, Reserves)
curtailed business operations and workforce & HIPPA Privacy protection for medical
information

¢ Telecommuting e Employee requests for hardship withdrawals or
loans from 401(k) plans

ACC’s 2006 Annual Meeting: The Road to Effective ACC's 2006 Annual Meeting: The Road to Effective

L eader ship October 23-25, Manchester Grand Hyatt Leadership October 23-25, Manchester Grand Hyatt
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Corporate Counsel

Health Plan Coverage
@ Review health plan policies
& Coverage for vaccines?

JXCC hsossinst, *
Resour ces

@& World Health Organization
e Experimental treatments exclusion

http://www.who.int/csr/disease/avian_influenza/en/
& Centersfor Disease Control (CDC)
http://www.cdc.gov/flu/avian/index.htm
. : : ¢ U.S. Government
e Consider policy to pay for otherwise excluded
expenses

ACC’s 2006 Annual Meeting: The Road to Effective
L eader ship

http://www.pandemicflu.gov
e OSHA

October 23-25, Manchester Grand Hyatt

http://www.osha.gov/dsb/guidance/avian-flu.html

ACC's 2006 Annual Meeting: The Road to Effective
L eader ship

October 23-25, Manchester Grand Hyatt
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Business Continuity in Ten Steps

@ Step 1. Develop Your Team

& ldentify a cross-functional team to assess risks
= Senior Management
« Labor & HR
- Finance & Accounting
= Communications
- Lega
= Marketing/Product Management

ACC’s 2006 Annual Meeting: The Road to Effective

L eader ship October 23-25, Manchester Grand Hyatt
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Business Continuity in Ten Steps

@ Step 2. Conduct a Risk Assessment
& ldentify Risks
¢ Historical Factors
& Geographic Factors
& Human Factors
e Technologica Factors
e Industry Factors

ACC's 2006 Annual Meeting: The Road to Effective

L eader ship October 23-25, Manchester Grand Hyatt
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Corporate Counsel Corporate Counsel

Business Continuity in Ten Steps Business Continuity in Ten Steps
@ Step 3: Review Current Plans & Procedures @ Step 4. Assess How to Protect Employees
& Evacuation Plans & Clear Communication
e Hazardous Material Response e Evacuation Planning
e Fire, Tornado, Hurricane, Earthquake - |dentifying Exits and Routes to Safety
e Bomb Threat ¢ Sheltering
e Workplace Violence e Emergency Supplies
e Pandemic e First Aid

& Assisting Persons with Disabilities

ACC’s 2006 Annual Meeting: The Road to Effective
L eader ship

ACC's 2006 Annual Meeting: The Road to Effective

October 23-25, Manchester Grand Hyatt .
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Corporate Counsel Corporate Counsel

Business Continuity in Ten Steps Business Continuity in Ten Steps
@ Step 5: Create Relationships Before it Hits @ Step 6. Your Plan for Preparedness
& Coordinate With Other Businesses & Contingency Plans for Critical Systems and
e Build Media Contacts Services
e Coordinate with Public Safety and Health ¢ Customer & Vendor Notification
Officials & Test Coordination of Secondary Facility
= Local Police, Fire, and Health Departments e Continuity of Management (Who isin control ?)
e Insurance

ACC’s 2006 Annual Meeting: The Road to Effective
L eader ship

ACC's 2006 Annual Meeting: The Road to Effective
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Business Continuity in Ten Steps Business Continuity in Ten Steps
& Step 7: Assign Personnel 2 Step 8: Identify Resources
& Assign Team Membersto Fulfill Vital Roles s Facilities
« Facilities
« People e Equipment
& Provide Training & Supplies
& Provide Continuous Communication  Insurance
e Delegate Responsibilities )
e Establish Alternates that are Fully Trained e Do not rely on the government for assistance

ACC’s 2006 Annual Meeting: The Road to Effective
L eader ship

ACC's 2006 Annual Meeting: The Road to Effective
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Business Continuity in Ten Steps

@ Step 9: Practice Your Plan
& Walk-through Drills
e Tabletop Exercises
e Classroom Instruction
@ Obtain an Independent A ssessment

ACC’s 2006 Annual Meeting: The Road to Effective

L eader ship October 23-25, Manchester Grand Hyatt
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Business Continuity in Ten Steps

@ Step 10: Review Your Plan

¢ Update Your Plan at least every 6 months
- Communicate the Plan to employees periodically

ACC's 2006 Annual Meeting: The Road to Effective

L eader ship October 23-25, Manchester Grand Hyatt
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Corporate Counsel Corporate Counsel

Mutual Aid Agreements/During the Disaster Mutual Aid Agreements/During the Disaster
@ DouglasL. Curry
& Lincoln, Nebraska Electric System (LES) @ Serviceidiosyncrasies:
¢ Publicly-owned municipal electric system @ Nebraska law imposes an obligation to serve all retail
e 125,000 customersin 200 square mile service area customers in a state-chartered service area
e Peak load 780 MW e Closing businessis not an option
@ Revenue bond creditsall rated AA e Skilled, technical workforce required

Total assets of $1 hillion

= Generation in Nebraska, Wyoming, lowa

= Transmission in Nebraska, Wyoming, lowa, Missouri
Annual revenues $190 million

ACC’s 2006 Annual Meeting: The Road to Effective October 2325, Manchester Grand Hyatt ACC's 2006 Annual Meeting: The Road to Effective

) ) October 23-25, Manchester Grand Hyatt
L eader ship L eader ship ctober anchester Grand Hyal
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Corporate Counsel Corporate Counsel

Mutual Aid Agreements/During the Disaster Mutual Aid Agreements/During the Disaster

October 25, 1997: High winds, icing, 13 inches wet and heavy snow, full fall foliage 55% of customers without
& Worst weather event in LES history service
LES' construction and line
clearance forces totaled
only 120 workers
Total work force actually
deployed 470:

= 20%LES

& 40% Contractors

& 40% Utility crewson loan
Restoration accomplished
in 8 days— LES working
alone would have required
amonth or more

[

ACC’s 2006 Annual Meeting: The Road to Effective
L eader ship
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Corporate Counsel Corporate Counsel

Mutual Aid Agreements/During the Disaster Mutual Aid Agreements/During the Disaster

& Mutual Aid Agreement Content

& Mutual Aid Agreements .
Parties

& Pre-emergency commitment of essential workers and T . )
Lipment to be loaned = Multiple signing companies become parties
equip . - Whether as Assisted Party or an Assisting Party dependent upon
e |ndustry peers are counterparties subsequent events
= When requested in an emergency, all parties agree to provide
essential personnel and equipment
- Isthe obligation to respond absolute? Best efforts?

Insurance and indemnity provisions

ACC’s 2006 Annual Meeting: The Road to Effective October 2325, Manchester Grand Hyatt ACC's 2006 Annual Meeting: The Road to Effective

) ) October 23-25, Manchester Grand Hyatt
L eader ship L eader ship ctober anchester Grand Hyal
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Mutual Aid Agreements/During the Disaster

& Content continued:
@ Assisting provider obligations:
« Assurance of proper training and equipping
« Inventory of supplied materials
« Accounting for work hours and egquipment

« Provide crewswith initial information regarding
anticipated working conditions and performance
requirements

ACC’s 2006 Annual Meeting: The Road to Effective

L eader ship October 23-25, Manchester Grand Hyatt
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Corporate Counsel

Mutual Aid Agreements/During the Disaster

& Content continued:
= Assistance recipient responsibilities:
- Space planning and material staging for influx of workforce
= Anticipate potential security needs
Organize and integrate all crews and materials
On-site communication arrangements
Local conditions, directions, mapping, environmental hazards
Precise specification of required skills and equipment
Accounting protocols to allocate expenses into its system of accounts
Establish al procedure and work specifications
Assign and “guide” all crews to specific job assignments
- All assisting crews continue to work as a unit
- Assisting party continues direct supervision unless contrary agreement
- Guide records work hours and costs
= Provide field inspection
= Determine when “mutual aid” work is completed

L B L}

L ]

ACC's 2006 Annual Meeting: The Road to Effective
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Corporate Counsel Corporate Counsel

Mutual Aid Agreements/During the Disaster Mutual Aid Agreements/During the Disaster

& More content: & And still more:

@ Materials sharing understandings

- What obligation to supply? e Personnel issues

. Who accounts? = Assisting crews paid under their company emergency work policy
e Assisting party’s vehicles and equipment = Coordination of crew activities

- Operated exclusively by owner’s crew? - Assigting party supervisors?

= Who provides maintenance and supplies? - Assisted party coordinator?

= Assign responsibility for logging miles and hours of use — Shared responsibility dependent upon activity?
= Safety rules - Asdisted party

= Establish base requirements
=« Assisting crews adhere to their company rules at minimum

= Assisted party determines additional precautions indicated by
prevailing local conditions

- Arrangesloca room and board, laundry service, emergency medical care
- Establishes protocol for payment at sources of services
Establish al accounting, billing and payment provisionsin the
Mutual Aid Agreement, not after dire straights occur

ACC's 2006 Annual Meeting: The Road to Effective October 2325, Manchester Grand Hyatt ACC's 2006 Annual Meeting: The Road to Effective October 2325, Manchester Grand Hyatt
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Mutual Aid Agreements/During the Disaster
& Mutua aid in action

ACC’s 2006 Annual Meeting: The Road to Effective

L eader ship October 23-25, Manchester Grand Hyatt
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Wayne J. Lovett
Disaster Preparedness & Recovery Manual Forms
SAMPLE

Statement of Empowerment

A degree of risk exists in everything we do in life. Moore North America is
committed to providing a safe working environment and protecting employees,
visitors, and property through on-going loss prevention and management of
potential disasters. To this end, Moore North America has assigned the
development, implementation and administration of corporate safety and
business continuation to our Business Continuation Team. Guidelines and
assistance have been provided by all departments.

The designation of specific departments for this purpose does not excuse any
manager from the responsibility of being alert to unsafe conditions and taking
timely actions to correct them anywhere or anytime.

Creating and maintaining a safe working environment also requires the interest
and cooperation of every employee of Moore North America. The observation of
safety, security, and business continuation must be an integral part of our daily
practices.

As the ? of Moore North America, we have an obligation to
our employees, shareholders, and the community to do everything in our power
to continue to operate and maintain our status as the leader in the

industry.

Chairman, Board of Directors Vice Chairman
President and CEO Sr. Vice President/General Counsel
Chief Financial Officer Vice President, Administration
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Risk Management Team

Team Captain:

Alternate:

Responsibilities:

Responsible for insurance programs of company to control risks and losses
Advise other teams regarding insurance coverage claim issues

Assist with the preparation and settlement of claims

Coordinate programs to reduce/eliminate occupations injuries

Provide a secure environment

Team Members:

THE ROAD TO EFFECTIVE LEADERSHIP

Divisional Employee by Name

Employee Number:

Employee Name:

Emergency

Primary/Back:

EXT. #/

NAME OFFICE HOME # CELLULAR # PAGER #

Andy Fairfax 310-200-6010

Disaster Recovery Functions:

Assist and coordinate gathering engineering reports for assessed damages and ensuring
submittal of loss is processed through appropriate coverage

Coordinate disaster committee/team response, provide documents and policies relating to
recovery process

Assist and coordinate loss control efforts that will mitigate further potential losses. Assess
safety critical processes to ensure recovery does not create further liabilities

Assist and coordinate all security efforts relating to public access, physical property and
employees on premises

Coordinate the review by the damage Assessment team with the adjusters and
their experts

Non-Disaster Functions:

Plan, implement and coordinate programs to reduce or eliminate occupational
injuries, illnesses, deaths and financial losses

Direct personnel involved with establishing promotions, maintainings from
security and property protection programs, fire protection, physical security,
investigations of criminal acts

Plan, direct, or coordinate risks and insurance programs of company to control
risks and losses

Direct and coordinate all claims (casualty) from first advise negotiation,
settlement, and reserving practices

Meet quarterly to review and update plan

Participate in annual disaster and emergency exercises

Participate in follow-up evaluation of annual drill and revise plan as necessary
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Title: Priority:
Address: Backup:
Address: Control:
City: Offsite:
State: Zip:

Coordinates:

Home Phone:

Work Phone: Ext.

Altl. Phone: Ext.

Alt2. Phone: Ext.

Alt3. Phone: Ext.

Employee Number: Emergency
Employee Name: Primary/Back:
Title: Priority:
Address: Backup:
Address: Control:
City: Offsite:
State: Zip:

Coordinates:

Home Phone:

Work Phone: Ext.

Altl. Phone: Ext.

Alt2. Phone: Ext.

Alt3. Phone: Ext.

Employee Number: Emergency
Employee Name: Primary/Back:
Title: Priority:
Address: Backup:
Address: Control:
City: Offsite:
State: Zip:

Coordinates:

Home Phone:

Work Phone: Ext.

Altl. Phone: Ext.

Alt2. Phone: Ext.

Alt3. Phone: Ext.

Employee Number: Emergency
Employee Name: Primary/Back:
Title: Priority:
Address: Backup:
Address: Control:
City: Offsite:
State: Zip:

Coordinates:

Work Phone: Ext.

Altl. Phone: Ext.

Alt2. Phone: Ext.
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Computer Equipment

Equipment Description:

Serial #:
Vendor Name:
Vendor Number:

Equipment Description:

Serial #:
Vendor Name:
Vendor Number:

Equipment Description:

Serial #:
Vendor Name:
Vendor Number:

Equipment Description:

Serial #:
Vendor Name:
Vendor Number:

THE ROAD TO EFFECTIVE LEADERSHIP

FUNCTION PRIORITY
QUESTIONNAIRE

The Business Impact Analysis phase identifies the critical business functions at the level of
business units and their major supporting systems and applications. It is critical prior to the
prioritization phase of the BIA to have a complete list of all critical functions performed by each
unit. This form will assist each unit in compiling a list of all critical functions, as well as allowing
you to assign a recovery time to each function.

Business Resumption. In a recovery, the Business Units will not be able to perform all of the
tasks they normally perform; the delivery of certain products and services must be curtailed.
Each business unit is therefore asked to identify the most important services that it provides on
the basis of their contribution to the overall mission of the organization. These critical services
become the focus of the recovery effort.

Each function identified by the Business Unit requires a certain level of resources to recover it. In
a disaster, however, resources are limited. Therefore, the recovery team will make a decision on
how to allocate recovery resources; this decision is based on the value to the mission of your
organization.

Equipment Description:

Serial #:
Vendor Name:
Vendor Number:

Equipment Description:

Serial #:
Vendor Name:
Vendor Number:

Equipment Description:

Serial #:
Vendor Name:
Vendor Number:
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FUNCTION Department | DESCRIPTION PRIORITY
Off-Site Storage Locations Accounts Payable Accounting
Cash Management Accounting
Cellular Phones Comm.
Name: o — -
3 ommunications - Local/Distance | Comm.
Con.tam Name: Communications - voice mail Comm.
Business Number: Employee Safety/Facility Air Cargo
Home Number: Safety/Cargo Security
Pager/Cellular Number: Government Liaison Air Cargo
Keys Admin.
Directions to site: Office Supplies Admin.
| Payroll Accounting
Purchasing truck and forklift parts | Purchasing
Risk Risk Mgmt.
Name: Safety Risk Mgmt.
Contact Name: Security Risk Mgmt.
Business Number: Service Standard Oversight Air Cargo
Home Number: Procedures
Pager/Cellular Number: Terminal Supervision Air Cargo
Vehicle Permits Admin.
Directions to site: Accounts Payable Accounting
Billing Accounting
Cleaning service, waste haul, Purchasing
uniform service
Compensation HR
Name: Customer Liaison Air Cargo
Contact Name: Facilities maintenance repairs Purchasing
Business Number: and upkeep
Home Number: General Accounting Accounting
Pager/Cellular Number: Service fax machines and Purchasing
typewriters
Directions to site: Stationery and uniforms Purchasing
Claims Risk Mgmt.
Office Furniture Admin.
Staffing HR
Name: Benefits HR
Contact Name: Copy Machines i Aijin.
Business Number: Employee Cgmpenlsaltloln A!r Cargo
Home Number: Employee H|(|ng/D|SC|pl!nary Air Cargo
. Actions/Conflict Resolution
Pager/Cellular Number: Employee Relations AR
. . . Purchasing equipment and Purchasing
Directions to site: support
Records Administration HR
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Foregoing M aterial Developed by
Jeff Crenshaw
Principal
Continuum Recovery
2600 Popular Ave
Memphis Tennessee 3811
Used by Permission. Not for commercial reproduction and
use; may be used by participantsin Association of Corporate
Counsel 2006 Annual Meeting: The Road to Effective
L eader ship.

One Call Response and Recovery

In the hours following a disaster, time is of the essence. The quicker recovery begins, the more property
can be salvaged, and the sooner you can be back in business.

Continuum Recovery Offer These Advantages:

One call mobilizes everything you'll need, no more, no less

Quick response - you don't waste time calling around the country to locate specialists, which means
we can get to the site and get to work faster

Rapid damage assessment

Our close partnerships mean we function efficiently and effectively

No time lost assembling a team and defining responsibilities

One Source Recovery

You don't need any additional complications following a business disaster. You need experts who can
orchestrate your recovery smoothly and with a minimum of disruption and downtime.

You Need:

Continuum Recovery's vast experience handling all types of disasters all around the world
Continuum Recovery's state-of-the-art technology backed by years of research and experience
Assurance that you're working with the best in the business

Solutions to your disaster recovery problems

One contact to work with for coordinated communication

Cost-conscious management, and cost-effective approaches

Pre-contract commitments

THE ROAD TO EFFECTIVE LEADERSHIP
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CONFIDENTIAL

ABC Client
Earthquake Risk Assessment

Prepared by The Lockton Companies
August 2004

Used by Permission. Not for commer cial reproduction and
use; may be used by participantsin Association of Corporate
Counsel 2006 Annual Meeting: The Road to Effective

L eadership
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ABC Client
Earthquake Risk Assessment

This report has been prepared by Lockton Companies (Lockton) for the sole and exclusive use of ABC and may
not be used or relied upon by others without the prior written consent of Lockton Companies.

This report, and the analyses, models and predictions contained within, is based on data provided by ABC and
compiled using RiskLink, a proprietary RMS computer risk assessment system. This system is based on scientific
data, mathematical and empirical models, and the encoded experience of earthquake engineers, structural
engineers, geologists, seismologists, and geotechnical specialists. The accuracy of the loss estimations
presented within this report is largely dependent on the accuracy and quality of data supplied to Lockton by
ABC.

THE ROAD TO EFFECTIVE LEADERSHIP

Summary

Lockton analyzed ABC's exposure and potential losses related to earthquake events. Lockton used RMS'
proprietary software (RiskLink 4.3) to analyze this portfolio, quantifying the full range of potential earthquake
losses. Based on this analysis, Lockton has drawn the following conclusions:

ABC U.S. Earthquake Portfolio:

. Over the next 100 years, there is a 1.0% probability that ABC can expect at least one event to
occur that will cause at least $6.9 million in ground-up loss. Over the next 250 years, there is a
0.4% probability that ABC can expect at least one event that will cause at least $10.36 million in
ground-up loss.

. On an average annual loss basis, the ABC U.S. earthquake portfolio is expected to sustain
approximately $428,000 in ground-up loss.
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Analysis Descriptions

Lockton conducted a series of probabilistic analyses to assess the earthquake risk to which ABC is exposed.
These analyses included an Occurrence Exceeding Probability (OEP™) analysis and an Average Annual Loss
analysis. A data resolution analysis was also completed. Each of these analyses is briefly described below.

Occurrence Exceeding Probability Analysi:

The Occurrence Exceeding Probability analysis represents a comprehensive analysis that a single occurrence will
exceed a certain threshold. For each analysis, different-sized events are simulated, beginning with the
maximum credible event and working down in magnitude. These events are then sorted by loss, from largest to
smallest loss, for each financial perspective separately. A cumulative probability, which represents the
probability of incurring a loss of the specified amount or greater (i.e., an occurrence exceeding probability), is
then calculated for each loss level by aggregating the individual event probabilities, beginning with the
probability associated with the maximum loss. A sample of an OEP analysis is given in the table below. The
Ground Up Loss and Annual Loss Probability columns represent the two elements used to create an OEP curve
like the ones shown on page 6.

Loss Return Annual Loss
Period (Years) Probability Ground Up Loss
1000 0.10% $2,000,000
500 0.20% $1,000,000
250 0.40% $750,000
200 0.50% $500,000
100 1.00% $250,000

The table above shows that there is a 0.4% annual probability of losing $750 thousand or more as a result of at
least one event. In other words, a loss of $750 thousand or greater would be expected to occur on average
every 250 years.

THE ROAD TO EFFECTIVE LEADERSHIP

Since the OEP analysis considers all events and their probabilities, it is the cornerstone analysis for
understanding the probability of various levels of overall portfolio loss. Using this analysis, the probability of a
specific dollar level of loss or the level of loss associated with a specific probability can be established.

The earthquake PML's for ABC are shown on page 6.

Average Annual Loss Analysis:

Also known as Pure Premium and part of the Exceeding Probability analysis, the Average Annual Loss or AAL is
an estimate of the loss portion of a premium that a carrier would charge or the amount that should be set aside
to balance the catastrophe risk over time. The concept is similar to ones own auto maintenance or repair
savings. Based on past experience and the opinions of experts, the projected lifetime maintenance/repair
expenses on ones automobile are a certain amount. During most years you will have little or no maintenance
expenses and in turn be building a surplus. However, you will reduce your surplus due to frequent minor
expenses and infrequent moderate or major expenses. Probabilities say that significant catastrophe losses will
not occur for many years, even hundreds or thousands of years. Reality though says that a significant loss,
however unlikely, could happen tomorrow.

The Average Annual Loss analysis calculates a single loss number for the portfolio that reflects the average
amount of loss that can be expected annually based on all possible earthquake events that could impact the
portfolio. Average annual loss is calculated by weighting all potential losses by their associated annual
probabilities. This analysis is also useful for determining the relative risk of various components of the portfolio.

The average annual loss analysis is also used to determine a company’s locations that have the biggest
exposure to loss. The key drivers of loss for ABC are shown on page 7 with the corresponding average annual
loss figure.
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] Earthquake Exposure Overview
Data Resolution:

Data Resolution Level (Geocoding) is the process of finding the latitude and longitude of a location based on its
address. Hazard-lookup retrieves data on the local conditions and potential hazards for a particular location.
The accuracy of the analysis highly depends on the both the resolution level achieved as well as the level of
detail given to us for each particular location. The address of a location is a major contributor in determining
the damageability of a location and its contents. The level of accuracy of the data provided will directly impact

Lockton analyzed ABC's exposure to earthquakes with ABCs’ provided schedule of values. Summary information
for the earthquake data is provided below.

SUMMARY OF DATA PROVIDED TO RMS

the quality and accuracy of the analysis. Data Analyzed by RMS Comments
EQ Geographic Regions California Region, Southern
Page 9 shows the detailed resolution level for ABC. As you can see of the locations were geocoded to Rockies, and Great Basin
street address and __ of the locations were geocoded to the postal code resolution level. The four levels of Number of Locations 207
resolution in order of accuracy with street address being the most accurate are: Total Building Limits $100,437,000
* Street address Total Contents Limits $51,719,256
Postal code (Zin Cod Total BI Limits $101,061,588
ostal code ( Ip Lo e) Address Information Street Address, City, State &
. City Postal Code
Construction Types Yes RMS mapped ABC construction classes provided to RMS
 County or Province construction classes.
Occupancy Types Yes RMS mapped ABC occupancy types provided to ATC
occupancy types.
Deductibles Yes $100,000
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Earthquake Portfolio

ABC

Table of Losses for Selected Return Periods

Loss Return Period ~ Annual Loss
(Years) Probability Ground Up Loss
1,000 0.10% $15,873,550
500 0.20% $13,074,832
250 0.40% $10,362,037
200 0.50% $9,507,542
100 1.00% $6,935,530
ABC
Earthquake Portfolio Curve
‘ p Loss '7
S 52000000  $4000000  $6,000000  $8000000  $10,000,000 $12000000 $14000000 $16000000 $18,000000 $20,000000

Loss Amounts In U.S. Dolla

THE ROAD TO EFFECTIVE LEADERSHIP

ABC

Earthquake Portfolio

AAL by Property
Average Annual| % of |C i
Rank Address City County Zip Code| Loss By Loc. |Total AAL| % of AAl
1 4199  |CAMPUS DR IRVINE ORANGE 92612 $ 42,334.490 9.89%) 9.89%
2 13502A HAMABC LN BALDWIN PARK LOS ANGELES 91706 $ 9,614.11 2.25% 12.14%
3 1333 |N Virginia BldgC Baldwin Park LOS ANGELES 91706 $ 7,672.98 1.79%| 13.93%
4 190 INHST SAN BERNARDINO SAN BERNARDINO 92410 $ 6,453.50 1.51%] 15.44%)
5 1944 IS TIPPECANOE AVE SAN BERNARDINO SAN BERNARDINO 92408 $ 6,411.99 1.50% 16.93%
6 3927 |GRAND AVE CHINO SAN BERNARDINO 91710 $ 5524.71 1.29%) 18.23%
7 9855  [SIERRA AVE FONTANA SAN BERNARDINO 92335 $ 5,328.75 1.24%, 19.47%,
8 333 DEFFERSON ST SAN FRANCISCO SAN FRANCISCO 94133 $ 5,227.50 1.22%] 20.69%)
9 381 ESPLANADE DR OXNARD VENTURA 93036 $ 5138.41 1.20%, 21.89%
10 32060 |Union Landing Blvd Union City ALAMEDA 94587 $ 5,047.53 1.18% 23.07%)|
11 798  [REDWOOD HWY MILL VALLEY MARIN 94941 $ 5,004.36 1.17%] 24.24%
12 12599 |[FOOTHILL BLVD RANCHO CUCAMONGA SAN BERNARDINO 91739 $ 4,811.28 1.12%| 25.36%)
13 23035 HEMLOCK AVE MORENO VALLEY RIVERSIDE 92557 $ 4,640.44 1.08%)| 26.45%)
14 25220 [THE OLD RD NEWHALL LOS ANGELES 91381 $ 4,494.65 1.05%)| 27.50%|
15 8955 |FOOTHILL BLVD RANCHO CUCAMONGA SAN BERNARDINO 91730 $ 4,400.14 1.03%)| 28.53%
16 4310 |ONTARIO MILLS PKWY ONTARIO SAN BERNARDINO 91764 $ 4,339.05 1.01%] 29.54%]
17 6015 JOHNSON DR PLEASANTON ALAMEDA 94588 $ 4,251.87 0.99%)| 30.53%
18 2600 [STEARNS ST SIMI VALLEY VENTURA 93063 $ 4,190.79 0.98% 31.51%,
19 2950 |E CAPITOL EXPY SAN JOSE SANTA CLARA 95148 $ 4,107.87 0.96%)| 32.47%,
20 2885 FLORIDA AVE HEMET RIVERSIDE 92545 $ 4,071.09 0.95%) 33.42%
21 2235 |S MOUNTAIN AVE ONTARIO SAN BERNARDINO 91762 $ 4,002.68 0.94%| 34.36%)
22 2270 |SAN RAMON VALLEY BLVD SAN RAMON CONTRA COSTA 94583 $ 3,890.21 0.91%| 35.27%)
23 1891 [EGST ONTARIO SAN BERNARDINO 91764 $ 3,833.04 0.90%] 36.16%)
24 1364 |HOLIDAY LN FAIRFIELD SOLANO 94534 $ 3,824.92 0.89%) 37.06%,
25 1837 FOOTHILL BLVD UPLAND SAN BERNARDINO 91786 $ 3,815.30 0.89%) 37.95%]
All Others| $ 265,609 62.05%) 100.00%|
Total $ 428,041 100.00%
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ABC
Data Resolution Report - Earthquake Exposures
Data Resolution Level Locations Values %
Street 173 $ 233,259,024  92.12%
Postcode 20 $ 19,958,820 7.88%
193 $ 253,217,844

Data Resolution Breakdown

7.9% —
\
\

 Street
W Postcode
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Key Methodologies and Assumptions
The loss estimations presented in this report are based on a combination of inputs: data supplied by ABCs
Management, RiskLink 4.3™ expert systems and methodologies, and a number of analytical assumptions. Key
methodologies and assumptions are outlined below.
Lockton was provided with a data set describing ABC’ exposure to earthquake events throughout the U.S. The

ABC data set contained street level address information, occupancy types, construction information, sprinkler
information as well as building, contents, and business interruption values.

ABC Earthquake Portfolio

VALUES

Lockton was provided with a data file containing 207 records with a total value of $253,217,844.
CONSTRUCTION CLASS

The AABC data set included three construction types. Lockton mapped the construction classes to RMS — 1 class
(Wood), and RMS — 3B4 class (Tilt-up) for the purpose of this analysis.

YEAR OF CONSTRUCTION INFORMATION

The ABC data set included year built information for all of the locations. Lockton incorporated year built
information where provided for the purpose of this analysis.
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OCCUPANCY TYPES
The ABC data set included three occupancy types. Lockton mapped the occupancy types to ATC types:
¢ Type 5 (Retail Trade) Type 13 (Light Fabrication and Assembly)
« Type 7 (Personal and Repair Services) * Type 14 (Food and Drugs Processing)
« Type 8 (Professional, Technical, * Type 17 (High Technology)
and Business Services) * Type 37 (General Commercial)
« Type 11 (Parking) » Type 38 (General Industry)

¢ Type 39 (Miscellaneous)

THE ROAD TO EFFECTIVE LEADERSHIP

NUMBER OF STORIES

The ABC data set included number of story information for all of the properties.
Lockton incorporated number of stories where provided for the purpose of this
analysis.

SPRINKLER DATA
The ABC data set included sprinkler information for all of the properties. Lockton

incorporated sprinkler information where provided for the purpose of this
analysis.

Note: Construction class, year of construction, occupancy type, and number of
stories all contribute to the damageability of a location and its contents.
OTHER ASSUMPTIONS:

* Contents were assumed to be of average damageability.
» All analyses were performed in RiskLink.
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The technology and data used in providing this information is owned by Risk
Management Solutions, Inc. and its licensors, and is based on the scientific data,
mathematical and empirical models, and encoded experience of earthquake
engineers, wind engineers, structural engineers, geologists, seismologists,
meteorologists and geotechnical specialists. As with any model of complex
physical systems, particularly those with low frequencies of occurrence and
potentially high severity outcomes, the actual losses from catastrophic events
may differ from the results of simulation analyses. Furthermore, the accuracy of
predictions depends largely on the accuracy and quality of the data input by the
user. This information is confidential and may not be shared with any third party
without the prior written consent of both Licensee and Risk Management
Solutions, Inc., except that the recipient of this report may share this report with
its insurance carrier.  Furthermore, this information may only be used for the
specific business application specified by Licensee and for no other purpose and
may not be used under any circumstances to support development of or
calibration of a new or existing product or service offering that competes with
Risk Management Solutions, Inc. The information in this report may not be used
as part of or as a source for any insurance rate filing documentation. THIS
INFORMATION IS PROVIDED "AS IS", AND RISK MANAGEMENT SOLUTIONS,
INC. DISCLAIMS ALL WARRANTIES, WHETHER EXPRESS OR IMPLIED, WITH
RESPECT TO THE INFORMATION, INCLUDING BUT NOT LIMITED TO,
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. IN NO EVENT SHALL RISK MANAGEMENT SOLUTIONS, INC. BE
LIABLE FOR INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES
OF ANY KIND ARISING FROM ANY USE OF THIS INFORMATION.

RiskLink® is a trademark of Risk Management Solutions, Inc.

Copyright© 1988-1991, 1993-2000 Risk Management Solutions, Inc.,
Confidential Information of Risk Management Solutions, Inc. All Rights
Reserved. Copyright© 1999 Risk Management Solutions, Inc. Confidential
Information of Risk Management Solutions, Inc. All Rights Reserved.

Used by Permission. Not for commercial reproduction and use; may
be used by participantsin Association of Corporate Counsel 2006
Annual Meeting: The Road to Effective L eader ship.
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Mark A. Racunus
Producer
L ockton Insurance Brokers, Inc.
725 S. Figuer oa 35" Floor
Los Angeles, CA 90017
T 213 689-2309
F 213 689-0521
C 310 971-0521

Lockton's unique blending of services enables our Associates to call upon each other's expertise and to work
together to achieve a level of unparalleled service for our clients. Our Risk Control, Mergers & Acquisitions and Risk
Management departments interact directly with our Commercial Insurance Department to develop the most effective
solutions for our clients.

We carefully match the experience and specialty of our consultants with specific client needs. Creative solutions to
risk are devised by exposing potential and current risks, then dedicating our resources and knowledge to
accomplishing our clients' most challenging objectives.

Lockton Risk Management Associates are experienced consultants with the proven skills and specialized expertise
required to handle the most complex risk design, marketing or analytical projects. Our Associates have
backgrounds in accounting, banking, finance, insurance and reinsurance. This diversity provides a broad framework
for creative problem solving.

We work hand-in-hand with other Lockton departments to assist clients with highly specialized needs in areas such
as captive formation, taxation, capital markets, loss modeling and more.

By carefully applying actuarial principles and other forecasting models, we quantify critical risk areas, and develop
recommendations for reducing, financing or transferring risk.

Our approach begins with an in-depth Risk Management Survey; the data then forms the basis for developing a
comprehensive risk management program. We utilize an extensive program design process which ensures our
clients have the most appropriate, cost-effective risk financing program for their needs.

Producer Driven Business Model

©

LOCKTON'

el
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Other companies used by Mercury Air Group, Inc.

Michael D. Stall, MSCE, PE

+ President and founder of Managed Response, Inc., adisaster recovery management firm,

Houston Texas.

+ Managed over $250 million in disaster recovery projects including airports, power plants,
chemical plants, food processing plants, condos, hotels and resorts and other facilities
that have suffered the effects of fires, floods, hurricanes and earthquakes

John Enticknap, Principal of Aircraft Business Strategies Group, Atlanta, Georgia
+ Over 40 yearsin aviation businesses.

+ Over 20 yearsin FBO business.
+ Provides business continuity planning and related business management services
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Appendin A: Sample Emergency Management Plan

ACME Industties
Emergency Management
Plan
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Appendin A: Sample Emerpency Management Plan

ACME Industries

Emergency Management Plan

Purpose of Plan

Life safety dunng an emergeney,

Stabilzzanion of the emergency.

Human emotional and phisical wellbeing during an emergency.
Effective communication throughout an emergency response.
Praperty conservation dusing a state of emesgency.

Busincss continuty,

Plan Availabiliry

A copy of the emesgency mansgement plan will be made available to cach employee and will be availahle for
review by vendon and customens. Updated versions of the plan sre locared in the following locations:
Director of Administration s Offfiee, Human Resources and Environmental, Health and Safery Deparments
andd the rwa locations established ay emesgency operations centens (idennfied under the facilisies section in
the plan). The plan is also wvailable theough the company’s Intranet website,

As 1 bving document, this Plan and iis annexes should be expected o be under eontinual revision. T will be
seviewed annually and following incidenss for updates. Training on the plan will be conducted at least once
annually.

Emergeney Management Team

I preparation for, response to, 2nd recovery from emergency incidents, Acme Industnes shall maintain 2
posinve, safe working emvironment for workers, vendors, chients and guests. Each departrnent shall establinh
ins prozocols in sccordance with sk and wafery isues identified for its specific ares, and in cooperation with
the jredelmes provided i this plan. The Environmental, Health and Safery Director is designated as the
meﬂw:ﬂmﬁlﬁmm&wﬂhmmhmwgﬂmm
preparedness, response, tocovery, and mitigation Bsues. The FEMC leads the

Team, which will consist of onc representaave and an altermate tepresentative from the following

departments:
Admmistranon

Public Relanoas

Hurman Resources
Finance and Accounting
Legal

Purchasing
Information Technology
Enpneering, Unlities, and Maintenanee

& & ® & 8 & 8 @

I malking recommendutions to All the sbove positions, mansgers should consider individuals with decision-
making suthaniry. The FEMC will alio selece ane of two indivduals to serve on the team whao are not st the
manspernent level

THE ROAD TO EFFECTIVE LEADERSHIP

Appendix A Sample Emerpency Management Plan
Acme Indusinies Emergency Management Plan

Within the noemal operations of the company, prepasations for emesgencies shall be made by

Tasle Responsible Unie:
Maintuning s written Emergeney Plan Emergency Mainagernent Tesm
Muaintaming wntten and verbal communicanons Public Relarions
Documennng drills/exercises and their critigues Emergency Management Team
Using cormmuity response ofganizatons in planming  FEMC/Emergency Management Team
Maintaining eompany supplies Purcharing
Designating emerpency facilities Emergeney Mansgement Team
Estahkishing mutial aid agreements FEMC/Emergeney Mangement Team

Preparing s sesource inventory Fanance and Lopstics

Standard Operating Procediites (SOPS) for performing the shove tasks (1o inchide checklists) will be
developed by the responshle organization. Upon approval by the FEMC, these SOPS will be muntxined by
the indnidual unst supervisors and the FEMC

Risks
AMﬁmmﬂuﬂdb{hthmeﬂmhﬁddumm 1o
which the company may be vulnerable:

Namural Huzards: Hurncane, romado, high winds, winter storms, heavy rains, hail, Sooding,
EXITEmE TEmpEratures.

Technological/ Infrastructure Disruptions: Fire, explosion, or hazsrdeous materials incidents;
bualdenp collapse; failute of telecommunications, radio, television, infarmation systems, or affilazed
echnologies; elevatar malfuncton, utlity service intermuption (jgas, water, elecmcity, sewer, hear).

Terrorist Incidents: Bomb threats, building akeovers, hostage sinsations, sabortage, cyber-
IETTOHsTm.

Human-caused Events and Hazards: Crvil Ssturbances, labor sioppages (e strikes), workplice
vinlener, special events, and tramsportation scoidents.

The Team considesed the hazsrds lissed above and applied the following fsciors, among others, to determine
those thar posed the most lkely and significant tsks 1o the company and it employees:

*  Past Hustory and Frequency = The rypes of emetgeneies identified include fires, kazardous marerals
relesses, floods, husricanes, tormadoes, and power outages

*  Geogrphic Concems — The primary concens identified based on geography are the proximiry 1o two
water treatment facilities and four industmes that e extremely kazardous substances m their processes.
ACME Industries is withun the “vulnerable sone” dentified for all six of the above hazardous marenals
facibres, all of which have extremely hazardous substances. ACME must conider the potential for
sccidestal, a8 well as mtentional, relesses from thess facilines (these fcilives have all been identified a5
potential terronist targets). [n sddition, another significan: mk identified based on the company’s
location s that cexrain portions of the eompany's property that axe prone to flash fooding m heavy
downgpours,
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- Hp:dhmﬁh&ﬁ:r—h“lmﬁnmmlﬂfﬁmmﬂhgﬁtﬁcﬂhﬁxhwmm&
harw it may affect the disk of an emengency occurring were evacustion (both an-site and off-site) and the
lack of sufficlent space for shelrening-in-plice.

*  Existing Standards ~ Effectivencss of cxisting plans and procedures and emplogees’ knowledge and
understanding of what 1 do in all types of emergencies.

The risk assessment was used 1 identify areas within the company that requice additional focus fos
emergency planming and response and to help poontize resousces. The sk assessment also will be wsed o
sdentafy arcas wheee mirigation messures can be applied 1 help prevent or at least redice the fmpacts of
furure patential emergencics or disasters. The following mitipation effarts - all of which aze cither
completed or enderwsy — were minated based on findings of the fsk assessment:

*  Development of flood walls on the southeastem section of company papeny 1o prevent furure flash

*  Designation of an aliernate facility locasion (idennified latet in plan) to which key staff may relocare
emparanly if the company is directly impacted by an emesgency or disarer;

*  Implementing proceduses for daily backup of computer systems,

#  Storing and manumaning current, ertical duplicate dats at the offuise faeilioy and

*  Providing foancnl sssistance to neighboring haeardous materals ficilities for nstallation of dren
systerns 1o warn ACME employees and others when a potential offsite hazardous maierials release has
occurmed.

This plan and the emetgency procedares identified in Annex A, in additon m providing a strucnite for
prepasing for, responding 1o, and recovennp from emergenches or disasten, ane examples of mitipton
meatiites taken 1o reduce the onpacts of future events

Existing Plans and Procedures

The ACME Industries Emergency Management Plan complements existing facility plans and ineorporates
same of the ekements comuned in those plans. The Emerpency Management Plan is intensded to be
esanprehensive in scope; however, it does not supenede plans developed for specific spes of emesgencies
S50Ps provided i Annex A have been developed w mstract employees on specific acuons 1o take in certain
rypes of emergency situations. [n addicon, other SOPs (not inchaded in this document) have been developed
to provide gusdance 1o Emergency Management Tesm members on bow to carry out thelr individual roles
and responsibalines in preparng for, responding to, and recovenng from disasters.

Community Coordination

As an sctive member of the DO Local Emergency Planning Coundl, ACME Industries has fostered
relationslaps with numerouws other private sector anganizations as well as local emesgency reiponders,
voluntesr, and commundty organizations. ACME Inshustiries is actively involved with the communiry,
sponsorng numerous events ennually, and conduets regular facility rours to provide citirens with a better
undesstanding of its processes and how the company prevents, plans for, snd responds 1w all types of
emergencies. Memonndam of Und ding are in place berween ACME and four other companies
(BCME, COME, DDME and EEME) located in the immediate atea, to assist each other during emesrencies
snd ensure that the needs of employees and their families needs are addressed.

Business Continuity

To prevent or reduce the potenually devastaring impacts that emergencies can have on the company’s
cantimeed business operations, ACME has instituted numerous mesnzres. The company mkes a proactive
approsch to idennfy all of its critical resources, systems, and funcrions; it has several plans ready to be
activated at the first sign of an emergency situation. Business continnity measums are imcorporated
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Wﬂﬁﬁlw%ﬂymlmm:wﬁ:mhn@dm
vanows Emergency Manapement Team members, depending on their areas of expertise. These ate provided
in mote detad in the “Roles and Responuhiines™ section of this document. Annex B provides tables that
cover the arexs that will be considesed in business contnulry planning, These tbles, idenificd below, are 1o
be uted by the individual(s) w0 track information and resources for business continuiry purposes.

Table I Core Business Functions

These are functions that should be inventaried to ensure that conncetivity &= mamtaned with
ACME's vendons — g3 well a3 with the company's ather general business functions, sueh as
maintenance and database support. The table lists the specific functions snd identifies the reciplents
of the funcrions, the maximum allowsble numbes of days for disruption of serviee, the criticaliry
(high, medsum, low) of the function, and the individual who serves as the point of conract Tl
Finance Logistics Coardinator, i coondination with the Information and Planning Coordinater, i
responsihle fior ensunng that this able & mainmined at all fmes.

Table 2 Crftical Systems and Resources Functions

These aee futsctions thar that are eritieal to the continued operation of ACME Industries. Faciliries,
inchacing backup facilities to conduct emergency operitions, ensure the safery of employees and
other activities, conumunication systems, secudty sysiems, information management systems, and
other resources are aceounted for in the checklis:, The business funcioons of cach of these system
and resources should be identified a5 well as theis locations. The Communications and
Infrastructure Coordinator, in coordination with the Information and Planning and Secunty
Coordinators, is responsible for maimtaining the checklie,

Tables 3 and 4: Critical Veador and Customer Lists

Thiis bist shovld be mantained 1o ensure thar ACME's critical vendors and most loyal ewsstomers are
kept informed of emergency of potential emergency situations within the company thar may disnupt
services temperarily. I the event that ACME's services ate tempatarily intesrupted, it s imponant
to let pur edtical vendors and customen know 1o allow them to plan sccordingly. On the othes
hand, o the event that we are shie 10 maintain operations throughout 8 community-wide disaster, 8
1s imporant to contact them to ket them know that we aze svailable to them. The Finance and
Loguties Coordinator is responsble for maintsining these critical vendar snd customes lsts.

Table 5: Business Partners and Support Providers List

This list will be used 1o ensure that important arganiratons that may be needed dunng emerpencies
can be readily comacted. The arganizations nclude the DCEMA, the local fire deparment, police,
insurance providers, utilty providers, and the companies with whom ACME has entered into
Memorsndam of Agreement. Valuntesr ofganizations, such as the Local Emergency Planning
Council and the American Red Cross, should also be listed. Current information on paints of
contact (and alternates), telephone mmmber, maiing sddress, fax, and e-mil address should be
provided on ths st The Factlicy Emergency Mansgement Coardinator or his /her designes i
sresponsibile for mamtainang chis kst

Table & Secondary Location Profile

The secunty center of the company satelline office/'warehowse locared at 800 Industrial Boulevard
has been designated us the secondary lncation for the Emergency Opemtions Center (EOC) m the
event that the primary EOC is not available, ‘Thia is the locanon where the company

Management Team and othes key company pensonne] will convene in the evens that the prmary
EOC is impacted. (See the “Factlities™ section of this docurnent for sddinional information on the
EOC capabilines) This location has additional affice spsce which will serve 25 3 secondary locaton

This material is protected by copyright. Copyright © 2006 various authors and the Association of Corporate Counsel (ACC). 42 of 98



ACC's 2006 ANNUAL MEETING

Appendix A: Sample Emergency Management Plan
Acme Indunmes Emneegency Management Flan

for key staff not invalved in emergency response cfforts 1o congregate to ensure that husiness

operanons contimue. The satellie offiee is equipped with current company dats end sesources

(including network accessibility, telephones, facsimile, critical recands) to ensure 3 smooth transition

in the event of an emergency or dissster. The Facility Emergency Management Coosdinator or

hia /her designee is responsible for ensusing that the secondary location profile is mainesined and

that all employees with emergeney responsthilities are completely familiar with the procedures for
Continuiey of Management

The Company Chief Executve Officer (CED) i i charge of overseeing all busines opemtions and

will direct business operations before, during, and after emergencies or disasters. In the event that

the CEO ts noz available, the line of succession is as fallows:

Director of Adminsmanon
Assisrant Director of Administration
Dueector of Humman Resources
Diirectar of Finance and Acoountmg

Emergency Response

ACME Industrics shall respond to emergenties using the sandards of the nationally recogrized Incident
Comemand System (1C5) as its guidelie. The [CS enables one or mere respanding agencies to initiate and
comduct & coordinated response o an mcident. The pricritics of the 1CS system ane:

*  Life safery,

*  Incdent stabikiey, and

¢  Propeny conservanon.

Within the Incident Command System, suthonty is delegated under five major aress of incadent management:
*  Command

*  Planning

& Operstiomns

. an'..g“

*  Fmance and Admnesrton

In: the event of non life-thteatening situatioms, activation of the Emecrpeney Plan will idtiate an intemal
response wing [CS protocols as guadelmes,

In the avent of an emergency requiring response by outside emergency response agencies,
the command of the incident will be relegated to the DCEMA, or other proper

response authoriies. ACME parsonnel will concentrate on maintaining the safety and
operation of the company's employeas and property, and provide assistance and support to
the amergancy responders, as requested.
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mhﬂ%ﬁwa:Tmﬂhwﬂmcwwmh
recruited (0 assist with managing the emerpency The FEMC (Environmiental, Health and Safery Discetar)
+hall serve as the Director of the E Team anad assign duties of incident management
sbove. In the Environmental, Health and Safery Direcror's absence, the chain of command :

Asnstang Direcror, Environmental, Heakh and Safery
Diisector, Engmecning, Utlines and Mainwenance

Assustant Dhrector, Enpncering, Utilities and Maintenance
Disector, Public Relanons

NOTE: This chain of command relares anly 1o emerpency respose. For bine of succession for running
business operations, see the “Business Continusry” seetion of this plan.

Emergency Personnel Roles and Responsibilities
Facilicy E , Coord: FEMC

The FEMC has pesmary responsibility for effectively managing any mcldent that might oceur on ar affect
ACME Industmes. The FEMC s the Emergency Management Team leader and will be tespansible foz
taking commuand of the Emesgency Opetations Center and issuing necessary directives. Fallowing are
guidelines for the FEMC:

* Repon to the devignated Emesgency Operations Center

*  Desermine need to relocate to sn aliernate EOC 'work facilivy. Coordinare with the Information and
Planning Coondinatar.

*  Ensute that the Emergency Manapement Tesrn and key saaff are familiar with aliernate faciliy location
relocanon proceduses

*  [fnot already detesmined, decide if evacuation ef patial evacuation of the building is requised.

*  Noufy outide emerpency response agencics if their assistance is required or if the ineident threstens o
affect an offsite populason.

* Ensute that notifications are made 1o appropriate local, state, and federal authorities to comply with
applicable regulations.

»  Comact the CEOQ, the Drector of Admunistration, and the Directar of Human Ressurees

®  Nodtfy key Emergency Management Team members

#  Dissemunate information with the assistance of the Public Information Officer, on emergency lesdership

positinns
*  Designate specific responsihilines o the Emergency Management Team Members
Ineident Commmander
Informanen end Planning
Financial and

Communication/Public Informanon

= I e T e < B

*  Estahlsh an incident action plan in conjunction with the Emergency Mansgement Team members
*  Decxle on pobeies regarding lsvues of concern, which could include:

Resources needed from outide the company
*  Financial and legal issues
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Palicy inserpretation
Media interscnion
Requesting Coical Incident Stress Intervention Respanse Team (through Human

Resources DHrector) to assist with the emotional supporn of waff and families affected

by the incident.

Trutiate the Recovery Phase of the inciden:
Keep an sccounting of the actons, communications and directives throughour the ineident
Oreder a post-incident crisque.

Inadent Commander (IC)

The IC is responsible for front-line management of the incident, tetics] planning and execution, assisting (in

cotijunction with the FEMC) in determining whether outside assistance i necded, and relaying requests fior
mnternal resources of outside sssistance theough the EOC. The IC will be selected by the FEME fram
mined management personnel within the Environmental, Health and Safery or Engincering, Utilises, and
Muntensnce Departmenrs. Following are guidelnes for the 1C:

@ & & & & & &

Assume command at the scene af the incident.

Implement the emergency management plan.

Ensuze effecuve coordination with the facliy EO(C.

Ditesmine the respotuse strategies.

Dretermine need for and sctivaie resources.

Orvesser all onescene meident response scovities.

If outside response organzeations are involved, follow the diseesion of the communiry IC sad peevide 1
complete report on the sinston

Keep track of which agganizations are on-site and how the response is being coondinared

Dieclare that the mcident is “over™

Informanen and Plannng Conrdinator

Coordinate with Firanee and Logistics Coordinator 1o ensure that all eare business funcrions are
muintained and can be reachly addreseed in prepantion for emergencies or disssrers.

Coardenate with Communicatons / Infrastucture Coardinator and Secusity Coordinatos to ensure that
records on all crinesl systems and sesources are kept custent and resdily availshle.

Auannt with deployment 1 ahemare loeation to relocate business operstinss dusing

emergencics, disgaters.

Ensare that sdequate resources are available ar alternate location

Assess the impact that tempaorary end permanint loss of fcilities hes on business operations,
Conduet 3 survey of affected or needed company recards/elecronie resources

Assist with cootdination of Emergency Management Team in gathering resources for emengency
MmanAgemens.

Keep an sccounting of the actiom, communications and dizectives throughout the incldent.
Coordimate the emergency operation plans for the medent with other work unis and other applicable

cmergeney plans.
Coordinate information for the Emergency Management Team.
Take minutes of heefings /meetings and disserninate texm mformation.
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*  Setup graphicy bosed or equivalent for team beiefings.

*  Amange follow-up meetng locations and notfy resm membess regarding bricfings
& Maintain o dady log of team scovities.

*  Keep complete documentation of the cvent in progress.

i 1 oo

*  Actvale cssential teams to respand to the incident w il the followsng fnctians (as needed)
Misigation and damage control of physical property

Hurman resowrce management

Financisl mansgersent and emerpency puschastng

Vial record and holdings protecton

Clesical and adsmanistrative staff to assist in the Emergency Operations Center
Needs assessment and delivery coordinanen of outside resources

Olutside responder needs

Documentation of the event in progress

Recovery planning

- KﬂpmmwhumMmMEWulwhﬂm:.
*  Mainmin Core Business Funciions chart and use the chart during emecrgencies to ensuse thar all
funsctions are sddressed (coondinate with Information and Planming Directo),

Qo000 0O000

*  Maintain Critical Vendos and Custoeer luts and ensure that they are contacted during emespencics

to inform them of the company's st

*  Assistin pamering extemal financial and buman resoumces, Le., donantons of tme, money or wlent,

a8 may be needed.

*  Maintam wotk wmit staffing throughout the dusstion, pessbly bringing in contract professonals, s

oecessary, to menage the smaation.
& Monitor the sihustion for potental loss bsues
®  Assisr in decisions regarding:
Resources from ourside the
Food, water, shelter for
Financial and lepal issses
Pabicy intepretation
Palitical and socal concems
Survey of company reconds

4 Sie Safece Cooud

* Coontinate employee issuey, such as office relocations and office closure, with the Public
Information Officer and the Human Resources Director.

*  Develop s coondinated plan of response with the Emergency Mansgemens Team

Q000000

© [mplement evacuation and relocating emploree procedutes of sheltesin. place procedures if

required
& Coordinate with Communications Coosdinator to establish an cmergency telephone
informatiog centes to handle calls 1o 2nd from families,

*  Determine the staffing of the team needed 1o respand to the simation. Critical aseas include:
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@ Medical attention and counseling
o Shart and,/or long-term Sheber
©  Food and drinking water

o Tailet facilities

Monitos the effect of the incident on employees and recommend & tespanse.

Assign and teain Aoor manhals o assist with budlding evacustions

Communicate with family membess if an employee is affected. Comfort the family and atrend o the
fareidly’s needs.

Request s Crtical Incidesst Stzess Intervention Response Team through the Human Resources
Dierector, if necessary.

Assiat in eviablishing an incident sction plan in conjunction with the Emergency Management Team
membsers,

Provade incident command and Emergency Management Team information on potential harards
within buildings

Ausit bn the calenlation of sssumed sk for those areas.

Provide information on exposre, semedy, and clean up of potentially impacted areas.
Coapdinate with the FEMC to ensuze local, stare, and federal regulanons are followed in reporting
nkmafhuﬂnaummhdumgmdﬁwhmddmmwaum

Provide four peopes disposal of impacted hazardous matenals fallowing the mcdent.

Separate horardous and non-harsrdous debris during damage asscssment.

If appropoate, join commuNITY ematFency opertions center o command post.

Control hazardous substances.

Assist in the fasility survey.

Assess and moninor hazardoos ar unsafe situstons.

Review and mplement safery measures for emerpency responden.

Idennfy hazardous sintons assocmted with the incident and prevent unsafe setions,

Meet with insurers regardinig emplovee and propetty concems, if necessary

Keep an acoounting of the actions, communications, and directives throwghout the incident.

Commumcatons and Infrastnsctute Conrdinator

Develop a coandinated plan of response with the Emergency Mansgement Team

Mairsain the Crtical Systerns and Resources chan wo ensure securate sccounting of systems and

tesouarces and have that informstion readily svailshle i preparation fior emesgencies or disssiers.

Coondmate with Informartion and Planning and Security Coozdinarors.

Estahblish and maintain internal and extesnal communscations durmg the state of emergeney.

Esuablish an emesgency telephone information center to handle calls to and from familics,

nexphborng businesses, and customen.

Coordmate closely with Public Informanon Officer for media inquErics.

Assess the impact that temporary and pesmanent loss of facilisies has on business operations.

Keep an accounting of the sctions, communications, snd directrves throughoos the ncident

Esublish aliernative communication needs for and with employees

Identify everyday functions performed by facility and communicstions, both volee and data used to

support them,

Consider business impact if communications were inoperable and how this could affeet emetgency
e

mﬂﬁdﬁrymwmmmmﬂdbﬂuﬂmﬁmmmm’.
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* Coordinate emergency procedure with XTEL Communbeations.

¢ Determine and implement backop communiestions for esch business funcon

*  Ensure that aliernate faciliey location s equipped with adequate primary and backup
COMMTIRIER N

. Emmﬁnt“msylmhumdmpmﬂyfbommdwwnmdh:mhnﬂhqm

vupply s in place and functional

Establish procedures foe restoring commusnications systema.

Testall systems ance monthly st 8 minimim

Estahlish and maintsin S0Ps for all communications functions.

Em;:zrh:uﬂﬁmug:nqhimmemﬁtnmﬁﬂrmﬁudnn;ﬂmmlum

S0

L

Public Informasion O

Establah communicatiens with the Incident Commander and FEMC

Draft » company public relstions plan. Coardinate the plan with the Emergency Management Team.
Prepate public soatements in conjuncuon with the Emergency Manspement Team.

Provide FEMC ot designee to snswer media inquaries.

Notufy staff to prepare for incoming inquinies.

Maonitor and record media personnel on e

Ensure that media pessonnel are located separate from emergency operations.

Arrange boiefings for the Emesgency Mamagement Team

Prepare responden | spokeapeople.
Emmdiuudunb;ﬂhlhcinfmmhmuﬂPhﬂnmCmﬂhmrmwdummpmdne
Establish electronic or altesnative communication methods, a8 needed/
Photograph the scene, if it's safe 1o do so.

Inmate rumor control.

& cusice Coondi

Coordinaze with Comsmunications  Infrastrucrare and Informanon and Planning Coordinaton 1o ensure
sccurate and eifrent secards s mazntamed on cotieal systerms and resources.

Initiate approprite respanse protocols for the rpe of emergency and, if needed:

Fusnish and direet staff and equipment o set up barnicades
Maintain secunty i the affected area;

Support offsite cvacuation efforts;
Estabilsh waffe flow rouies and ssastng with maific contral;
Request search and rescue operations;

Secure evidence by blockeng off areas where it may exist

Request backup personnel

Idenzify and conrdinate emetgency services inchuding the need for outside sssisnee.
Reliraquish security responsibilities 10 appropriate responders snd serve as company site
lizison to the incadent.

Q000 O0OCOOOO
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Resources

Emergency Operitions Center

Tcuel'l‘tc:tvch'lnmrg:Ih:hddeuurthEMCwm:mbhhwEﬂﬂ.wiﬁchﬂ]behumdindwmmpmr
trairing cenites, which is located on the southwest end of company property (near intersection of Main and
Elm Streets) mﬂﬂhmuphhhwhﬂmmutlijdmm::ﬂm.mm&ﬂ
and Emergency Management Team coordinators will wotk from the EOC 1o coordinste FESPONEE GPErations
duning emergencies. hhmmrhmﬂym&gmhﬂmmwmmh:hhﬂmg
an sltzomate EOC will be set up 1 the company wasehouse (secutity office] Jocated ot 800 Industrial
Boulevand Exhﬁmhhm;:mmtTummmdhumrhmpomihkkrmmdmupmdru
Sﬂhﬁn:hdngmﬁuﬂdwnﬁm}mdh:ud-!pﬁﬁcmmphmmMHmmymd
altemmate EOC locations so that they ate readily available during emergencies The Finanee and Logistics
Coordinator s responsible for ensuring that all ather requited supplies and rewourees ase availshle 31 both
locations and can be set up in “rum-key™ fashion

Bath the primary and secondary EOC are equipped with the fallowing reiources

Communications equipment (telephones, computers, radics),
Backup powes, communications and Hghting.

Telephone directanes,

Status boands, site maps, blueprints.

Techmical mformation and dats for advising revponders.

Acwvity logs and office supplics.

SOPs and hazand specific emergency plans (as seferenced above)
Emergeney supplies.

Communications

Employees, employees' families, local response agencies, nesghboring businesses, and the commuizy will be
nosified of site emergencies wing communication toals available disting the emerpency. They may mchode:

Landline telephone

Celhalar telephone

Two-way adio

Intescom system (intermal employees locared within bulding)
E-erail

Facstmile

Web page updates

Television and radio brosdeas

Personal interaction/ messengess

Landine telephone it the primary mesns of communiestion used berween the EOC and off-site
indfviduals/organizstons. In the event that regular telephone communications are damsged, cefhular
teleplones ar reo-way mdio will be used 1o communicate wath outdde respanse onganizations.
Communieation between the facility EOC and the faciliny 1€ will be conducred primardly via cellular phone
andfor two-way madio. An emergeney telephone informarian eenter to handle outgoing and incaming calls
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from emplorvees and their families, seighboring businesses, private citirens, and business exstomers will be
set up and mainzained in the employee lounge adjacent to the EOC. The Cammunications snd
Infrastructare Coordinator of the Emergency Mansgement Team is respansible for implementing all
comncations ke and procedures as detuled under the “Roles and Resporaibilities™ tection of this
document.

Notificas

Procedures for making emergency notifications have been posted in all public gathering areas
throughout the site and next to all public telephones. All employees should be familiar with these
procedures to report emergencies and follow them as identfied below,

Reporting Emergencics
An mdividual winessng an emergency shalk
* Dl exensdan 0911 to separt any fire, rescae, bfe threatening or medical emesgencies to the
24-howr on site security station. Be prepared o provide the following:
= Your pame
= Type of emesgency
- Exact location of emergency
- Telephone extemion sumber from which you arc calling
- ng!.pl.hnthp}nu_ :
NOTE: Ensure your own personal safety prhar to implementing the above procedure.

In the event of a fire, chermical relesse, or other hazard with potential exposure 1o the geners] employes
population, actvation of the fire alurm system will imitiste the evacuation slarm.

Nuotfication to govemment agencies 1o comply with local, state, and federal repulations will be courdinared
by the FEMC. The FEMC may delegare the notfication responsibilisies to the following: Alemate FEME,
Communications, and Infrastruenire Coardinuior, Director of Engineering and Maintenance or
Emvironmental, Safety, and Health senior personnel  SOPs for notifying povernment apencies must be
followed m making the appropriate notifications.

Wamning Svstem

1£ the audible/visual shirm system is activated, employees should evacuate immediately scoosding 1o entpany
evacuation procedures {Annex A). The Employee and Site Salety Coordmator will ensure that the warming
system is tested on 1 monthly basis and that all employees are completely familisr with evacuation
procedhzres,

Protecting Emplovees

Exacusnon Planning

Evacuation may be required immediately in simuations such as fires, hazardous marenals mcidenns, o bamb
threats or in coondination with co ity emergency response effons for hurricanes ar approaching winter
storms. The FEMC s ovenall sushonty to onder an evacuation of the building, however, in the event thar

an employee withesses an emergency such as o fire or hazardous materal spill, thas be o she decens as
immedistely life theeatening, that individial can activate the alarm system by toiggering the fire alirm at one
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ies Emergeacy M e

i Tk

of the locations throughout the building. s addition vo the FEMC, the Employee and Site Safery
Cogsdinator snd Dircetor of Adménistration have suthoety 1o order evacuatons.

Floor marshaly and aliernate float marshab, appobed by the Employee,/Site Safety Coordmarar, are
n@demhuMhnﬁnlmwuuhhﬁng{mmmdphmph are posted on
business unit bulletin boards) and have the following responsibilities during an evacuanoe:

Assisr indaviduals with disabilices.

Assist indrviduals who are not famlir with evscuanon procedures [e.g., customers, vendors, visitoss)

Ensure that the entire atea has been evacuated.

Shut down cntical opersnons in ated.

Evaeuate themaelves

Ensure that all employees have sssembled in pre-designated ares outside the bullding and that all are

accounted by conduetng head count. If individusl(s) exnnot be accoumted for, notify the FEME

mmmecastely of individual/s| name snd last known location

*  Foroff-ute evacuations where employees and non-cmployees are sent home or o shebters, ensuze thar
all are provided with tnnsporaion,

*  Provide findings to the Employee /Size Safery Coordinator or the FEMC

The Emplayee,Site Safety Coordinator through coordinstion with the FEMC, shall ensure that all evacuation
phmmmmmmnmmaﬂm.uwmﬁmmummmmhf
muﬁq:mmqmpmuﬂfdhﬁrpdmwmm@m#mmwwﬂngmm

Shelienng

Depending upom the type of incident, the FEMC and Emergency Management Team smay determine that
sheliering muide the budding is the mos: appropeiate protective sction. In the event that sheltermg-in-place
is requaredd, employees will be notified via the intercom system and e-mail and directed 1o follow required
peocedures and repart to their designated shelter areas within the building. As 3 backup mesns of
notification, the Emesgency Management team and floar marshals will persomlly notify esch ases of the
buslding of the shelter-in-place arder

The FEMC and Employee,/Site Safery Coordinator should ensure that emergency supyplies incluking food,
wrater and medical supplies, ars in place at cach of the designated sheltering areas inside the building. In
ﬂdﬁngdqdmﬂdmmhuhﬂmﬁngpnmdumhuhmmmﬂhm&m&hdmlm
including the DCEMA.

Incident Coi
The FEMC shall misiate 3 post-incident critique as soon a1 practical following any emergency incident
tequiring scevation of this plan. The purpose of the critique b to identify and define any problems that may
have been encountered dunng the response, seck alternarives, disclose ways 1o prevent furare incidents and
impeove the Emerpency Management Plan.

Recovery

Omce the emergency phase of the meident hay conchded, the next prionny will be to re-establish normal
operaung conditons. The Director of Admunistration will appaing a Recovery Team thar will puide ihe
comgny back to normal operstions. The composition of the Team will be detesméned by the nanre and
magnitude of the emergency and the impacet it has had upon ACME Industries

THE ROAD TO EFFECTIVE LEADERSHIP

Appendin A Sample Emergency Munagement Plan
Actne Industries Emespency Mansgement Plan

All departments and programs thar have been impacted will be asked to make an fmmediate asécssment of
staffing, mateials and equipment that are necessary 1o restoze interien and//or bong-term functions.

D:pmﬁ:hn:pmpudkmvmﬁ:m,nhwﬁuumﬂmum:hmmd:gm
functions to nomul opersnon

Included in the recovery plase will be the cost 10 recover from the incident. Affected departments will be
aalked to prepare intemal cost and loss documentation reports and to submit them to the Recovery Team
Iﬂmmmﬂswgﬁdlm:dncwnm&nmmmﬁndmgmﬂndmwdn,wﬂh
dunbuted a8 needed.

Critieal Ingid M
The stress caused by an emergency can affect an individual bong after the event has concluded. The
Company will make physical and menal bealth services svailible o individuals by using the services of the
Emplayee Assistance Program, worker's compensation or theis Company health plan. Additiomally, the
muarumpm&mmhm:mm:mmmﬁmmummmthm

Damape Assessment Chvervipar

Chice the emergency phase of the response has concluded, damage sssersment s needed to provide
documentation such as:

*  Insurance clatms,
¢ FEvaluanon of faciities for safety and suinbility of fe-occupancy, and
*  lovestipation of the caumse and contribunng factors that lesd o the meident.

Dnugtumamnn:hwﬂhgnpmhwmm:mmntoimydthmmm:hﬂnlmmnhh:mw
phase, and should be well documented

Plan De-Activation
When etnergency conditions are stabilized and the Company has resumed noemal operations, the Emergeacy
Plan will be de-acovated by the FEMC. A formal snnounecrment will be disserninared via e-mail

1F the nature of the incident requires an extension of some emerpency services, special work proups may be
appeointed 1o coordinate those conumsng activites. These groups may need to congder
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Annex &
Annex A: Emergency Procedures

Fire

Fire Reporting: Dial 911
mehlmﬂmmﬂbmn&Smrj

ALL mdrviduals are required 1o evacoate suy time the alarm is setivated. The Safery Office
wm&&%:|MLmFm. Building occupants will be notified before o
oeeun.
O In the event of & fire, pull the alarm nearest you.
O Repon the fire 1o 911 from o safe location.
o Fuﬂwmmim'lpm&mﬁrmmtmmﬁmquﬁmmm
protection of cash, providing it is safe 1o do so and does not delay your evacuation

Immediately evacuste through the nearest safe exit when the fire alirm sounds,

Check the exit route before leaving the room. Exit only if it is safe to do sa.

Close the door behind you, but do not lock the door, Do not waste time closing windews

ot shutting off computers.

IE there is smoke, stay close 1w the floos,

Ifit is not safe to exit the reom, remain calm and close the door.
®  Attract artention to yourself by waving 2 bright colared object in the

window, making noise or calling 911,
®  Fill erscks around the doces with damp towels oz fabac to keep smoke ot

“Wilk - Don's Run. * Remain calm and quaer 0 you e2n bear directions or snneuneements

Indrviduals who cannot negotiae e stain should go 1o the desigmated safe rone on the

floar.

3 Offer assistance to wdrvaduals with disabilites.

*  Close [do not lock) the door to the safe mom.
*  Repom their bocation o FEMC of Fire Depantment officials,

USE THE STAIRS TO EVACUATE-DO NOT USE THE ELEVATOR.

Fallow the posted evacuation routes to o meeting szes at least 300 feet from the buildmg.
*  Check rooms along the evacustion route for occupants, if i is safe to do so.
= Artemnpt to keep the evacuated people together.

*  Inquire of the evacuated persons to determine if anyone is injured. Report
inparies g0 FEMC o amange for teatment
*  Inquire of the evacuated persons if others may sull be within the building
and their location.
*  Provide mfommation on the fire location, mdividhals stll within the bodldmg
and possible harasdous conditions to ethes FEMC ar the Fire Chief
* I possible, compile o it of people evacuated i your group and provide 1t
1o the FEMU or his/her representative at the scene,
Save lives by evacustng the budding mther than fighting the fire.
DO NOT re-enter the building wnl the "ALL CLEAR® & given by IC or Fire Department Officials

oo oo oo

oo

Severe Weather
Severe Weather includes strong winds, tomadeos, damaging hail.

Warches indicate that weather conditions are fivonble for s storm or tomado.

THE ROAD TO EFFECTIVE LEADERSHIP

Appendin A: Sample Emergency Management Plan
Emengeney Mamagemens Plan

Acme Indusrses

Warnings indscate 8 storm or tomsdo is imminent  Take Cover

Severe westher warnings will be recetved fram emesgency broadeast rdso or television
announcements.

All occupanis should seek shelter sway from windows on the lowest floor in an mterior room,
enclosed stairwell oz hallway, as dizected by FEMC or designes.

DO NOT USE THE ELEVATOR.

Take coats, jackets, and shoes that are in the immediste vieinity for protection from heoken pliss
and fiing debris

Dizect individuals who cannot negoziate the stairs to 3 safe sheltet an the same floot

Do tioz seck shelter in grmnasinms or large moms

Stay inside, swuy froem all doors, wimndows, curside walls, snd skylight.

Sit against the wall ar bencath sturdy bles if possibile.

Offer asmstance to individuals with disabuliries

When necessary, cover yous head and face with available protective abjects.

Resmain calm and quiet so that verbal directions can be head.

Direct occupants to 2 safe shelicr within the building that is away from windows

Check for indsviduals who may be in need of assistanee, i it i3 safe to do so.

Darect the mjured and people with disabilites 1o 8 safe area

Lacate available supplies for first aid, bartery-operated eadios and flashlights,

Tutse racios to 2 local station fior severe weather reporin. Keep phoae lines available for
EETEEnCy COMMUENCIGON..

Deteseine if the bullding communiestion systems are opersble or if alternative communicasion
systems are availshle.

Report injunies 10 FEMC or Employee and Site Safery Coordinatas brmediately.

Do noe leave the budlding ungl the storm has pasted,

O 0O ooopooooooooo oo

3 The all clear will be signaled by the National Weather Service and relayed by the FEMC to the
budldings wia intercom system or other availsble mesns
3 When exiring the huilding, beware of downed power nes, beoken glass, and unsafie areas

Bomb Threats
Repart Bomb Threats and Suspicious Mail, Packages, or Oibjecrs 10 9-1-1

1f a repart of 4 bamb threst is received, remain calm.

Atternpt to get mformaton {rom the ealler about the bomb, including the npe of device, a
description, its location and when it is set to go off  Make 8 record of the information.

If & written bomb threat {s recefved, save all materials (envelopes, packing, cic) and handle the
rruaterial as lirthe as poasible.

Lnmedistely report the threat and information to the Palice Department ,

Individuals should NOT sctivate the fire slarm.

Evacuste the building completely and o to the meeting locations indicated on the posted
EVICUATION TOUNES.

If  suspicious object/ package,/mail s recerved or found:

0 Do not touch, open, ar move the object.
O Report the locaton and a deseription immedsately to the Palice, 911.

ooo o oo
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w:ﬁwwﬂmﬁﬁm Acme Induseries Emergency Maragessent Pl

O Follow the directives of law enforcement representatives if on scene 1F law enforcement is nor

on scene, follow disecoves of FEMC and Security Coosdinutoe. Annex B: Business

Note: Maul boenbs are extrernely rare. Suspect packages or eavelopes may have excessive poviage, s oty Recopds
&mumﬂm:,;wmwuﬂmﬁumﬂnmddnmpm&gm,
dmunumﬁnil:dt-mm,w:ptnﬂhrodm. Be suspicious of madl addressed as “Personal® of
"Private” to 2 person who does not receive persanal mail at wosk; dgid, uneven or lopsided letters;
packages with irregular shapes, soft spots of bulges; or unprofessionally wrapped packages that may TABLE 1 =T,

be marked "Fragile-Handle with Caze” or "Rush-Do Not Delsy”.
Core Business Functions
Evacuate mmmediaely
O USE THE STAIRS — D0 MOT USE THE ELEVATOR M
O Take only your personal belongings that are in the ummediate vicinity, ety D ; ""ul,;.“bh Criticality Podnt of Contacr
O Remsin cabm and quier so that verbal directions esn be heard, Service A el
O Direer individuals who cannot negotiate the stairs to o safe shelter on the same fioar, | Descoprion
O Offer asantance to individuak with disabilities. Reimburse
O Follow the directives of the suthorities on the scenc. Vendors
O Check sooms fur ocoupant along the evacuation mute. Clase, but da not bock doogs. Mazntain
a Keep the evacuated persons grouped rogether at the locagons indicated on the posted Damhase
evacuation routes, Process invaoices
Y Provide informanion on persons thought to be within the building, suspicious packages, obiects, lssuc checks
o indrviduals o Secusty immediately. General
2 ] ; a o', L Operations
Do Mot re-enter the building unsl the "All Clear” is given by suthontics on scene. Y P ———"
Suppan
Hot-line
Help deik
TABLE 2
Critical Systems/Resources
Crnical System Bunmess Primary Secondary
Funcoon Location  Locaton
Facilities
o -
Secasriry
Nerwork System
Ohthes Resousces
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Appendix A: Sample Emergency Management Plan
Acme Tradiatsies Emergency Menapesnent Plan

Acme Indusisies Emergency Managemenr Plany

TABLE 5
TABLE 3
Busi " g List
Crtical Vendor List T
Vendor Name: Product/Service:
Product /Service: Bireet Address:
Streer Addresa: Ciry,/State Zip:
ity Stave Fap: Conmer Perion:
IContact Person: Phone Nov:
Phane No.: 24 Hour No: I
24 Hour Mo IFAX No.
FAX Nos tAlternate Contact: |
Alternste Contace (Comment:
Comemenits:
TABLE 4 hvacnick
Eey Customer List Secondary Location Profile
(Customer Mame: | T
Product/Serviee: | :I:.-"Sc :
3 3 Emdu: rrice:
- [Serret Address:

Sl Gy Seate) Zipr

i (Contacs Person:
\Phone Ne: Ph.ur:ﬂ‘\ﬁu
s |24 Hou.t N'.a :
fate: XN

Mo
= :.uunn: IAlzermate Contace:
Becunty
Commderanons:
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Emergency Management
Guide for Business and
Industry

A Step-by-Step Approach to Emergency Planning, Response
and Recovery for Companies of All Sizes

FEMA 141/October 1993

FEMA

THE ROAD TO EFFECTIVE LEADERSHIP

EMERGENCY MANAGEMENT GUIDE FOR

CROESINNISESESEe INDUSTRY

A STEP-BY-STEP APPROACH TO EMERGENCY PLANNING,
RESPONSE AND RECOVERY FOR COMPANIES OF ALL SIZES
Sponsored by a Public-Private Partnership with the Federal Emergency Management Agency

Special thanks to the following organizations for supporting the development, promotion and

distribution of the Emergency Management Guide for Business & Industry:

American Red Cross
American Insurance Association
Building Owners and Managers Association International
Chemical Manufacturers Association
Fertilizer Institute
National Association of Manufacturers

National Commercial Builders Council
of the National Association of Home Builders

National Coordinating Council on Emergency Management
National Emergency Management Association
National Industrial Council — State Associations Group
New Jersey Business & Industry Association
Pacific Bell

Pennsylvania Emergency Management Agency
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INTRODUCTION. A hurricane blasts through South Florida causing
more than $25 billion in damages.

A fire at a food processing plant results in 25 deaths, a company out of
business and a small town devastated.

A bombing in the World Trade Center results in six deaths, hundreds of injuries
and the evacuation of 40,000 people.

A blizzard shuts down much of the East Coast for days. More than 150 lives are

lost and millions of dollars in damages incurred.

Every year emergencies take
their toll on business and industry
— in lives and dollars. But some-
thing can be done. Business and
industry can limit injuries and
damages and return more quickly
to normal operations if they plan
ahead.

About This Guide

This guide provides step-by-
step advice on how to create and
maintain a comprehensive emer-
gency management program. It
can be used by manufacturers, cor-
porate offices, retailers, utilities or
any organization where a sizable
number of people work or gather.

Whether you operate from a
high-rise building or an industrial
complex; whether you own, rent
or lease your property; whether
you are a large or small company;
the concepts in this guide will
apply.

To begin, you need not have
in-depth knowledge of emergency
management. What you need is
the authority to create a plan and
a commitment from the chief
executive officer to make emer-
gency management part of your
corporate culture.

If you already have a plan, use
this guide as a resource to assess

y and update your plan.

The guide is organized as follows:

Section 1: 4 Steps in the
Planning Process — how to form a
planning team; how to conduct a
vulnerability analysis; how to
develop a plan; and how to imple-
ment the plan. The information
can be applied to virtually any type
of business or industry.

Section 2: Emergency Management
Considerations — how to build
such emergency management
capabilities as life safety, property
protection, communications and
community outreach.

Section 3: Hazard-Specific
Information — technical informa-
tion about specific hazards your
facility may face.

Section 4: Information Sources
— where to turn for additional
information.

What Is an Emergency?

An emergency is any un-
planned event that can cause
deaths or significant injuries to
employees, customers or the
public; or that can shut down your
business, disrupt operations, cause
physical or environmental
damage, or threaten the facility’s
financial standing or public image.
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Obviously, numerous events can Making the ““Case” e » | SECTION
be “emergencies,” including: for Emergency
« Fire Management

To be successful, emergency

= Hazardous materials incident .
management requires upper

= Flood or flash flood management support. The chief
« Hurricane executive sets the tone by autho-
« Tornado rizing planning to take place and

. directing senior management to
= Winter storm get involved.
= Earthquake When presenting the “case” for
« Communications failure emergency management, avoid
- Radiological accident dwelling on the negative effects

of an emergency (e.g., deaths,
. fines, criminal prosecution) and
Loss of key supplier or customer emphasize the positive aspects of

Civil disturbance

= Explosion preparedness. For example:
The term “disaster” has been = It helps companies fulfill their
left out of this document because moral responsibility to protect
it lends itself to a preconceived employees, the community and
notion of a large-scale event, usu- the environment.
ally a “natural disaster.” In fact, « It facilitates compliance with
each event must be addressed regulatory requirements of Y
within the context of the impact it Federal, State and local agencies.

has on the company and the com- s abili 4 STEPS IN THE PLANNING PROCESS
munity. What might constitute a It enhances a company's ability

- - ; . to recover from financial losses,
nuisance to a large industrial facil-

ity could be a “disaster” to a small regulatory fines, loss O.f market STEP 1
business. share, damages to equipment
or products or business interrup- Establish a Planning Team
What Is Emergency tion. o
Management? - It‘re(_iuces_exptl)sure to civil or STEP 2
Emergency management is the criminal liability in the event of
process of preparing for, mitigat- an incident. Analyze Capabilities and Hazards

ing, responding to and recovering It enhances a company’s image
from an emergency. and credibility with employees, STEP 3
Emer ti customers, suppliers and the
gency management is a ;
dynamic process. Planning, community. Deve|0p the Plan
though critical, is not the only = It may reduce your insurance
component. Training, conducting premiums. STEP 4
drills, testing equipment and coor-
dinating activities with the com- Implement the Plan
munity are other important func-
tions.
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ing is guidance for making the appointment.
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STEP 1

ESTABLISH
APLANNING

TEAM

THE ROAD TO EFFECTIVE LEADERSHIP

Establish Authority

Demonstrate management’s
commitment and promote an
atmosphere of cooperation by
“authorizing” the planning group
to take the steps necessary to
develop a plan. The group should
be led by the chief executive or
the plant manager.

Establish a clear line of authori-
ty between group members and

Establish a Schedule
and Budget

Establish a work schedule and
planning deadlines. Timelines
can be modified as priorities
become more clearly defined.

Develop an initial budget for
such things as research, printing,
seminars, consulting services and
other expenses that may be neces-
sary during the development

Form the Team

The size of the planning team
will depend on the facility’s opera-
tions, requirements and resources.
Usually involving a group of
people is best because:
= It encourages participation and

gets more people invested in

the process.

It increases the amount of time
and energy participants are able
to give.

= It enhances the visibility and
stature of the planning process.

It provides for a broad perspec-
tive on the issues.

Determine who can be an
active member and who can serve
in an advisory capacity. In most
cases, one or two people will be
doing the bulk of the work. At
the very least, you should obtain
input from all functional areas.
Remember:

= Upper management

= Line management

= Labor

= Human Resources

= Engineering and maintenance

Safety, health and environmen-
tal affairs

Public information officer
= Security
= Community relations

Sales and marketing

Legal
= Finance and purchasing

Have participants appointed in
writing by upper management.

Their job descriptions could
also reflect this assignment.

COMMUNICATIONS

Public Relations
Public Information Officer

EMERGENCY RESPONSE
Safety & Health
Medical
Security

Environmental Affairs

Here's one example of a planning team.

COMMUNITY

Emergency Manager
Fire & Police
Other Response Organizations

MANAGEMENT & PERSONNEL

SAFETY OFFICER/ Line Management
PLANNING TEAM

Labor Representative
Human Resources

SUPPORT SERVICES

Engineering
Legal
Purchasing/Contracts
Finance
Maintenance
Computer
Data Maintenance

the group leader, though not so process.
rigid as to prevent the free flow of
ideas.

Issue a Mission
Statement

Have the chief executive or
plant manager issue a mission
statement to demonstrate the
company’s commitment to emer-
gency management. The state-
ment should:

« Define the purpose of the plan
and indicate that it will involve
the entire organization

« Define the authority and struc-
ture of the planning group
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ANALYZE CAPABILITIES AND HAZARDS. This step

entails gathering information about current capabilities and about possible

hazards and emergencies, and then conducting a vulnerability analysis to

determine the facility’s capabilities for handling emergencies.

WHERE DO YOU STAND RIGHT NOW?

Review Internal Plans
and Policies

Documents to look for include:
« Evacuation plan
« Fire protection plan
« Safety and health program
< Environmental policies
« Security procedures
= Insurance programs

« Finance and purchasing
procedures

« Plant closing policy

< Employee manuals

= Hazardous materials plan
= Process safety assessment

Risk management plan
« Capital improvement program

Mutual aid agreements

\J

Meet with Outside
Groups

Meet with government agen-
cies, community organizations and
utilities. Ask about potential
emergencies and about plans and
available resources for responding
to them. Sources of information
include:

= Community emergency
management office

Mayor or Community
Administrator’s office

Local Emergency Planning
Committee (LEPC)

Fire Department

Police Department

= Emergency Medical Services
organizations

American Red Cross

National Weather Service

Public Works Department

Planning Commission
« Telephone companies

Electric utilities

Neighboring businesses

STEP 2

ANALYZE
CAPABILITIES

AND HAZARDS

While researching potential emer-
gencies, one facility discovered that
a dam — 50 miles away — posed a
threat to its community. The facili-
ty was able to plan accordingly.

THE ROAD TO EFFECTIVE LEADERSHIP

One way to increase response
capabilities is to identify employee
skills (medical, engineering,
communications, foreign lan-
guage) that might be needed in an
emergency.

Identify Codes and
Regulations

Identify applicable Federal,
State and local regulations such
as:

« Occupational safety and health
regulations

« Environmental regulations

« Fire codes

« Seismic safety codes

« Transportation regulations

= Zoning regulations

« Corporate policies

Identify Critical
Products, Services
and Operations

You'll need this information to
assess the impact of potential
emergencies and to determine the
need for backup systems. Areas to
review include:

« Company products and services

and the facilities and equip-
ment needed to produce them

Products and services provided
by suppliers, especially sole
source vendors

Lifeline services such as electri-
cal power, water, sewer, gas,
telecommunications and trans-
portation

Operations, equipment and
personnel vital to the contin-
ued functioning of the facility
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Identify Internal
Resources and
Capabilities

Resources and capabilities that
could be needed in an emergency
include:

= Personnel — fire brigade, haz-
ardous materials response team,
emergency medical services,
security, emergency manage-
ment group, evacuation team,
public information officer

Equipment — fire protection
and suppression equipment,
communications equipment,
first aid supplies, emergency
supplies, warning systems,
emergency power equipment,
decontamination equipment

= Facilities — emergency operat-
ing center, media briefing area,
shelter areas, first-aid stations,
sanitation facilities

Organizational capabilities —
training, evacuation plan,
employee support system

Backup systems — arrange-
ments with other facilities to
provide for:

« Payroll

+ Communications

« Production

« Customer services

« Shipping and receiving

« Information systems support
« Emergency power

« Recovery support
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Identify External
Resources

There are many external
resources that could be needed in
an emergency. In some cases, for-
mal agreements may be necessary
to define the facility’s relationship
with the following:

= Local emergency management
office

Fire Department

Hazardous materials response
organization

Emergency medical services

Hospitals

Local and State police

Community service organiza-
tions

Utilities
Contractors

Suppliers of emergency
equipment

Insurance carriers

Do an Insurance
Review

Meet with insurance carriers to
review all policies. (See Section 2:
Recovery and Restoration.)

\

The next step is to assess the
vulnerability of your facility —
the probability and potential
impact of each emergency. Use
the Vulnerability Analysis Chart
in the appendix section to guide
the process, which entails assign-
ing probabilities, estimating
impact and assessing resources,
using a numerical system. The
lower the score the better.

List Potential
Emergencies

In the first column of the chart,
list all emergencies that could
affect your facility, including those
identified by your local emergency
management office. Consider
both:

= Emergencies that could occur
within your facility

= Emergencies that could occur
in your community
Below are some other factors to

consider.

« Historical — What types of
emergencies have occurred in
the community, at this facility
and at other facilities in the
area?

o Fires

« Severe weather

« Hazardous material spills
« Transportation accidents
« Earthquakes

« Hurricanes

« Tornadoes

« Terrorism

« Utility outages
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THE ROAD TO EFFECTIVE LEADERSHIP

CONDUCT A VULNERABILITY ANALYSIS

« Geographic — What can hap-
pen as a result of the facility’s
location? Keep in mind:

« Proximity to flood plains,
seismic faults and dams

« Proximity to companies that
produce, store, use or trans-
port hazardous materials

« Proximity to major trans-
portation routes and airports

« Proximity to nuclear power
plants

*Technological — What could

result from a process or system

failure? Possibilities include:

« Fire, explosion, hazardous
materials incident

« Safety system failure

« Telecommunications failure

«+ Computer system failure

« Power failure

« Heating/cooling system
failure

« Emergency notification

system failure
« Human Error — What emer-

gencies can be caused by

employee error? Are employees

trained to work safely? Do they

know what to do in an emer-

gency?

Human error is the single

largest cause of workplace

emergencies and can result

from:

« Poor training

« Poor maintenance

« Carelessness

+ Misconduct

« Substance abuse

« Fatigue
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Physical — What types of

emergencies could result from

the design or construction of

the facility? Does the physical

facility enhance safety?

Consider:

« The physical construction of
the facility

« Hazardous processes or
byproducts

« Facilities for storing com-
bustibles

« Layout of equipment

« Lighting

« Evacuation routes and exits

« Proximity of shelter areas

Regulatory — What emergen-

cies or hazards are you regulated

to deal with?

Analyze each potential emer-

gency from beginning to end.
Consider what could happen as a
result of:

« Prohibited access to the
facility

« Loss of electric power

« Communication lines down

« Ruptured gas mains

« Water damage

« Smoke damage

« Structural damage

« Air or water contamination

« Explosion

« Building collapse

« Trapped persons

« Chemical release

TYPE OF EMERGENCY

High

Human Property
Probability Impact Impact Impact

Low
541

Estimate Probability
In the Probability column, rate

the likelihood of each emergency’s

occurrence. This is a subjective
consideration, but useful nonethe-
less.

Use a simple scale of 1 to 5 with
1 as the lowest probability and 5 as

the highest.

Assess the Potential
Human Impact
Analyze the potential human
impact of each emergency — the
possibility of death or injury.
Assign a rating in the Human
Impact column of the

Vulnerability Analysis Chart. Use

a1to 5 scale with 1 as the lowest
impact and 5 as the highest.

Assess the Potential

Property Impact
Consider the potential property

for losses and damages. Again,

assign a rating in the Property

Impact column, 1 being the

lowest impact and 5 being the

highest. Consider:

« Cost to replace

= Cost to set up temporary
replacement

« Cost to repair

Business

igh Impact ow Impact
High | <« Low!

\

A bank’s vulnerability analysis
concluded that a “small” fire could
be as catastrophic to the business
as a computer system failure.
The planning group discovered
that bank employees did not know
how to use fire extinguishers, and
that the bank lacked any kind of
evacuation or emergency response
system.

Internal External
Resources | Resources

Weak Strong
Resources D € L Resources

A full-page chart is located in the Appendix

THE ROAD TO EFFECTIVE LEADERSHIP

When assessing resources, remem-
ber that community emergency
workers — police, paramedics, fire-
fighters — will focus their response
where the need is greatest. Or they
may be victims themselves and
be unable to respond immediately.
That means response to your facili-
ty may be delayed.

Assess the Potential
Business Impact

Consider the potential loss of
market share. Assign a rating in
the Business Impact column.
Again, 1 is the lowest impact and
5 is the highest. Assess the
impact of:

« Business interruption

=« Employees unable to report to
work

Customers unable to reach
facility

« Company in violation of
contractual agreements

Imposition of fines and
penalties or legal costs

Interruption of critical supplies

Interruption of product
distribution

Assess Internal and
External Resources

Next assess your resources and
ability to respond. Assign a score
to your Internal Resources and
External Resources. The lower
the score the better.

To help you do this, consider
each potential emergency from
beginning to end and each
resource that would be needed to
respond. For each emergency ask
these questions:

= Do we have the needed
resources and capabilities to
respond?

= Will external resources be able
to respond to us for this emer-
gency as quickly as we may
need them, or will they have
other priority areas to serve?

This material is protected by copyright. Copyright © 2006 various authors and the Association of Corporate Counsel (ACC).

If the answers are yes, move on
to the next assessment. If the
answers are no, identify what can
be done to correct the problem.
For example, you may need to:

= Develop additional emergency
procedures

Conduct additional training
= Acquire additional equipment

Establish mutual aid agree-
ments

« Establish agreements with
specialized contractors

Add the Columns

Total the scores for each emer-
gency. The lower the score the
better. While this is a subjective
rating, the comparisons will help
determine planning and resource
priorities — the subject of the
pages to follow.
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DEVELOP THE PLAN. You are now ready to develop an emergency

management plan. This section describes how.

PLAN COMPONENTS

Your plan should include the
following basic components.

Executive Summary

The executive summary gives
management a brief overview of:

« The purpose of the plan

« The facility’s emergency
management policy

Authorities and responsibilities
of key personnel

The types of emergencies that
could occur

Where response operations will
be managed

Emergency
Management Elements

This section of the plan briefly
describes the facility’s approach to
the core elements of emergency
management, which are:

« Direction and control
= Communications

« Life safety

« Property protection
« Community outreach

Recovery and restoration

Administration and logistics

These elements, which are
described in detail in Section 2, are
the foundation for the emergency
procedures that your facility will
follow to protect personnel and
equipment and resume operations.

\J

STEP 3

DEVELOP
THE

PLAN

THE ROAD TO EFFECTIVE LEADERSHIP

In an emergency, all personnel
should know: 1. What is my role?
2. Where should | go?

Some facilities are required to
develop:

m Emergency escape procedures
and routes

m Procedures for employees who
perform or shut down critical oper-
ations before an evacuation

m Procedures to account for all
employees, visitors and contractors
after an evacuation is completed

m Rescue and medical duties for
assigned employees

m Procedures for reporting emer-
gencies

= Names of persons or depart-
ments to be contacted for informa-
tion regarding the plan

Emergency Response
Procedures

The procedures spell out how
the facility will respond to emer-
gencies. Whenever possible,
develop them as a series of check-
lists that can be quickly accessed
by senior management, depart-
ment heads, response personnel
and employees.

Determine what actions would
be necessary to:

< Assess the situation

= Protect employees, customers,
visitors, equipment, vital
records and other assets, partic-
ularly during the first three days

« Get the business back up and
running

Specific procedures might be
needed for any number of situa-
tions such as bomb threats or tor-
nadoes, and for such functions as :

« Warning employees and
customers

= Communicating with personnel
and community responders

« Conducting an evacuation and
accounting for all persons in
the facility

Managing response activities

Activating and operating an
emergency operations center

Fighting fires

Shutting down operations

Protecting vital records

Restoring operations
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Support Documents

Documents that could be
needed in an emergency include:

« Emergency call lists — lists
(wallet size if possible) of all
persons on and off site who
would be involved in respond-
ing to an emergency, their
responsibilities and their 24-
hour telephone numbers

Building and site maps that
indicate:

« Utility shutoffs

« Water hydrants

«+ Water main valves

«+ Water lines

« Gas main valves

« Gas lines

« Electrical cutoffs

« Electrical substations
« Storm drains

« Sewer lines

« Location of each building
(include name of building,
street name and number)

« Floor plans

« Alarm and enunciators

« Fire extinguishers

« Fire suppression systems

« Exits

« Stairways

« Designated escape routes

« Restricted areas

« Hazardous materials (includ-
ing cleaning supplies and
chemicals)

« High-value items

« Resource lists — lists of major

resources (equipment, supplies,

services) that could be needed

in an emergency; mutual aid

agreements with other compa-

nies and government agencies
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The following is guidance for
developing the plan.

Identify Challenges
and Prioritize
Activities

Determine specific goals and
milestones. Make a list of tasks to

Determine how you will address
the problem areas and resource
shortfalls that were identified in
the vulnerability analysis.

Write the Plan

Assign each member of the
planning group a section to write.
Determine the most appropriate
format for each section.

Establish an aggressive timeline
with specific goals. Provide
enough time for completion of
work, but not so much as to allow
assignments to linger. Establish a
schedule for:

= First draft

= Review

= Second draft

= Tabletop exercise
= Final draft

= Printing

« Distribution

THE DEVELOPMENT PROCESS

be performed, by whom and when.

Establish a Training
Schedule

Have one person or department
responsible for developing a train-
ing schedule for your facility. For
specific ideas about training, refer
to Step 4.

Coordinate with
Outside Organizations
Meet periodically with local
government agencies and commu-
nity organizations. Inform appro-
priate government agencies that

you are creating an emergency
management plan. While their
official approval may not be
required, they will likely have
valuable insights and information
to offer.

Determine State and local
requirements for reporting emer-
gencies, and incorporate them
into your procedures.

Determine protocols for turn-
ing control of a response over to
outside agencies. Some details
that may need to be worked out
are:

Which gate or entrance will
responding units use?

Where and to whom will they
report?

How will they be identified?

How will facility personnel
communicate with outside
responders?

Who will be in charge of
response activities?

Determine what kind of identi-
fication authorities will require to
allow your key personnel into your
facility during an emergency.

\

Determine the needs of disabled
persons and non-English-speaking
personnel. For example, a blind
employee could be assigned a
partner in case an evacuation is
necessary.

The Americans with Disabilities
Act (ADA) defines a disabled
person as anyone who has a physi-
cal or mental impairment that
substantially limits one or more
major life activities, such as see-
ing, hearing, walking, breathing,
performing manual tasks, learn-
ing, caring for oneself or working.

Your emergency planning priori-
ties may be influenced by govern-
ment regulation. To remain in
compliance you may be required
to address specific emergency
management functions that might
otherwise be a lower priority
activity for that given year.

THE ROAD TO EFFECTIVE LEADERSHIP

Consolidate emergency plans for
better coordination. Stand-alone
plans, such as a Spill Prevention
Control and Countermeasures
(SPCC) plan, fire protection plan
or safety and health plan, should
be incorporated into one compre-
hensive plan.

Maintain Contact with
Other Corporate
Offices

Communicate with other
offices and divisions in your com-
pany to learn:

= Their emergency notification
requirements

The conditions where mutual
assistance would be necessary

= How offices will support each
other in an emergency

Names, telephone numbers and
pager numbers of key personnel

Incorporate this information
into your procedures.

Review, Conduct
Training and Revise

Distribute the first draft to

group members for review. Revise
as needed.

For a second review, conduct a
tabletop exercise with manage-
ment and personnel who have a
key emergency management
responsibility. In a conference
room setting, describe an emer-
gency scenario and have partici-
pants discuss their responsibilities
and how they would react to the
situation. Based on this discus-
sion, identify areas of confusion
and overlap, and modify the plan
accordingly.

This material is protected by copyright. Copyright © 2006 various authors and the Association of Corporate Counsel (ACC).
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Seek Final Approval

Arrange a briefing for the chief
executive officer and senior man-
agement and obtain written
approval.

Distribute the Plan

Place the final plan in three-
ring binders and number all copies
and pages. Each individual who
receives a copy should be required
to sign for it and be responsible for
posting subsequent changes.

Determine which sections of
the plan would be appropriate to
show to government agencies
(some sections may refer to corpo-
rate secrets or include private list-
ings of names, telephone numbers
or radio frequencies).

Distribute the final plan to:

« Chief executive and senior
managers
« Key members of the company’s

emergency response organiza-
tion

Company headquarters

= Community emergency
response agencies (appropriate
sections)
Have key personnel keep a
copy of the plan in their homes.
Inform employees about the
plan and training schedule.
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IMPLEMENT THE PLAN. Implementation means more than simply
exercising the plan during an emergency. It means acting on recommendations
made during the vulnerability analysis, integrating the plan into company oper-

ations, training employees and evaluating the plan.

INTEGRATE THE PLAN INTO COMPANY OPERATIONS

Emergency planning must
become part of the corporate

= Avre there opportunities for dis-
tributing emergency prepared-

culture. ness information through cor-

Look for opportunities to build porate newsletters, employee
awareness; to educate and train manuals or employee mailings?
personnel; to test procedures; to = What kinds of safety posters or
involve all levels of management, other visible reminders would
all departments and the communi- be helpful?

ty in the planning process; and to
make emergency management
part of what personnel do on a
day-to-day basis.

Do personnel know what they
should do in an emergency?

How can all levels of the orga-
nization be involved in evaluat-

Test how completely the plan ing and updating the plan?

has been integrated by asking:

« How well does senior manage-
ment support the responsibili-
ties outlined in the plan?

< Have emergency planning con-
cepts been fully incorporated
into the facility’s accounting,
personnel and financial proce-
dures?

How can the facility’s processes
for evaluating employees and
defining job classifications bet-
ter address emergency manage-
ment responsibilities?

STEP 4

IMPLEMENT
THE

PLAN

CONDUCT TRAINING

THE ROAD TO EFFECTIVE LEADERSHIP

Everyone who works at or visits
the facility requires some form of
training. This could include peri-
odic employee discussion sessions
to review procedures, technical
training in equipment use for
emergency responders, evacuation
drills and full-scale exercises.
Below are basic considerations for
developing a training plan.

Planning
Considerations

Assign responsibility for devel-
oping a training plan. Consider
the training and information
needs for employees, contractors,
visitors, managers and those with
an emergency response role iden-
tified in the plan.

Determine for a 12 month
period:

« Who will be trained
< Who will do the training

= What training activities will be
used

= When and where each session
will take place

« How the session will be evalu-
ated and documented

Use the Training Drills and
Exercises Chart in the appendix
section to schedule training activ-
ities or create one of your own.

Consider how to involve com-
munity responders in training
activities.

Conduct reviews after each
training activity. Involve both
personnel and community respon-
ders in the evaluation process.
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Training Activities

Training can take many forms:

Orientation and Education
Sessions — These are regularly
scheduled discussion sessions to
provide information, answer
questions and identify needs
and concerns.

Tabletop Exercise — Members
of the emergency management
group meet in a conference
room setting to discuss their
responsibilities and how they
would react to emergency sce-
narios. This is a cost-effective
and efficient way to identify
areas of overlap and confusion
before conducting more
demanding training activities.

Walk-through Drill — The
emergency management group
and response teams actually
perform their emergency
response functions. This activ-
ity generally involves more
people and is more thorough
than a tabletop exercise.

Functional Drills — These
drills test specific functions
such as medical response, emer-
gency notifications, warning
and communications proce-
dures and equipment, though
not necessarily at the same
time. Personnel are asked to
evaluate the systems and iden-
tify problem areas.
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e Evacuation Drill — Personnel
walk the evacuation route to a
designated area where proce-
dures for accounting for all per-
sonnel are tested. Participants
are asked to make notes as they
go along of what might become
a hazard during an emergency,
e.g., stairways cluttered with
debris, smoke in the hallways.
Plans are modified accordingly.

@ Full-scale Exercise — A real-
life emergency situation is
simulated as closely as possible.
This exercise involves company
emergency response personnel,
employees, management and
community response organizations.

\

Employee Training

General training for all employ-
ees should address:

Individual roles and responsi-
bilities

Information about threats,
hazards and protective actions

Notification, warning and com-
munications procedures

Means for locating family
members in an emergency

Emergency response procedures

Evacuation, shelter and
accountability procedures

Location and use of common
emergency equipment

Emergency shutdown
procedures

The scenarios developed during
the vulnerability analysis can
serve as the basis for training

OSHA training requirements are
a minimum standard for many
facilities that have a fire brigade,
hazardous materials team, rescue
team or emergency medical
response team.

events.
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TABLETOP EXERCISE

WALK-THROUGH
DRILL

FUNCTIONAL
DRILLS

EVACUATION
DRILL

FULL-SCALE
EXERCISE

A full-page chart is located in the Appendix
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When siting a new location, con-
duct a hazard analysis of the area.
Modify your plan when a new site
becomes operable.

EVALUATE AND MODIFY THE PLAN

Conduct a formal audit of the
entire plan at least once a year.
Among the issues to consider are:
« How can you involve all levels

of management in evaluating

and updating the plan?

Avre the problem areas and
resource shortfalls identified in
the vulnerability analysis being
sufficiently addressed?

Does the plan reflect lessons
learned from drills and actual
events?

Do members of the emergency
management group and emer-
gency response team under-
stand their respective responsi-
bilities? Have new members
been trained?

Does the plan reflect changes
in the physical layout of the
facility? Does it reflect new
facility processes?

Are photographs and other
records of facility assets up to
date?

Is the facility attaining its train-
ing objectives?

Have the hazards in the facility
changed?

Are the names, titles and tele-
phone numbers in the plan
current?

Atre steps being taken to incor-
porate emergency management
into other facility processes?

Have community agencies and
organizations been briefed on
the plan? Are they involved in
evaluating the plan?
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In addition to a yearly audit,
evaluate and modify the plan at
these times:
= After each training drill or

exercise
= After each emergency
= When personnel or their

responsibilities change

When the layout or design of
the facility changes

= When policies or procedures
change

Remember to brief personnel
on changes to the plan.
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EMERGENCY MANAGEMENT CONSIDERATIONS

This section describes the core operational considera-

tions of emergency management. They are:

= Direction and Control

= Communications

= Life Safety

= Property Protection

= Community Outreach

= Recovery and Restoration

= Administration and Logistics

THE ROAD TO EFFECTIVE LEADERSHIP

DIRECTION AND CONTROL. Someone must be in charge in an emer-

gency. The system for managing resources, analyzing information and making

decisions in an emergency is called direction and control.

The direction and control system described below assumes a facility of

FUNCTION

DIRECTION
AND

CONTROL

sufficient size. Your facility may require a less sophisticated system, though

the principles described here will still apply.

The configuration of your sys-
tem will depend on many factors.
Larger industries may have their
own fire team, emergency medical
technicians or hazardous materials
team, while smaller organizations
may need to rely on mutual aid
agreements. They may also be
able to consolidate positions or
combine responsibilities. Tenants
of office buildings or industrial
parks may be part of an emergency
management program for the
entire facility.

Emergency
Management Group
(EMG)

The EMG is the team responsi-
ble for the big picture. It controls
all incident-related activities.
The Incident Commander (IC)
oversees the technical aspects of
the response.

The EMG supports the IC by
allocating resources and by inter-
facing with the community, the
media, outside response organiza-
tions and regulatory agencies.

Y

The EMG is headed by the
Emergency Director (ED), who
should be the facility manager.
The ED is in command and con-
trol of all aspects of the emer-
gency. Other EMG members
should be senior managers who
have the authority to:

« Determine the short- and long-
term effects of an emergency

= Order the evacuation or
shutdown of the facility

= Interface with outside organiza-
tions and the media

= Issue press releases
The relationship between the

EMG and the IC is shown in

Figure 1.

Figure 1: Relationship between the EMG
and the IC.
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THE ROAD TO EFFECTIVE LEADERSHIP

In a hazardous materials accident,
an off-site medic was exposed to
the spilled material and required
hospitalization. 1t was determined
that the person was able to enter
the hazardous area unprotected
because no one among a host of
managers and facility responders
was “in charge” at the scene.

EOC Resources:

= Communications equipment

u A copy of the emergency
management plan and EOC
procedures

m Blueprints, maps, status boards

m A list of EOC personnel and
descriptions of their duties

m Technical information and data
for advising responders

m Building security system
information

m Information and data manage-
ment capabilities

m Telephone directories

m Backup power, communica-
tions and lighting

m Emergency supplies

Incident Command
System (ICS)

The ICS was developed specifi-
cally for the fire service, but its
principles can be applied to all
emergencies. The ICS provides
for coordinated response and a
clear chain of command and safe
operations.

The Incident Commander (IC)
is responsible for front-line man-
agement of the incident, for tacti-
cal planning and execution, for
determining whether outside assis-
tance is needed and for relaying
requests for internal resources or
outside assistance through the
Emergency Operations Center
(EOC).

The IC can be any employee,
but a member of management
with the authority to make deci-
sions is usually the best choice.

The IC must have the capabili-
ty and authority to:
= Assume command
= Assess the situation
= Implement the emergency

management plan
= Determine response strategies
Activate resources
= Order an evacuation
Oversee all incident response
activities
= Declare that the incident is “over”

Emergency Operations
Center (EOC)

The EOC serves as a central-
ized management center for emer-
gency operations. Here, decisions
are made by the EMG based upon
information provided by the IC
and other personnel. Regardless
of size or process, every facility
should designate an area where
decision makers can gather during
an emergency.

The EOC should be located in
an area of the facility not likely to
be involved in an incident, per-
haps the security department, the
manager’s office, a conference
room or the training center. An
alternate EOC should be designat-
ed in the event that the primary
location is not usable.

Each facility must determine its
requirements for an EOC based
upon the functions to be per-
formed and the number of people
involved. Ideally, the EOC isa
dedicated area equipped with
communications equipment, refer-
ence materials, activity logs and
all the tools necessary to respond
quickly and appropriately to an
emergency.

Planning
Considerations

To develop a direction and
control system:

= Define the duties of personnel
with an assigned role. Establish
procedures for each position.
Prepare checklists for all proce-
dures.

= Define procedures and respon-
sibilities for fire fighting, med-
ical and health, and engineer-
ing.

Determine lines of succession
to ensure continuous leader-
ship, authority and responsibili-
ty in key positions.

Determine equipment and sup-

ply needs for each response

function.

= Ataminimum, assign all

personnel responsibility for:

«Recognizing and reporting an
emergency

+Warning other employees in
the area

«Taking security and safety
measures

«Evacuating safely
= Provide training.

Security

Isolation of the incident scene
must begin when the emergency is
discovered. If possible, the discov-
erer should attempt to secure the
scene and control access, but no
one should be placed in physical
danger to perform these functions.

Basic security measures include:

Closing doors or windows

« Establishing temporary barriers
with furniture after people have
safely evacuated

Dropping containment materi-
als (sorbent pads, etc.) in the
path of leaking materials

Closing file cabinets or desk
drawers

Only trained personnel should
be allowed to perform advanced
security measures. Access to the
facility, the EOC and the incident
scene should be limited to persons
directly involved in the response.

Coordination of
Outside Response

In some cases, laws, codes, prior
agreements or the very nature of
the emergency require the IC to
turn operations over to an outside
response organization.

When this happens, the proto-
cols established between the facili-
ty and outside response organiza-
tions are implemented. The facili-
ty’s IC provides the community’s
IC a complete report on the
situation.

The facility IC keeps track of
which organizations are on-site
and how the response is being
coordinated. This helps increase
personnel safety and accountabili-
ty, and prevents duplication of
effort.
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Keep detailed logs of actions
taken during an emergency.
Describe what happened, deci-
sions made and any deviations
from policy. Log the time for
each event.
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COMMUNICATIONS.

Communications are essential to any

business operation. A communications failure can be a disaster in itself,

cutting off vital business activities.

Communications are needed to report emergencies, to warn personnel of the

danger, to keep families and off-duty employees informed about what's happen-

ing at the facility to coordinate response actions and to keep in contact with

customers and suppliers.

Contingency Planning

Plan for all possible contingen-
cies from a temporary or short-
term disruption to a total commu-
nications failure.

« Consider the everyday func-
tions performed by your facility
and the communications, both
voice and data, used to support
them.

« Consider the business impact if
your communications were
inoperable. How would this
impact your emergency opera-
tions?

Prioritize all facility communi-
cations. Determine which
should be restored first in an
emergency.

« Establish procedures for restor-
ing communications systems.

Talk to your communications

vendors about their emergency
response capabilities. Establish
procedures for restoring services.

« Determine needs for backup
communications for each busi-
ness function. Options include
messengers, telephones,
portable microwave, amateur
radios, point-to-point private
lines, satellite, high-frequency
radio.

Emergency
Communications

Consider the functions your
facility might need to perform in
an emergency and the communi-
cations systems needed to support
them.

Consider communications
between:

= Emergency responders

= Responders and the Incident
Commander (IC)

The IC and the Emergency
Operations Center (EOC)

The IC and employees

= The EOC and outside response
organizations

= The EOC and neighboring
businesses

= The EOC and employees’
families

= The EOC and customers
= The EOC and media

\J

FUNCTION

COMMUNICATIONS
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Test communications often. A
research firm discovered in a drill
that its two-way radio system did
not work, limiting communica-
tions between the Emergency
Operating Center (EOC) and the
Incident Commander (IC) to
a single telephone line. The
Emergency Management Group
had failed to provide a backup
radio for the EOC. Fortunately,
this was discovered during
training.

Test alarm systems monthly. One
company conducted its first test of
a sophisticated alarm system 21
years after the system was
installed. Rather than alarm bells,
the system played Christmas
music.

Methods of communication
include:

= Messenger

= Telephone

= Two-way radio
= FAX machine
Microwave
Satellite

« Dial-up modems

= Local area networks

Hand signals

Family
Communications

In an emergency, personnel will
need to know whether their fami-
lies are okay. Taking care of one’s
loved ones is always a first priority.

Make plans for communicating
with employees’ families in an
emergency.

Also, encourage employees to:

Consider how they would com-
municate with their families in
case they are separated from
one another or injured in an
emergency.

Arrange for an out-of-town
contact for all family members
to call in an emergency.

Designate a place to meet fami-
ly members in case they cannot
get home in an emergency.

Notification

Establish procedures for
employees to report an emergency.
Inform employees of procedures.
Train personnel assigned specific
notification tasks.

Post emergency telephone
numbers near each telephone, on
employee bulletin boards and in
other prominent locations.
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Maintain an updated list of
addresses and telephone and pager
numbers of key emergency
response personnel (from within
and outside the facility).

Listen for tornado, hurricane
and other severe weather warnings
issued by the National Weather
Service.

Determine government agen-
cies’ notification requirements in
advance. Notification must be
made immediately to local gov-
ernment agencies when an emer-
gency has the potential to affect
public health and safety.

Prepare announcements that
could be made over public address
systems.

Warning

Establish a system for warning
personnel of an emergency. The
system should:

< Be audible or within view by all
people in the facility

« Have an auxiliary power supply

= Have a distinct and recogniz-
able signal

Make plans for warning persons
with disabilities. For instance, a
flashing strobe light can be used
to warn hearing-impaired people.

Familiarize personnel with
procedures for responding when
the warning system is activated.

Establish procedures for
warning customers, contractors,
visitors and others who may not
be familiar with the facility’s
warning system.

Test your facility’s warning
system at least monthly.
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LIFE SAFETY. Protecting the health and safety of everyone in the

facility is the first priority during an emergency.

Evacuation Planning

One common means of protec-
tion is evacuation. In the case of
fire, an immediate evacuation to a
predetermined area away from the
facility may be necessary. Ina
hurricane, evacuation could
involve the entire community and
take place over a period of days.

To develop an evacuation poli-
cy and procedure:

« Determine the conditions
under which an evacuation
would be necessary.

« Establish a clear chain of com-
mand. ldentify personnel with
the authority to order an evacu-
ation. Designate “evacuation
wardens” to assist others in an
evacuation and to account for
personnel.

« Establish specific evacuation
procedures. Establish a system
for accounting for personnel.
Consider employees’ trans-
portation needs for community-
wide evacuations.

« Establish procedures for assist-
ing persons with disabilities and
those who do not speak
English.

\J

« Post evacuation procedures.

= Designate personnel to contin-
ue or shut down critical opera-
tions while an evacuation is
underway. They must be capa-
ble of recognizing when to
abandon the operation and
evacuate themselves.

« Coordinate plans with the local
emergency management office.

Evacuation Routes and
Exits

Designate primary and sec-
ondary evacuation routes and
exits. Have them clearly marked
and well lit. Post signs.

Install emergency lighting in
case a power outage occurs during
an evacuation.

Ensure that evacuation routes
and emergency exits are:

= Wide enough to accommodate
the number of evacuating
personnel

« Clear and unobstructed at all
times

= Unlikely to expose evacuating
personnel to additional hazards
Have evacuation routes evalu-

ated by someone not in your

organization.

FUNCTION

LIFE

SAFETY

Consider how you would access
important personal information
about employees (home phone,
next-of-kin, medical) in an emer-
gency. Storing information on
computer disks or in sealed
envelopes are two options.

THE ROAD TO EFFECTIVE LEADERSHIP

A gas explosion and fire in a nurs-
ing home caused the evacuation
of all patients, most of whom were
disabled. Because the staff had
trained for this scenario, all
patients were evacuated safely.

Search and rescue should be con-
ducted only by properly trained
and equipped professionals. Death
or serious injury can occur when
untrained employees reenter a
damaged or contaminated facility.

Assembly Areas and
Accountability

Obtaining an accurate account

of personnel after a site evacua-
tion requires planning and
practice.

Designate assembly areas where
personnel should gather after
evacuating.

Take a head count after the
evacuation. The names and
last known locations of person-
nel not accounted for should be
determined and given to the
EOC. (Confusion in the
assembly areas can lead to
unnecessary and dangerous
search and rescue operations.)

Establish a method for account-
ing for non-employees such as
suppliers and customers.

Establish procedures for further
evacuation in case the incident
expands. This may consist of
sending employees home by
normal means or providing
them with transportation to an
off-site location.

Shelter

In some emergencies, the best

means of protection is to take
shelter either within the facility or
away from the facility in a public
building.

Consider the conditions for
taking shelter, e.g., tornado
warning.

Identify shelter space in the
facility and in the community.
Establish procedures for send-
ing personnel to shelter.
Determine needs for emergency

supplies such as water, food and
medical supplies.
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= Designate shelter managers, if
appropriate.

= Coordinate plans with local
authorities.

Training and
Information

Train employees in evacuation,
shelter and other safety proce-
dures. Conduct sessions at least
annually or when:

= Employees are hired

= Evacuation wardens, shelter
managers and others with spe-
cial assignments are designated

= New equipment, materials or
processes are introduced

= Procedures are updated or
revised

= Exercises show that employee
performance must be improved

Provide emergency information
such as checklists and evacuation
maps.

Post evacuation maps in strate-
gic locations.

Consider the information needs
of customers and others who visit
the facility.

Family Preparedness

Consider ways to help employ-
ees prepare their families for emer-
gencies. This will increase their
personal safety and help the facili-
ty get back up and running.

Those who are prepared at home
will be better able to carry out
their responsibilities at work.
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PROPERTY PROTECTION. Protecting facilities, equipment and vital

records is essential to restoring operations once an emergency has occurred.

Planning
Considerations

Establish procedures for:

Fighting fires
« Containing material spills

Closing or barricading doors
and windows

Shutting down equipment

« Covering or securing
equipment

Moving equipment to a safe
location

Identify sources of backup
equipment, parts and supplies.

Designate personnel to autho-
rize, supervise and perform a facili-
ty shutdown. Train them to rec-
ognize when to abandon the
effort.

Obtain materials to carry out
protection procedures and keep
them on hand for use only in
emergencies.

Protection Systems

Determine needs for systems to
detect abnormal situations, pro-
vide warning and protect property.
Consider:

« Fire protection systems

= Lightning protection systems

« Water-level monitoring systems
= Overflow detection devices

Automatic shutoffs

= Emergency power generation
systems

Consult your property insurer
about special protective systems.

Mitigation

Consider ways to reduce the
effects of emergencies, such as mov-
ing or constructing facilities away
from flood plains and fault zones.
Also consider ways to reduce the
chances of emergencies from
occurring, such as changing
processes or materials used to run
the business.

\J

FUNCTION

PROPERTY

PROTECTION

THE ROAD TO EFFECTIVE LEADERSHIP

Consider physical retrofitting
measures such as:
« Upgrading facilities to with-
stand the shaking of an earth-
quake or high winds

= “Floodproofing” facilities by
constructing flood walls or
other flood protection devices
(see Section 3 for additional
information)

« Installing fire sprinkler systems

« Installing fire-resistant materi-
als and furnishing

« Installing storm shutters for all
exterior windows and doors
There are also non-structural

mitigation measures to consider,

including:

« Installing fire-resistant materi-
als and furnishing

Securing light fixtures and

other items that could fall or

shake loose in an emergency

= Moving heavy or breakable
objects to low shelves

= Attaching cabinets and files to

low walls or bolting them

together

Placing Velcro strips under

typewriters, tabletop computers

and television monitors

= Moving work stations away
from large windows

« Installing curtains or blinds
that can be drawn over win-
dows to prevent glass from
shattering onto employees

= Anchoring water heaters and

bolting them to wall studs

Consult a structural engineer or
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architect and your community’s
building and zoning offices for
additional information.

Facility Shutdown

Facility shutdown is generally a
last resort but always a possibility.
Improper or disorganized shut-
down can result in confusion,
injury and property damage.

Some facilities require only
simple actions such as turning off
equipment, locking doors and
activating alarms. Others require
complex shutdown procedures.

Work with department heads to
establish shutdown procedures.
Include information about when
and how to shut off utilities.
Identify:

« The conditions that could
necessitate a shutdown

= Who can order a shutdown

= Who will carry out shutdown
procedures

= How a partial shutdown would
affect other facility operations

The length of time required for
shutdown and restarting

Train personnel in shutdown
procedures. Post procedures.
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Records Preservation

Vital records may include:

Financial and insurance infor-
mation

Engineering plans and drawings
Product lists and specifications

Employee, customer and suppli-
er databases

Formulas and trade secrets
Personnel files
Preserving vital records is

essential to the quick restoration
of operations. Analyzing vital
records involves:

1.

Classifying operations into
functional categories, e.g.,
finance, production, sales,
administration

Determining essential functions
for keeping the business up and
running, such as finance, pro-
duction, sales, etc.

Identifying the minimum infor-
mation that must be readily
accessible to perform essential
functions, e.g., maintaining
customer collections may
require access to account state-
ments

Identifying the records that
contain the essential informa-
tion and where they are located
Identifying the equipment and

materials needed to access and
use the information

Next, establish procedures for
protecting and accessing vital
records. Among the many
approaches to consider are:

« Labeling vital records

Backing up computer systems

Making copies of records

Storing tapes and disks in
insulated containers

Storing data off-site where they
would not likely be damaged by
an event affecting your facility

Increasing security of computer
facilities

Arranging for evacuation of
records to backup facilities

Backing up systems handled by
service bureaus

Arranging for backup power

THE ROAD TO EFFECTIVE LEADERSHIP

COMMUNITY OUTREACH. Your facility’s relationship with the commu-
nity will influence your ability to protect personnel and property and return to
normal operations.

This section describes ways to involve outside organizations in the emergency

management plan.

Involving the

Y

Look for common interests and

Community concerns. ldentify opportunities
Maintain a dialogue with com- for sharing resources and informa-

munity leaders, first responders, tion.

government agencies, community Conduct confidence-building

organizations and utilities, includ- activities such as facility tours.

ing: Do a facility walk-through with

= Appointed and elected leaders community response groups.

Involve community fire, police
and emergency management per-
sonnel in drills and exercises.

= Fire, police and emergency
medical services personnel

= Local Emergency Planning
Committee (LEPC) members

= Emergency management

Meet with your neighbors to
determine how you could assist
each other in an emergency.

director
= Public Works Department Mutual Aid
« American Red Cross Agreements
« Hospitals To avoid confusion and conflict

in an emergency, establish mutual
aid agreements with local response
agencies and businesses.

« Telephone company

Electric utility

Neighborhood groups These agreements should:

Have regular meetings with
community emergency personnel
to review emergency plans and
procedures. Talk about what

= Define the type of assistance

« |dentify the chain of command
for activating the agreement

you're doing to prepare for and = Define communications
prevent emergencies. Explain procedures

your concern for the community’s Include these agencies in facili-
welfare. ty training exercises whenever

Identify ways your facility could possible.
help the community in a commu-
nity-wide emergency.
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COMMUNITY

OUTREACH

Mutual aid agreements can
address any number of activities or
resources that might be needed in
an emergency. For example:

m Providing for firefighting and
HAZMAT response.

m Providing shelter space, emer-
gency storage, emergency supplies,
medical support.

m Businesses allowing neighbors
to use their property to account
for personnel after an evacuation.
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The community wants to know:

m What does the facility do?
m What are the hazards?

m What programs are in place to
respond to emergencies?

m How could a site emergency
affect the community?

m What assistance will be
required from the community?

Community Service
In community-wide emergen-
cies, business and industry are
often needed to assist the commu-
nity with:
= Personnel
< Equipment
« Shelter
« Training
= Storage
= Feeding facilities
= EOC facilities
= Food, clothing, building
materials
« Funding
« Transportation
While there is no way to pre-
dict what demands will be placed
0on your company’s resources, give
some thought to how the commu-
nity’s needs might influence your
corporate responsibilities in an
emergency. Also, consider the
opportunities for community ser-
vice before an emergency occurs.

Public Information

When site emergencies expand
beyond the facility, the communi-
ty will want to know the nature of
the incident, whether the public’s
safety or health is in danger, what
is being done to resolve the prob-
lem and what was done to prevent
the situation from happening.

Determine the audiences that
may be affected by an emergency
and identify their information
needs. Include:

= The public

= The media

= Employees and retirees
= Unions

Contractors and suppliers
= Customers

Shareholders

Emergency response
organizations

= Regulatory agencies

Appointed and elected officials

Special interest groups

Neighbors

Media Relations

In an emergency, the media are
the most important link to the
public. Try to develop and main-
tain positive relations with media
outlets in your area. Determine
their particular needs and inter-
ests. Explain your plan for pro-
tecting personnel and preventing
emergencies.

Determine how you would
communicate important public
information through the media in
an emergency.

= Designate a trained spokes-
person and an alternate
spokesperson

« Set up a media briefing area

Establish security procedures

Establish procedures for ensur-

ing that information is com-

plete, accurate and approved

for public release

« Determine an appropriate and
useful way of communicating
technical information

= Prepare background informa-

tion about the facility

When providing information to

the media during an emergency:
Do’s

« Give all media equal access to
information.

< When appropriate, conduct
press briefings and interviews.
Give local and national media
equal time.

Try to observe media deadlines.

Escort media representatives to
ensure safety.

Keep records of information
released.

= Provide press releases when
possible.

Don’ts

= Do not speculate about the
incident.

« Do not permit unauthorized
personnel to release informa-
tion.

« Do not cover up facts or mis-
lead the media.

= Do not place blame for the
incident.
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Press releases about facility-gener-
ated emergencies should describe
who is involved in the incident
and what happened, including
when, where, why and how.
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RECOVERY AND RESTORATION. Business recovery and restoration,
or business resumption, goes right to a facility’s bottom line: keeping people

employed and the business running.

Planning Continuity of
Considerations Management

Consider making contractual
arrangements with vendors for

You can assume that not every
key person will be readily avail-
such post-emergency services as able or physically at the facility
records preservation, equipment after an emergency. Ensure that
repair, earthmoving or engineering. recovery decisions can be made
without undue delay. Consult
your legal department regarding
laws and corporate bylaws govern-
ing continuity of management.

Meet with your insurance carri-
ers to discuss your property and
business resumptions policies (see
the next page for guidelines).

Determine critical operations Establish procedures for:

and make plans for bringing those = Assuring the chain of

systems back on-line. The process command
may entail: = Maintaining lines of succession
= Repairing or replacing for key personnel
equipment = Moving to alternate
= Relocating operations to an headquarters

alternate location Include these considerations in

« Contracting operations on a all exercise scenarios.

temporary basis

Take photographs or videotape
the facility to document company
assets. Update these records regularly.

FUNCTION

RECOVERY
AND

RESTORATION

THE ROAD TO EFFECTIVE LEADERSHIP

After a site emergency, assess the
impact of the event on business
neighbors and the community
and take appropriate action.
How you handle this issue will
have long-lasting consequences.

Insurance

Most companies discover that
they are not properly insured only
after they have suffered a loss.
Lack of appropriate insurance can
be financially devastating.
Discuss the following topics with
your insurance advisor to deter-
mine your individual needs.

< How will my property be
valued?

Does my policy cover the cost
of required upgrades to code?

How much insurance am |
required to carry to avoid
becoming a co-insurer?

What perils or causes of loss
does my policy cover?

What are my deductibles?

What does my policy require
me to do in the event of a loss?

What types of records and
documentation will my insur-
ance company want to see?
Atre records in a safe place
where they can be obtained
after an emergency?

To what extent am | covered
for loss due to interruption of
power? Is coverage provided
for both on- and off-premises
power interruption?
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= Am | covered for lost income
in the event of business inter-
ruption because of a loss? Do |
have enough coverage? For
how long is coverage provided?
How long is my coverage for
lost income if my business is
closed by order of a civil
authority?

= To what extent am | covered
for reduced income due to cus-
tomers’ not all immediately
coming back once the business
reopens?

= How will my emergency man-
agement program affect my
rates?

Employee Support

Since employees who will rely
on you for support after an emer-
gency are your most valuable
asset, consider the range of ser-
vices that you could provide or
arrange for, including:

« Cash advances

« Salary continuation

« Flexible work hours

« Reduced work hours

« Crisis counseling

« Care packages

« Day care
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Resuming Operations
Immediately after an emergency,

take steps to resume operations.

= Establish a recovery team, if
necessary. Establish priorities
for resuming operations.

Continue to ensure the safety
of personnel on the property.
Assess remaining hazards.
Maintain security at the
incident scene.

Conduct an employee briefing.

Keep detailed records. Consider
audio recording all decisions.
Take photographs of or video-
tape the damage.

Account for all damage-related
costs. Establish special job
order numbers and charge
codes for purchases and repair
work.

Follow notification procedures.
Notify employees’ families
about the status of personnel
on the property. Notify off-
duty personnel about work sta-
tus. Notify insurance carriers
and appropriate government
agencies.

Protect undamaged property.
Close up building openings.
Remove smoke, water and
debris. Protect equipment
against moisture. Restore
sprinkler systems. Physically
secure the property. Restore
power.

Conduct an investigation.
Coordinate actions with appro-
priate government agencies.

« Conduct salvage operations.
Segregate damaged from
undamaged property. Keep
damaged goods on hand until
an insurance adjuster has
visited the premises, but you
can move material outside if
it's seriously in the way and
exposure to the elements won’t
make matters worse.

Take an inventory of damaged
goods. This is usually done
with the adjuster, or the
adjuster’s salvor if there is any
appreciable amount of goods
or value. If you release goods
to the salvor, obtain a signed
inventory stating the quantity
and type of goods being
removed.

Restore equipment and proper-
ty. For major repair work,
review restoration plans with
the insurance adjuster and

appropriate government agencies.

Assess the value of damaged
property. Assess the impact of
business interruption.

Maintain contact with cus-
tomers and suppliers.

ADMINISTRATION AND LOGISTICS. Maintain complete and accu-
rate records at all times to ensure a more efficient emergency response and
recovery. Certain records may also be required by regulation or by your insur-

ance carriers or prove invaluable in the case of legal action after an incident.

THE ROAD TO EFFECTIVE LEADERSHIP

Administrative
Actions

Administrative actions prior to

an emergency include:

Establishing a written emer-
gency management plan

Maintaining training records

Maintaining all written
communications
Documenting drills and exer-
cises and their critiques
Involving community
emergency response organiza-
tions in planning activities
Administrative actions during

and after an emergency include:

Maintaining telephone logs

Keeping a detailed record of
events

Maintaining a record of injuries
and follow-up actions

Accounting for personnel

Coordinating notification of
family members

Issuing press releases
Maintaining sampling records
Managing finances

Coordinating personnel
services

Documenting incident

investigations and recovery
operations

Y

Logistics
Before an emergency, logistics
may entail:

Acquiring equipment

Stockpiling supplies

Designating emergency
facilities

Establishing training facilities

Establishing mutual aid
agreements

Preparing a resource inventory
During an emergency, logistics
may entail the provision of:

= Providing utility maps to
emergency responders

Providing material safety data
sheets to employees

Moving backup equipment in
place

Repairing parts

Arranging for medical support,
food and transportation

Arranging for shelter facilities

Providing for backup power

Providing for backup communi-
cations
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HAZARD-SPECIFIC INFORMATION

This section provides information about some of the

most common hazards:
« Fire

« Hazardous Materials Incidents

= Floods and Flash Floods

= Hurricanes

= Tornadoes

= Severe Winter Storms

= Earthquakes

= Technological Emergencies

> SECTION

FIRE.

THE ROAD TO EFFECTIVE LEADERSHIP

thousands of deaths and injuries and billions of dollars in property damage.

Consider the following when

developing your plan:

Meet with the fire department
to talk about the community’s
fire response capabilities. Talk
about your operations. ldentify
processes and materials that
could cause or fuel a fire, or
contaminate the environment
in afire.

Have your facility inspected for
fire hazards. Ask about fire
codes and regulations.

Ask your insurance carrier to
recommend fire prevention and
protection measures. Your car-
rier may also offer training.

Distribute fire safety informa-
tion to employees: how to pre-
vent fires in the workplace,
how to contain a fire, how to
evacuate the facility, where to
report a fire.

Instruct personnel to use the
stairs — not elevators — in a
fire. Instruct them to crawl on
their hands and knees when
escaping a hot or smoke-filled
area.

Planning
Considerations

Fire is the most common of all the hazards. Every year fires cause

Y

Conduct evacuation drills.
Post maps of evacuation routes
in prominent places. Keep
evacuation routes including
stairways and doorways clear of
debris.

Assign fire wardens for each
area to monitor shutdown and
evacuation procedures.

Establish procedures for the
safe handling and storage of
flammable liquids and gases.
Establish procedures to prevent
the accumulation of com-
bustible materials.

Provide for the safe disposal of
smoking materials.

Establish a preventive mainte-
nance schedule to keep equip-
ment operating safely.

Place fire extinguishers in
appropriate locations.

Train employees in use of fire
extinguishers.
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Install smoke detectors. Check
smoke detectors once a month,
change batteries at least once a
year.

Establish a system for warning
personnel of a fire. Consider
installing a fire alarm with
automatic notification to the
fire department.

Consider installing a sprinkler
system, fire hoses and fire-resis-
tant walls and doors.

Ensure that key personnel are
familiar with all fire safety
systems.

Identify and mark all utility
shutoffs so that electrical
power, gas or water can be shut
off quickly by fire wardens or
responding personnel.

Determine the level of response
your facility will take if a fire
occurs. Among the options
are:

Option 1 — Immediate evacu-
ation of all personnel on alarm.

Option 2 — All personnel are
trained in fire extinguisher use.
Personnel in the immediate
area of a fire attempt to control
it. If they cannot, the fire
alarm is sounded and all per-
sonnel evacuate.

Option 3 — Only designated
personnel are trained in fire
extinguisher use.

Option 4 — A fire team is
trained to fight incipient-stage
fires that can be controlled
without protective equipment
or breathing apparatus. Beyond
this level fire, the team evacu-
ates.

Option 5 — A fire team is
trained and equipped to fight
structural fires using protective
equipment and breathing appa-
ratus.

THE ROAD TO EFFECTIVE LEADERSHIP

HAZARDOUS MATERIALS INCIDENTS. Hazardous

materials are substances that are either flammable or combustible, explosive,

toxic, noxious, corrosive, oxidizable, an irritant or radioactive.

A hazardous material spill or
release can pose a risk to life,
health or property. An incident
can result in the evacuation of a
few people, a section of a facility
or an entire neighborhood.

There are a number of Federal
laws that regulate hazardous mate-
rials, including: the Superfund
Amendments and Reauthorization
Act of 1986 (SARA), the
Resource Conservation and
Recovery Act of 1976 (RCRA),
the Hazardous Materials
Transportation Act (HMTA), the
Occupational Safety and Health
Act (OSHA), the Toxic
Substances Control Act (TSCA)
and the Clean Air Act.

Title 111 of SARA regulates the
packaging, labeling, handling,
storage and transportation of haz-
ardous materials. The law requires
facilities to furnish information

about the quantities and health
effects of materials used at the
facility, and to promptly notify
local and State officials whenever
a significant release of hazardous
materials occurs.

In addition to on-site hazards,
you should be aware of the poten-
tial for an off-site incident affect-
ing your operations. You should
also be aware of hazardous materi-
als used in facility processes and in
the construction of the physical
plant.

Detailed definitions as well as
lists of hazardous materials can be
obtained from the Environmental
Protection Agency (EPA) and the
Occupational Safety and Health
Administration (OSHA).
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Planning

Considerations
Consider the following when

developing your plan:

« Identify and label all hazardous
materials stored, handled, pro-
duced and disposed of by your
facility. Follow government
regulations that apply to your
facility. Obtain material safety
data sheets (MSDS) for all haz-
ardous materials at your location.

Ask the local fire department
for assistance in developing
appropriate response proce-
dures.

« Train employees to recognize
and report hazardous material
spills and releases. Train
employees in proper handling
and storage.

« Establish a hazardous material
response plan:

«Establish procedures to notify
management and emergency
response organizations of an
incident.

«Establish procedures to warn
employees of an incident.

«Establish evacuation
procedures.

«+Depending on your opera-
tions, organize and train an
emergency response team to
confine and control hazardous
material spills in accordance
with applicable regulations.

Identify other facilities in your
area that use hazardous materi-
als. Determine whether an
incident could affect your
facility.

Identify highways, railroads and
waterways near your facility
used for the transportation of
hazardous materials. Determine
how a transportation accident
near your facility could affect
your operations.

THE ROAD TO EFFECTIVE LEADERSHIP

FLOODS AND FLASH FLOODS.

Floods are the most common

and widespread of all natural disasters. Most communities in the United

States can experience some degree of flooding after spring rains, heavy thun-

derstorms or winter snow thaws.

Most floods develop slowly over

a period of days. Flash floods,
however, are like walls of water
that develop in a matter of min-
utes. Flash floods can be caused
by intense storms or dam failure.

Planning
Considerations

Consider the following when
preparing for floods:

« Ask your local emergency man-
agement office whether your
facility is located in a flood
plain. Learn the history of
flooding in your area. Learn
the elevation of your facility in
relation to steams, rivers and
dams.

Review the community’s emer-
gency plan. Learn the commu-
nity’s evacuation routes. Know
where to find higher ground in
case of a flood.

Establish warning and evacua-
tion procedures for the facility.
Make plans for assisting
employees who may need trans-
portation.

= Inspect areas in your facility
subject to flooding. Identify
records and equipment that can
be moved to a higher location.
Make plans to move records
and equipment in case of flood.
Purchase a NOAA Weather
Radio with a warning alarm
tone and battery backup.
Listen for flood watches and
warnings.

Flood Watch — Flooding is possible.
Stay tuned to NOAA radio. Be pre-
pared to evacuate. Tune to local radio
and television stations for additional
information.

Flood Warning — Flooding is
already occurring or will occur soon.
Take precautions at once. Be pre-
pared to go to higher ground. If
advised, evacuate immediately.

= Ask your insurance carrier for
information about flood insur-
ance. Regular property and
casualty insurance does not
cover flooding.
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« Consider the feasibility of
floodproofing your facility.
There are three basic types of
methods.

—_

. Permanent floodproofing mea-
sures are taken before a flood
occurs and require no human
intervention when flood waters
rise. They include:

#Filling windows, doors or
other openings with water-
resistant materials such as
concrete blocks or bricks.
This approach assumes the
structure is strong enough to
withstand flood waters.

«Installing check valves to
prevent water from entering
where utility and sewer lines
enter the facility.

+Reinforcing walls to resist
water pressure. Sealing walls
to prevent or reduce seepage.

«Building watertight walls
around equipment or work
areas within the facility that
are particularly susceptible to
flood damage.

«Constructing floodwalls or
levees outside the facility to
keep flood waters away.

«Elevating the facility on walls,
columns or compacted fill.
This approach is most applica-
ble to new construction,
though many types of build-
ings can be elevated.

2.

W

Contingent floodproofing
measures are also taken before
a flood but require some addi-
tional action when flooding
occurs. These measures
include:

«Installing watertight barriers
called flood shields to prevent
the passage of water through
doors, windows, ventilation
shafts or other openings

elnstalling permanent water-
tight doors

«+Constructing movable flood-
walls

«Installing permanent pumps
to remove flood waters

. Emergency floodproofing mea-

sures are generally less expen-
sive than those listed above,
though they require substantial
advance warning and do not
satisfy the minimum require-
ments for watertight flood-
proofing as set forth by the
National Flood Insurance
Program (NFIP). They
include:
«Building walls with sandbags
«Constructing a double row of
walls with boards and posts to
create a “crib,” then filling the
crib with soil
«Constructing a single wall by
stacking small beams or planks
on top of each other

Consider the need for backup

systems:

«Portable pumps to remove
flood water

«Alternate power sources such
as generators or gasoline-pow-
ered pumps

«Battery-powered emergency
lighting

Participate in community flood

control projects.

THE ROAD TO EFFECTIVE LEADERSHIP

HURRICANES. Hurricanes are severe tropical storms with sustained

winds of 74 miles per hour or greater. Hurricane winds can reach 160 miles per

hour and extend inland for hundreds of miles.

Hurricanes bring torrential
rains and a storm surge of ocean
water that crashes into land as the
storm approaches. Hurricanes
also spawn tornadoes.

Hurricane advisories are issued
by the National Weather Service
as soon as a hurricane appears to
be a threat. The hurricane season
lasts from June through November.

Planning
Considerations

The following are considera-
tions when preparing for hurri-
canes:

« Ask your local emergency man-
agement office about communi-
ty evacuation plans.

= Establish facility shutdown pro-
cedures. Establish warning and
evacuation procedures. Make
plans for assisting employees
who may need transportation.

Make plans for communicating
with employees’ families before
and after a hurricane.

Purchase a NOAA Weather
Radio with a warning alarm
tone and battery backup.
Listen for hurricane watches
and warnings.

Y

Hurricane Watch — A hurricane is
possible within 24 to 36 hours. Stay
tuned for additional advisories. Tune
to local radio and television stations
for additional information. An evacua-
tion may be necessary.

Hurricane Warning — A hurricane
will hit land within 24 hours. Take
precautions at once. If advised, evac-
uate immediately.

Survey your facility. Make

plans to protect outside equip-
ment and structures.

Make plans to protect windows.

Permanent storm shutters offer
the best protection. Covering
windows with 5/8” marine ply-
wood is a second option.

Consider the need for backup

systems:

«Portable pumps to remove
flood water

«Alternate power sources such
as generators or gasoline-pow-
ered pumps

«Battery-powered emergency
lighting

Prepare to move records, com-

puters and other items within

your facility or to another location.
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TORNADOES. Tornadoes are incredibly violent local storms that

extend to the ground with whirling winds that can reach 300 mph.

Spawned from powerful thun-
derstorms, tornadoes can uproot
trees and buildings and turn harm-
less objects into deadly missiles in
a matter of seconds. Damage
paths can be in excess of one mile
wide and 50 miles long.

Tornadoes can occur in any
state but occur more frequently in
the Midwest, Southeast and
Southwest. They occur with little
or no warning.

Planning
Considerations

The following are considera-
tions when planning for torna-
does:

< Ask your local emergency man-
agement office about the com-
munity’s tornado warning system.

« Purchase a NOAA Weather
Radio with a warning alarm
tone and battery backup.
Listen for tornado watches and
warnings.

\J

Tornado Watch — Tornadoes are
likely. Be ready to take shelter. Stay
tuned to radio and television stations
for additional information.

Tornado Warning — A tornado has
been sighted in the area or is indicat-
ed by radar. Take shelter immediately.

Establish procedures to inform
personnel when tornado warn-
ings are posted. Consider the
need for spotters to be responsi-
ble for looking out for
approaching storms.

Work with a structural engineer
or architect to designate shelter
areas in your facility. Ask your
local emergency management
office or National Weather
Service office for guidance.

Consider the amount of space
you will need. Adults require
about six square feet of space;
nursing home and hospital
patients require more.

The best protection in a torna-
do is usually an underground
area. If an underground area is
not available, consider:

HAZARDS

TORNADOES
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«+Small interior rooms on the
lowest floor and without
windows

«Hallways on the lowest floor
away from doors and windows

«+Rooms constructed with rein-
forced concrete, brick or block
with no windows and a heavy
concrete floor or roof system
overhead

«Protected areas away from
doors and windows

Note: Auditoriums, cafeterias

and gymnasiums that are covered
with a flat, wide-span roof are not
considered safe.

« Make plans for evacuating per-
sonnel away from lightweight
modular offices or mobile
home-size buildings. These
structures offer no protection
from tornadoes.

Conduct tornado drills.

Once in the shelter, personnel
should protect their heads with
their arms and crouch down.
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SEVERE WINTER STORMS. Severe winter storms bring heavy

snow, ice, strong winds and freezing rain. Winter storms can prevent employ-

ees and customers from reaching the facility, leading to a temporary shutdown

until roads are cleared. Heavy snow and ice can also cause structural damage

and power outages.

Planning

Considerations
Following are considerations

for preparing for winter storms:

« Listen to NOAA Weather
Radio and local radio and tele-
vision stations for weather
information:

Winter Storm Watch — Severe win-

ter weather is possible.

Winter Storm Warning — Severe
winter weather is expected.

Blizzard Warning — Severe winter
weather with sustained winds of at
least 35 mph is expected.

Traveler’s Advisory — Severe win-
ter conditions may make driving diffi-
cult or dangerous.

Establish procedures for facility
shutdown and early release of
employees.

Store food, water, blankets, bat-
tery-powered radios with extra
batteries and other emergency
supplies for employees who
become stranded at the facility.
Provide a backup power source
for critical operations.

Arrange for snow and ice
removal from parking lots,
walkways, loading docks, etc.

\J
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EARTHQUAKES. Earthquakes occur most frequently west of the

Rocky Mountains, although historically the most violent earthquakes have

occurred in the central United States. Earthquakes occur suddenly and without

warning.

Earthquakes can seriously dam-
age buildings and their contents;
disrupt gas, electric and telephone
services; and trigger landslides,
avalanches, flash floods, fires and
huge ocean waves called tsunamis.
Aftershocks can occur for weeks
following an earthquake.

In many buildings, the greatest
danger to people in an earthquake
is when equipment and non-struc-
tural elements such as ceilings,
partitions, windows and lighting
fixtures shake loose.

Planning

Considerations
Following are guidelines for

preparing for earthquakes:

= Assess your facility’s vulnerabil-
ity to earthquakes. Ask local
government agencies for seis-
mic information for your area.

= Have your facility inspected by
a structural engineer. Develop
and prioritize strengthening
measures. These may include:
«+Adding steel bracing to frames
«+Adding sheer walls to frames
+Strengthening columns and

building foundations

«Replacing unreinforced brick
filler walls

« Follow safety codes when con-
structing a facility or making
major renovations.

Inspect non-structural systems
such as air conditioning, com-
munications and pollution con-
trol systems. Assess the poten-
tial for damage. Prioritize mea-
sures to prevent damages.

Inspect your facility for any

item that could fall, spill, break
or move during an earthquake.
Take steps to reduce these hazards:

+Move large and heavy objects
to lower shelves or the floor.
Hang heavy items away from
where people work.

«Secure shelves, filing cabinets,
tall furniture, desktop equip-
ment, computers, printers,
copiers and light fixtures.

«Secure fixed equipment and
heavy machinery to the floor.
Larger equipment can be

placed on casters and attached

to tethers which attach to the
wall.

«+Add bracing to suspended
ceilings, if necessary.

«Install safety glass where
appropriate.

«Secure large utility and
process piping.
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Keep copies of design drawings
of the facility to be used in
assessing the facility’s safety
after an earthquake.

Review processes for handling

and storing hazardous materials.

Have incompatible chemicals
stored separately.

Ask your insurance carrier
about earthquake insurance
and mitigation techniques.

Establish procedures to deter-
mine whether an evacuation is
necessary after an earthquake.

Designate areas in the facility
away from exterior walls and
windows where occupants
should gather after an earth-
quake if an evacuation is not
necessary.

= Conduct earthquake drills.
Provide personnel with the fol-
lowing safety information:

«In an earthquake, if indoors,
stay there. Take cover under a
sturdy piece of furniture or
counter, or brace yourself
against an inside wall. Protect
your head and neck.

«If outdoors, move into the
open, away from buildings,
street lights and utility wires.

«After an earthquake, stay
away from windows, skylights
and items that could fall. Do
not use the elevators.

+Use stairways to leave the
building if it is determined
that a building evacuation is
necessary.

THE ROAD TO EFFECTIVE LEADERSHIP

TECHNOLOGICAL EMERGENCIES. Technological emer-
gencies include any interruption or loss of a utility service, power source, life

support system, information system or equipment needed to keep the business

in operation.

Planning
Considerations

The following are suggestions
for planning for technological
emergencies:

« Identify all critical operations,

including:

< Utilities including electric
power, gas, water, hydraulics,
compressed air, municipal and
internal sewer systems, waste-
water treatment services

«Security and alarm systems,
elevators, lighting, life support
systems, heating, ventilation
and air conditioning systems,
electrical distribution system.

«Manufacturing equipment,
pollution control equipment

+Communication systems, both
data and voice computer net-
works

«Transportation systems
including air, highway, rail-
road and waterway

« Determine the impact of
service disruption.

« Ensure that key safety and
maintenance personnel are
thoroughly familiar with all
building systems.

= Establish procedures for restor-
ing systems. Determine need
for backup systems.

= Establish preventive mainte-
nance schedules for all systems
and equipment.
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« ADDITIONAL READINGS FROM FEMA. The following

publications can be obtained from FEMA by writing to: FEMA, Publications, P.O.
Box 2012, Jessup, MD 20794-2012.

ADDITIONAL

READINGS

FROM FEMA

Y

« Building Performance:
Hurricane Andrew in Florida
(FIA 22) — Technical guid-
ance for enhancing the perfor-
mance of buildings in hurri-
canes.

Building Performance:
Hurricane Iniki in Hawaii

« Principal Threats Facing (FIA 23) — Technical guid-
Y Communities and Local ance for reducing hurricane and
Emergency Management flood damage.

INFORMATION SOURCES ‘ Caordinators (FEMA 191) — Answers to Questions About
I —S——————————————— Statistics and analyses of natur-

Substantially Damaged

al disasters and man-made Buildings (FEMA 213) —
This section provides information sources: threats in the U.S. Information about regulations
i : = Floodproofing Non-Residential and policies of the National
= Additional Readings from FEMA
g Structures (FEMA 102) — Flood Insurance Program
« Ready-to-Print Brochures Technical information for regarding substantially damaged
) building owners, designers and buildings (25 pages).
= Emergency Management Offices contractors on floodproofing - Design Guidelines for Flood
techniques (200 pages). Damage Reduction (FEMA 15)
« Non-Residential Flood- — A study on land use, water-
proofing — Requirements and shed management, design and
Certification for Buildings construction practices in flood-
Located in Flood Hazard Areas prone areas.
in Accordance with the - Comprehensive Earthquake
National Flood Insurance Preparedness Planning
Program (FIA-TB-3) — Guidelines: Corporate (FEMA
P_Iannl_ng and engmeerlng con- 71) — Earthquake planning
siderations for_flood_prgofmg guidance for corporate safety
new commercial buildings. officers and managers.
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READY-TO-PRINT BROCHURE MECHANICALS FOR

YOUR EMPLOYEE SAFETY PROGRAM. You can provide

your employees and customers with life-saving information from FEMA and the

American Red Cross. Available at no charge is ready-to-print artwork for a

series of brochures on disaster preparedness and family safety.

Select any of the brochures
below, and you'll receive camera-
ready materials, printing instruc-
tions and ideas for adding your
own logo or sponsor message.
Write to: Camera-ready Requests,
Community & Family Preparedness
Program, 500 C Street, SW
Washington, DC 20472.

= Your Family Disaster Plan —
A 4-step plan for individuals
and families on how to prepare
for any type of disaster.

< Emergency Preparedness
Checklist — An action check-
list on home safety, evacuation
and disaster preparedness.

\J

« Your Family Disaster Supplies
Kit — A checklist of emergency
supplies for the home and car.

= Helping Children Cope With
Disaster — Practical advice on
how to help children deal with
the stress of disaster.

SOURCES

READY-TO-PRINT

BROCHURES
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EMERGENCY MANAGEMENT OFFICES

FEMA Headquarters

Federal Emergency
Management Agency, 500 C
Street, SW, Washington, DC
20472, (202)646-2500.

FEMA Regional
Offices

= Region 1. Boston
(617)223-9540

= Region 2: New York
(212)225-7209

= Region 3: Philadelphia
(215)931-5500

« Region 4: Atlanta
(404)853-4200

= Region 5: Chicago
(312)408-5500

« Region 6: Denton, TX
(817)898-5104

= Region 7: Kansas City, MO
(816)283-7061

= Region 8: Denver
(303)235-1813

= Region 9: San Francisco
(415)923-7100

= Region 10: Bothell, WA
(206)487-4604

Y

State Emergency
Management Agencies

(FEMA region numbers are in
parentheses.)

Alabama (4)

Alabama Emergency Management
Agency

5898 S. County Rd.41 Drawer 2160
Clanton, AL 35045-5160
(205)280-2201

Alaska (10)

Department of Military &
Veteran Affairs

P.O. Box 5750

Camp Denali, AK 99595-5750
(907)428-7000

Avrizona (9)

Arizona Division of Emergency
Services

National Guard Bldg.

5636 E. McDowell Rd.
Phoenix, AZ 85008
(602)231-6245

Arkansas (6)

Office of Emergency Services
P.O. Box 758

Conway, AR 72032
(501)321-5601

California (9)

Office of Emergency Services
2800 Meadowview Rd.
Sacramento, CA 95823
(916)262-1816
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Colorado (8)

Colorado Office of Emergency
Management

Camp George West

Golden, CO 80401
(303)273-1622

Connecticut (1)

Connecticut Office of Emergency
Management

360 Broad St.

Hartford, CT 06105
(203)566-3180

Delaware (3)

Division of Emergency Planning
and Operations

P.O. Box 527

Delaware City, DE 19706
(302) 326-6000

District of Columbia (3)

Office of Emergency Preparedness
200 14th St., NW, 8th Floor
Washington, DC 20009
(202)727-3159

Florida (4)

Division of Emergency
Management

2555 Shumar Oak Blvd.
Tallahassee, FL 32399-2100
(904)413-9969

Georgia (4)

Georgia Emergency Management
Agency

P.O. Box 18055

Atlanta, GA 30316-0055
(404)635-7001

Hawaii (9)

State Civil Defense

3949 Diamond Head Rd.
Honolulu, HI 96816-4495
(808)733-4300

Idaho (10)

Bureau of Disaster Services
650 W. State St.

Boise, ID 83720
(208)334-2336

Illinois (5)

Illinois Emergency Management
Agency

110 E. Adams St.

Springfield, IL 62706
(217)782-2700

Indiana (5)

Indiana Emergency Management
Agency

State Office Bldg., Room E-208
302 W. Washington St.
Indianapolis, IN 46204
(317)232-3980

lowa (7)

lowa Emergency Management
Division

Hoover State Office Bldg.
Level A, Room 29

Des Moines, IA 50319
(515)281-3231

Kansas (7)

Division of Emergency Preparedness
2800 S.W. Topeka Blvd
Topeka,KS 66611-1401

(913)274-1401

Kentucky (4)

Kentucky Disaster and Emergency
Services

100 Minutemen Pkwy

Frankfort, KY 40601-6168
(502)564-8682

Louisiana (6)

Office of Emergency Preparedness
Department of Public Safety

LA Military Dept.

P.O. Box 44217

Capitol Station

Baton Rouge, LA 70804
(504)342-5470

Maine (1)

Maine Emergency Management
Agency

72 State House Station
Augusta, ME 04333-0072
(207)287-4080

Maryland (3)

Maryland Emergency
Management and Civil Defense
Agency

Two Sudbrook Ln., East
Pikesville, MD 21208
(410)486-4422

THE ROAD TO EFFECTIVE LEADERSHIP

Massachusetts (1)
Massachusetts Emergency
Management Agency

P.O. Box 1496

Framingham, MA 01701-0317
(508)820-2000

Michigan (5)

Emergency Management Division
Michigan State Police

300 S. Washington Sq.

Suite 300

Lansing, M1 48913
(517)366-6198

Minnesota (5)

Division of Emergency Services
Department of Public Safety
State Capitol, B-5

St. Paul, MN 55155
(612)296-0450

Mississippi (4)

Mississippi Emergency
Management Agency

P.O. Box 4501, Fondren Station
Jackson, MS 39296
(601)352-9100

Missouri (7)

State Emergency Management
Agency

P.O. Box 116

Jefferson City, MO 65102
(573)526-9101

Montana (8)

Emergency Management
Specialist

Disaster and Emergency Services
P.O. Box 4789

Helena, MT 59604-4789
(406)444-6911

Nebraska

Nebraska Civil Defense Agency
National Guard Center

1300 Military Road

Lincoln, NE 68508-1090
(402)471-7410

Nevada (9)

Nevada Division of Emergency
Services

2525 S. Carson St.

Carson City, NV 89710

(702) 687-4240

New Hampshire (1)

Governor’s Office of Emergency
Management

State Office Park South

107 Pleasant St.

Concord, NH 03301-3809
(603)271-2231

New Jersey (2)

Office of Emergency Management
P.O. Box 7068

W. Trenton, NJ 08628-0068
(609)538-6050

New Mexico (6)

Emergency Planning and
Coordination

Department of Public Safety
4491 Cerrillos Rd.

P.O. Box 1628

Santa Fe, NM 87504-1628
(505)827-9222

New York (2)

State Emergency Management
Office

Bldg. #22, Suite 101

Albany, NY 12226-2251
(518)457-2222

North Carolina

Division of Emergency
Management

116 West Jones St.
Raleigh, NC 27603-1335
(919)733-5406

North Dakota (8)

North Dakota Division of
Emergency Management
P.O. Box 5511

Bismarck, ND 58502-5511
(701) 328-3300

Ohio (5)

Ohio Emergency Management
Agency

2825 W. Dublin Granville Rd.
Columbus, OH 43235-2206
(614)889-7150

Oklahoma (6)

Oklahoma Civil Defense

P.O. Box 53365

Oklahoma City, OK 73152-3365
(405)521-2481
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Management Agency

P.O. Box 3321

Harrisburg, PA 17105-3321
(717) 651-2007

Puerto Rico (2)

State Civil Defense
Commonwealth of Puerto Rico
P.O. Box 5127

San Juan, PR 00906
(809)724-0124

Rhode Island (1)

Rhode Island Emergency
Management Agency
675 New London Avenue
Cranston, Rl 02920
(401) 946-9996

South Carolina (4)

South Carolina Emergency
Management Division

1429 Senate St., Rutledge Bldg.
Columbia, SC 29201-3782
(803)734-8020

South Dakota (8)

Division of Emergency and
Disaster Services

State Capitol, 500 East Capitol
Pierre, SD 57501
(605)773-3231

Tennessee (4)

Tennessee Emergency
Management Agency

3041 Sidco Dr. P.O. 41502
Nashville, TN 37204-1502
(615)741-6528

Texas (6)

Division of Emergency
Management

P.O. Box 4087

Austin, TX 78773-0001
(512)424-2000

This material is protected by copyright. Copyright © 2006 various authors and the Association of Corporate Counsel (ACC).

Oregon (10) Utah (8)

Emergency Management Division Division of Comprehensive
Oregon State Executive Emergency Management
Department Sate Office Bldg., Room 1110
595 Cottage St., NE Salt Lake City, UT 84114

Salem, OR 97310 (801)538-3400

(503)378-2911 Vermont (1)

Pennsylvania (3) Vermont Emergency Management
Pennsylvania Emergency Agency

Dept. of Public Safety
Waterbury State Complex
103 S. Main St.

Waterbury, VT 05671-2101
(802)244-8271

Virgin Islands (2)

Territorial Emergency Management
Agency

A & Q Building # 2c Estate Content
St Thomas, VI 00820
(809)773-2244

Virginia (3)

Department of Emergency
Services

P.O. Box 40955

Richmond, VA 23225-6491
(804)674-2497

Washington (10)

Division of Emergency
Management

4220 E. Martin Way, MS-PT 11
Olympia, WA 98504-0955
(360) 923-4505

West Virginia (3)

West Virginia Office of
Emergency Services

State Capitol Complex
Room EB80

Charleston, WV 25305-0360
(304)558-5380

Wisconsin (5)

Division of Emergency
Government

2400 Wright St. P.O. Box 7865
Madison, W1 53707

(608) 242-3232

Wyoming (8)
Wyoming Emergency
Management Agency
P.O. Box 1709
Cheyenne, WY 82003
(307)777-7566

Vulnerability Analysis Chart

THE ROAD TO EFFECTIVE LEADERSHIP

External
Resources | Resources Total

Internal

Impact

0
7]
(O]

=
2]
-

o

Property
Impact

TYPE OF EMERGENCY [ Probability

Strong
Resources

5«1

Weak

Resources

High Impact 55— Low Impact

Low

5«1

High
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N District of Columbia
5, Business and Industry Emergency
Management Plan

> September 2002

Training Drills and Exercises

DRILL

DRILL
DRILLS
FULL-SCALE
EXERCISE

EMPLOYEE
EVACUATION

ORIENTATION/REVIEW
CONTRACTOR

MANAGEMENT
ORIENTATION/REVIEW
ORIENTATION/REVIEW

COMMUNITY/MEDIA
ORIENTATION/REVIEW
MANAGEMENT
TABLETOP EXERCISE
RESPONSE TEAM
TABLETOP EXERCISE
WALK-THROUGH
FUNCTIONAL
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Introduction

In the past, the private secior has often baan ghwan sacondary consiceration by
goverement agencies when preparing for emergencias. Yat, it is claarly important that
businesses have intermal plans in plags that wil ensure their continued oparation during
and after emergencies take place. It is squally important that they have an

plan that ansures ciass codrdination with iocal responss agences. It is through this
coordination that businessas and industries will slay nformed of emengency operations
accuring 8 th local levl, and will be able to keep their employens informed and ready
1o take protective actions for their salety when emergencies ocour.

The District of Columbia Emergancy Managemenl Agency (DEEMA) recognizes tha
impenance of emergency planning amang businasses and industrios of o sizes. and

Management fﬂmmuntwmhh

mmambmmwmmmww

tha privata sacior and tha public sactor. By following the structure of
mmmmmmm:,mmmmmmm
with an undarstanding of imporant emergency Managamant concepts and how local
emengency response efforts will ba conducted. In addiion 1 Sonving a4 A coordination
tadl and guidehack on lacal emengency response, the BIEMP also serves es @ model for
nmw:mmamﬂmmwlwnmmm
amengancy plans.

TMBIEHPEWH prowede privale seclon employers and employses with an
understanding of their roles bafore, duning and after omorgencies. The plan addresses
concems for emengancias, both intemal o companias and community-wide, The BIEMP
Is designed o focus on the safely of privals SOCICF SMOYEes &nd Lhe Drodedtion of
properly during emergencies. || is also desigried o snsure that businaszes and
INdustrios expavionoe minimal soonomic ke by employing effective business continuity
practicas. The plan is slructured to be consislend with the DRP and, similar to the DRP,
the BIEMP is an "all hazards™ plan, In other words, it is designed basad on genaral
SMEAnCY management concepts that can be followed in responding 1o all types of
emegencies. According io a vuinerability assasemant of tha District, thoro arn fur
major calegories of hazards that may pose a threat o tha District:

*  Natural Hezards — severs wealher, humicanes, tomadoes, flooding, of eanhquakes;

v Infrastructure Disruptions - mwmfmmmmmmnm
rasourca Shartages, o axploding manhoke Cowers

» Human-caused Events and hazards = uwban fires, special events. civil disordier, or
iranspartation sccidanis; and

» Tarrorist Incidents - bomb threats, sabotage, hijacking, or armed insurmection,
which threaten life or proparty.  Bislogical, chemical, radislogical, and axplosive
egents can be employed during terrorist attacks.

This material is protected by copyright. Copyright © 2006 various authors and the Association of Corporate Counsel (ACC).

THE ROAD TO EFFECTIVE LEADERSHIP

How to Develop an Emergency Managemant Plan
A Gureral

oompany prapanss for end responds 1o an emengency. Many large organizations have

This section of the BIEMP incudes an smargency planning framework for businasses of
all sizos and for o types of emergencies. I you ore o amall business, same of these
funciions may be and you may roly on one indhvidual (2.0 owner, manages)
to ansurs that the tnaks discusaed balow are accomplished. Thes may involve
relying on cuizlds smarpancy responas arganiznsians for conain tagks

B Pian Development

Priar 1t developing an emergency managament plan, thie are @ number of fackors to
consider the airs and typa of oparation of your businats, what vsl of type of
SMBGENCY YOUT COMPANY 1§ Capabia of MSponding 10, &nd how much you 2 Soing 1o
depdng on locad embrgency responders, Tha vel of sophistication and the amount of
datall needed 10 develap your amengency pian will delermine the number of steps that
Nied 1 B takan in the pré-plan devedopmant phase, The dsgram bolow ientifies the
Eia0s your company should cansidar in davaloping an SMangency Managemant Han.

Step 1: Develop your team
Step 2: Conduct a risk ascescment

Step 3: Review pians
Step 4: Establish relationships
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Step 2: Conduct a Risk Assessment

A hoy step in tha pre-plan developmant phase is datermining the types of hazards 1o
witich your business or induutry in moet vulnambls and dateemining the lovel of risk
for each type of hazard. In order to detenming sk, A0 AssEssmant of the
wuinerability of your facility should be congucted identifying the prodabiity and
E:wﬂlnwdm hazard. Following are the categories of factors that sholid

Historical
Retpuiina 1N typebs O Smrpences thal Nave otcusred in the

oormmunity, al
businass oF industry Tacility and al otfer biginssd/indusines in Bw aroa. cﬂw
it Follcwing types of hicerds:

Step 1: Develop Your Team

. mmwm Caonsider farming a planning beam made uo
of a group of mmmﬂmmmmwﬂmm

-
!

R N
E

Tha location of your businass of industry fasily may contribute 1 ns vulndrabdty,
Consider the following:

»  Proximity to fiood plaing and dams
«  Procimily S manulaciuning plants thil produce, slore, use, or lranspor
harmandous maimrials

«  Progimity to major ranaporation rovies and sspons

+  Proximity to facilities identified s primary torgets for femodsm
= Promrmity o high orime rabe areas

Technolegical

Tha typo of oporaban of your business may present cartain risks aspacially your
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= Elecirical'natural gas power fadure
Ememgency nolification sysiam fadum
Heating o cooling systom falivre
Humsn Errar

Emergenciea that result from employes smor can nesult from the following:

Physical Layout

The physical design or layout of your buginseses’ faciity may bo 8 tacior in
datsrmining your risk. Conalder the follcwing:

Th physical constructon of th facity

Layout of tha aquipmant

Laghting

Evacuatson roules and exits

Prommity of shefter arees

Analysis

mrjwhnmundhmmhmm“kﬂmm
butandds o induslry, analyze eoch polenkiul ermergency frem beginning fo and
Consbdar whal could happen ms a maull of-

+ Frohibited acoess to the facity
Loes of powar utilition (alacinz or natural gas)

:
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Step 12
Teaem

Stup4: | Stepad:
Plans

Stop 6:

Step 7@

Step S:
Fesoimmes | Perschnel | Contiwly | Relabionship

Step 9; Step 8:
Practice Potect
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\dentity Rinks

Conaider your fingings from mmmwmm tha typas of
harards that apply ¥ your buainess. Then take the foliwing sdeos

«  Liszma npes of hazanss that may d or
. irectly or indirecty affec! your (aciliity or

= Break the lis! down 1o identily thosa hazarda that are maat likaly 1o Impact
facly or business, - L

Analyza human impoc.
# . Consldar tha posaibiiity of death of injury.
Assass the popaty Imnact

Figk pesesament i kay in the plan devalopmant procsas, By identifying the hazards
that present the most significant risics ko your facilty in tsrme of human, propanty, and
business impacts. you Wil ba able to make informad decisicns to determing your
comparny's planning and nesource prionities

Determining risks not ondy idantifias araax of amphacis that can be addresced In e
plan or through SOPs, it also identifies deficiancies that can be addressad thioagh
framning o through mutual ald oF conlractual agreermants,

Mitigating Risk

Fuor the purposes of this document, mitigation raflers to the moasures that businesses
and indugties cah loke lo reduce the loases and risks threatened by an smengency,
Companias shauld congider the impact thel emergences can huve on thelr

k2 reduce the chances of certain emargencies occuning, andior you can reducs the

savority of their impact whan they do ocour,

Thett risiilts of your cosmpany's fsk dontifcation and ossessment serve g3 the basis
for cabarrnining 1ha Anass on which your business should focus its risk mitigaton
afforis. Tha risks thai are determinad to be the mast likely 1o occur, with tho highast
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potential for sovene consequancas, should be addressed fisst, In addressing thesa
fisks, your comparry should delanming additional controls or measures that could be
usied to significantly roduce the risks idontified. Tha gaal in selacting ihese conlrols
of measures s to racucs the level of risk 1o an acceptatia lavel with & minimum
effect on other company cparations or capabliities, Whils complete elimination of tha
nsk is unlikely, substantial mduction of the risk is achisvable.

Rlisk mitigotion measunes come in MAny ImE And can Faige from implementing
vEry Simple procodurts, such &s reamanging flems in a room, to physically rolocoating
mn antine facility, TMTIHMMMWWthMIWM
companies 0 prositizg iheir fske besed on the most Bely and severa fiske. In
Badition 1 using th risk assessment results lo ionlity the highest and most

e 10 your company, they can alsn b kel 1o rank of ks identfied.
You can then weigh the risk against the cost of
WNWM{mhmdMNmemm

Foligwing are some commaon mxamplan of fak misigation measuies thal a company
iy Implement.

%
;
i

knstnling sacem anutiees foe all aderior windows and doons

v Laboling vial reconds
» Storing data off-site whare thay would nol Bty be damaged
Backing up computar systems
~Structural
Ingtallation of fire-roeietant materials and furnishing
Sacuring Aama Ecaly to fall or shake loosse
Moving neavy or breakadhe obecls 1o low shslves
waler heaters and bofting them io wall siuds
Installing curtaing of blinds 10 be drwn over windows io pravant chatamnd

E %

FYYYYY

glass from injuring emdloyies
Frequantty, tha most cost-stfeciive mitigation measunes ooour bifore events, and
whpacally o stages, Canclul considenation io
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Step 3: Review Existing Company Plans and Procedures

Prioe lo developing the smegancy managemont plan, your businane shauld considar
Il current responsébilities, capabilities, and resountes by mviewing exiating plang
and procedufns, company policios, and regulations acdressing emergency and
ervironmental issues. Examples of some of the documents that should be neviewed

«  Decupational eafaly and hisalth reguialiong
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Step 4: Establish Community Relationships

Businosses 6nd industies should make an effort to communicate regulady and
shars amamancy infarmation with cutelde response aponcies, naighbaring
busingssea, and the surounding community 10 delarming thedr olas and
réaporsbilities in preparing for and responding to emergencies.

busingssfindusiny-govarmmant
maint@ined lo ensura thal ameegancy cpemilons ane coordinning affacthmly,

it g0 ~ Businesses and industries shouwd work with
mqhbui-qumm-ndm 10 identify amas whare they may be abls
to a=aixt aach cthar during amergencias. Thay may considor astabishing @
fioernal mabunl Bl BEAAMERT OF MBMOIARIUM oF Sgnesrsent Tkt idanifed
specific resources andion stuations whene assistance can be proviced.

-« O with Pk U‘Mhmm

thair confidincs and buy in 10 Your Company’s AMamency managamant pian and

THE ROAD TO EFFECTIVE LEADERSHIP

Step 5: Plan for Business Continuity

The goal of business continulty planning s to maintain andior restors critical
PREOUTERS Whooh Garmdge, in the event of 8 deaxier, might disabls any lunctionel
I of ossanEal aquipment supporing the systoms or functions. This saction
discusses primary services and critical systems, and provides @ genersl description
of cach. Tha purposa of this aection is 1o peovidn the reader with & basic
undgrstanding of these sarvices and functisne and 10 provide & conbext against which

propanadness octhities cun be infrodused. Linted balte &t saamipies of tables that
mmmﬁwmmm

Citial B and B g Provided

Mnmwmﬂmuhmmwwmmm
meaninglul analyses of the hazards and identlication of contingency options

$hould begin mq:mdhmmﬂmmd
mamwﬂmm the mammum aficwable daye of sardes intarruption, and
tha criticality of sach sandcd and tha docsion maker,
anmdmwmﬂmmmw
the operalion of a comparny:

Cora Business Functions

: Altwabio Criticality |  Pont of Contact
Recigients | o ction (Days)
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Critieal Systama/Ragources Koy Customeor List
Critlcal Sysiom | Business Primary | Secondary Location Customee Num: |
Fal Stresl Address:
v City'StabeiTioc
[ Secury Cantact Persan: o -
| Hetwork Systern Fhone Mo.: = — |
| Cher Resources 4 Fow Vo
FAX No.: |
Vendor and Customaer Notification :"?_" Contnet
List only the key customars and critical vendors, thosa who would nesd and expect [Ecmimisnis: ! —
personal nolificabion. Being pro-aciive in contacting kmpartant vandare and
CUBkMOrE G0 hat hay aon be informad of un emergendy sduabion within your
company &nd prepars for Ihe polential business impact it may have on them can go Othar Business Partners or Support Providers

& lung way in mitigating losses.  Tho depastment and toams 1hat are tha primary

dinact eontacts wish vendars or cliants shauld complate 1his form Whan an incidant occins, you may neod §o contact some organizations that da nat

Critical Vendor List +  Emangancy rasponde agencies such as polioe, fire. utility companies. snd the
Amarican Red Cross (i your commisnity uses the 911 system, that should ba
Mendor Name: I dacumaniad).

: » Busingss Pariners (Intarmal and external) that are neither Vendors nor
frmm. Cisstomars. Thase pould includa internal busineas units wha naly on your
[Sarnat Asdrase: business unit for information, your management, and inarmal business units that
ICitylStaieTi: would support your recovery, Examples include corporate insurance, intemal
Contwct Parson: sacuity, facliies, public relalions, and human rescurces.

Phare No,- The informasion needed to contact thess entities is the sama as for Vandors or Key
(4 Hour Ko Customara.

MNﬁ

List ondy vendors that you wiould be responabie for contacing.
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Business Partners/Support Providers List

NRTR |

-
3

Propurty Profection

Profscling your propay, MSoUNAS And reconts s assential 1o ansuring il laciily
operations can ba restored In & timaly manner following an emergency. Establish
procedures for.

il
:

equipment
aquipmant 1o a eafs Ineation (i an altamain facilty @ acmbliched an
descritad in the naxt section, you may want in move critical equipmant,
rescuUrnes and raconds 1o that location)

Be prepaned in the event that o Tacility shutdown is warranted. Designate porsanns
i AuBRAriTe, Cunaervite and padfarm & Belity shutdown. Devalsp and pokt S0P on
your shutdewn procedure and ensure thot approprinte personnel are fully traingd to
inclute & cear understanding of when 1o abandon the shuldown efforl. Identify:

The effects of a partial shuldown on other faciity cpenations
Hir fong 1t lakes 1o shutdown and restan laciity operations

You may want i conklder instaling systems to datect abnoomal siuations that

provide waming and heip o protect your progarty.  Some of these considerations
rmay Include:

o
%
|
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Your property insures should be abla io assist you with mare information on the
above systems and other special protective systems

Secondary Facllity

Sohect 8 secondary locatian 1o mast in cas6 your facility is unavailable, Make sune
kiry poopas kixw he location and have maps If necessary, This pre-dalined

pAca will Serve as A lcation for you and your key staff to plan your response (o the

In choosing this mesting place, think about any key rescurces you wolld nesd thans
and consider its localion. Some of the resource and location considembons me:

»  Locabon: When salacting an allormoie business work place you should consider
a location relaiively close to your normal work place and near tha key stalf
mambars’ homes. Tha lacation shauld not bo 50 far @way that sta®f membors
would have difficulty gotting tham. Convarssly, it should not be so ciose io your
nanmial work location that & could ba effected by the eama incidont.

+  Munarablities: When s4kecting a localion for your mesting place, especially for
mwm.umumnm«mm

casentiol 1o efleckwely respond b any incident, make sune that thes location you
choone has enough talaphonat for your needs, |f you have o cellulnr phana, you
Should plan 1o ke It with you 1o This maalting place as another means of
commisnacation, snd in the case landling phones are nol working.

+  Dadwork Capabilihy: if you have 3 portablefiepiop compuier with Imermat or a-mall
Coapabiities, your maating place should have the capability (o connect that
computer os well,

«  Jize of the Faclity: Thw kaealion you chooes should ba big snaugh for tha
number of pacps that expect 1o congregale there. This s not &R Alarnsbs piacs
for your staff to work, though, only 8 place for you and your key Staff fo discuss
yeur plan of action in response to the event and fo manage your recoveny efors.
Thurslore, B does not nead 1o ba 8 large that your anting Staf con work there if
your fnciSty o offecied. The sismats werk Iseation can ba Addratted Liter wien
your cormgiete Business Continuity Plan is documanieg,
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Ohar Pubiic Faciiity, sxampie a iibeary,

Whan socumarting your secondary kcalion, you should incuds its namn, st
Bddress, wh 10 contact bo Gain accees, and any securily requiramants. Ensurs that
B mMap o tha iacatisn and & fiaor plan of e lackty ane availabla ¥ this Infarmation is
el Tarmiliet o the staff.

Secondary Location Profile

Continuity of Management

Fofowing & deaster, you may find that sama of your key persennal s no! availabla
wheen impartan r docsions must be mace guickly. To ba propanad for such
SHUATONE CORGIGON thi

«  Chain of command = |dentfiy wha is authorized to make different types of
decisions Bnd ansure that chandy dafined [nes of BUCSEEEKN for each decigon-
rraking position ane in plgos.

brylnws ! MARAGSMAaNnt.
» Develop S0Ps dafining your confinuity of Managementidecision making process
and onsuro thal employees are femiier with them.

THE ROAD TO EFFECTIVE LEADERSHIP

Insurance

Belon a desaster occurs combac] your insurance sgent io determine your individusl
neads. Walling untl after a disaster has happened can have devastating financis!

CONBSGUANCEE an your business, U most companies digcover that they
are nat propady Insured only afier the have ared  loss Following ane some of
the importent s that yoo Shouls SiEcUeg with Your IELIrants Carmen

Your propay’s walue

Amourit of insUrencs roquined 10 Avosd becoming & So-insune

»  Caueas of 042 covBE by your policy

« Your deductiies and thair amount

= Whal your policy requings you 1o da in the event of & losi

s The typds of reconds and documentation thal your insurance company wil

safely

+  The extént of your coverage for loss due to powor mberruplion both on and off
YOUT COMpany's promisns

» Tha extant of your covaraga for lost incoma dua o businass Intarmuptian and hew
leng that covaraga miay ba provided,

« Tha axtont of your covarage for educed incoma dua to customans’ not &l
immeEaLey Coming Dok N your DURINGSS reopans,

» M your smangancy managamant progeam wil aflact your rales

This material is protected by copyright. Copyright © 2006 various authors and the Association of Corporate Counsel (ACC). 92 of 98



ACC's 2006 ANNUAL MEETING

Step 6: Assign Personnal

Depending on the size and smargancy managomant capabilities of your business or
induetry, it secton, which dofines tha individuals and sysiém for your emangancy

At o winl iUt TelA LA . [-oghriaio "-ThFﬂ?
mrqmmoéﬂwn. mﬁ.ﬂ:“mm hhluwd
an
mmmamawurmmm
eanfusion rganding who has suthority for muking decisions during an
TRDENCY,

* The FEMC should be in charga of command and cantrol issuss reganding all
Sapacty of the umergency.

* Deperding an the sire and copabiities of the organization, (han may ba
HWWW; m,wfﬂhmm
should ba cesignated an in charge with altematn backug, During an
omangency, the FEMG, wan tha naxistancs of (hs
Aanapamenl Leaem, s responsile for the "big picture” and controle all
incicen: redated actvities.

* Soms taclibes may uss tha incident Command Systern (ICS) during
emegencies. ICS can be Applied whars an incidant Commandar
ovrsang Mo lechalcal aspects of emengency mapanss and coondinales
closaly with the faciity smergency coondinator,

+  Purstmingd Manacement - in ssiecting personnal 1o il emergancy robes. conuider
indidduipes with decision-making sutharity wha have expartias in (he following
afnas: Socunty, Safety and Health, Environmental, Maintenancs, Human
Rassurcas, Publs Ralations, and Planning and Logistics, thean:

* Assign parsonnal 10 specific amanioncy pRpanidness und resgonse reies
based on Bwir areas of oxpartisa.

# Develop siandard opersting procedures (S0OPs) for sach position and
upare checklets thal summanzs tha procsdums thal can be used s quck

= Ensure that ail parsonnel with emegency responsibities have capable
zmkuplnduudwmﬂmaa-ﬁdhtqm
# Engune that all personnal tranad
i ! ncluding backup parsonnel ars adequately
# Ensurn that all parsonnal ane farmiiar with how 1o recognize and rapcst an
Ermargancy, WA So-Workans, imned wnd
facility sacuirity and safety measwes,
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Step 7: ldentify Resources

Ensura that sdaquate resouioes and facilities are svailable to efectialy respond to
EMETg RN

«  ldentily resources, equipmant, and supply needs for pach response function.
M Emmm]wm' @ location lo sarve as the Emangancy Oparations Cerer

# Tha ECC & the location within the ecity from which opieation
shauld be coordinatod WNMMWWEMW:
ba m panicuiar dask, 0ffice, cubiche or aroa, or in lager iscities & mul-
purpase confensncs oF aINNg room,

*  Regirdiens of se or OCOSS, 0VOrY Dusinesefindustry should dasigrats an

. EOC where decision makems can gather during an emergency.
Emergancy SOPs, communicatisns equipment, and should be
MHMEMhmmnﬂymmmmw

Communications

Businsssss and incustries of & slzes should consider the functions that they might
need to parfarm in 80 amargency and the communications: systems nasdad to
mﬂm- Congideration should be gven 1o oll types of communication dlrectes

{

Establish procodures for amplayses i repart an erargenay and train on
pricEdunes, Mmmmhmwmum

= Idantily individual(s) who will maka tha notifkeasion

+  Ensurs that s fadsmlistatanocsl notification requinements for emengencies am
Prpase s ot co

L BARGUNCRTIERS | ba made over the public addrass sysiam o
oty amployeas of SMargencis.
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Warning System Step 8: Protect Your Employees
«  Establish  system for waming parsonne! of an thil is claarly the fite and of at your business
audibie/visitky and within view and sarshad of al employees. mwmmwmm Procedres ﬁuhmimmmuhm“
) wwars af hazards that are or be thveaining tham. Additionally, all pareonnsl
= Ensyure thal an sweliary power supply i in placs io provide for badkup mhuﬂ-dmmpuuim 10 OmErencies. mmt’lm
peovide stall with the maans ta take appopriate protecive sclions when necessany.
+ Have a distinet and recognizahls signal that has been exercised.
- Eimph:ﬂhrum;lmmm +  Ewacuation Ptanning
" Friga i ﬂﬂmm
+  Esiablish procecunes for waming customers, 804 ofher pof-empdoyess A fnciliny svacustion can vary fnom one 1hal s inflisled due 1o an occurrenca
wha misy ba on praminas mummu:mamwawmm

= Conduct reguinr tests of the warning system sl kast menthly, wide evircualion thal may ooour for a hurricane. Whan dovoloping evocuation

prodedunes, condider the foliowing.

¥ The condions under which an evacuation would ba necassary far aach
potantial hazan,

# Eslablsh a caar chain of command, [dentify personnsl with the authosity i
ondar an ovacuation.

¥ Esiablish procedures lor asssting partons with disablitios and those who do
nalt spaak English.
E Emmmmnmhmmm

by empioyees
# Idently assambly area(s) where porsonned should gainer and ensune that
employess ate aware of tha designated araals),
Considar smpiayes transpantation

F Train, exondsso, 8nd 18t your plans on a periodic basiz.
+  Evacustion Roytes and Exits

T foliowing prctices should be followed when designating prmarny and
secondary dvacualion mutes.

# Ensure that all routes are ciearly marked and lurninatod by emergancy
#  Evacualion routes and mdts must be wids ancugh tn accommadats the

paaple.
mm ~
» ahiuld DO roquEsted 1o tvaluale the loasidly of
designamd avacuation mulss.
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ity My MOCEasANtE Tat SEATT soek shelter within the facility unill the

threal passes, Tho foliowing suss should ba
canakiansd when developing
shefiening procedurss:

:m hazards and conditions that would reguire stslf o sesi shaiter wahin the

THE ROAD TO EFFECTIVE LEADERSHIP

Stup 1t
Team

Step 8; Practice Your Plan

Traming should be conducled on a regular basis for overyone who works at or visls
your facity, Individuals must b familiar with tha amargendy plan including thair
roies and responsibilies as well as procedunes for such Binge as notificaton and
evacuation, Foliwing ane basic consicorations for ceveloping i training program:

+ Detarmine how fraquarty training ehould be conducted (1 is recommendad that
you conduct fnrmal fraining for A e adployees and al lvast svery 12 maonthe
for pther amployeqs)

«  Identify who will conduct the irsining and whare the training will take placo

+  ldanify what types of (raining acthilios will ba used, Consider the fallowing:

= Clggsroom Insinuction = GChidulid eipniation and educaton
seasions bo provide information, generate disoussion, answer questions and
ienlity needs and concarns

# Functional Exproise - Thasa driils ars dasigned 1o st specific functions such
a8 emergaency notification, warming and communications procacuras and
agqupmant. A functional sxerciss may focus on one or twa Key ArRas o may
cover multiple emangancy functions.

+  Determing how you will Socument And svaluate the effacivdi of (hi inining
Inite community emargincy risponders from the DCEMA, pefice doparimant and

bg_mwhmmhm.mwmﬂr
bratinang progranm,
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ACC 2006 Annual Meeting

Program 808: Business Continuity Planning for and Recovering from Disasters

Resources list for “Insurance Considerations in Business Continuity Planning and
Disaster Recoveries”

Articles
“Looking at the Events of September 11: Some Effects and Implications” by John W. Stamper,
Defence Law Journal, April, 2002 at page 152

“Twin Towers: The 3.6 Billion Question Arising from the World Trade Centre Attacks” by Michael
F. Aylward, Defence Law Journal, April, 2002 at page 169

“Basics of Business Interruption Insurance: The Ins and Outs of Tricky Coverage” by Paul M.
Hummer, Defence Law Journal, July 2002 at page 307

“The August 2003 Blackout and Insurance Coverage for Power Outage Losses” by Scott J.
Johnson and Amy M. Churan, 39 Tort Trial & Insurance Practice Law Journal at pg 813, ABA

“Recent Developments in Property Insurance Law” by K. Clark Schirle, Francis J. Maloney I,
Maria A. Vathis, and Linda M. Bolduan, 40 Tort Trial & Insurance Practice Law Journal at pg 753,
ABA

“Recent Developments in Excess Insurance, Surplus Lines Insurance, and Reinsurance Law” by
Thomas B. Orlando, Rick H. Cavaliere, Leslie J. Davis, Michael J. Steinlage, and Deborah Russo,
40 Tort Trial & Insurance Practice Law Journal at pg 397, ABA

“The Insurance Aftermath of September 11 : Myriad Claims, Multiple Lines, Arguments Over
Occurrence Counting , War Risk Exclusions, The Future of Terrorism Coverage, and New [ssues
of Government Role” by Jeffrey W. Stemple, 37 Tort Trial & Insurance Practice Law Journal at pg
818, ABA

“Business Interruption Coverage : Demystifying the causation analysis” by Pamela Levin and
Thomas H. Neinow, ABA Brief, Fall 1994

“Where have all the customers gone? Business Interruption Coverage for Off-Premises Events”
by Paula B. Tarr, ABA Brief, Winter 2001

“Practice Tips : Time-Element Losses During Catastrophes” by Jess B. Millikan, ABA Brief,
Spring 2002

“Insurance Implications of the World Trade Center Disaster” by Carl J. Pernicone and James T.
H. Deaver, ABA Brief, Spring 2002

“An Il Wind Blows No Good: The nuances of business-interruption claims” by Patricia McHugh
Lambert and Jennifer L. Kleeman, Business Law Today, Vol 15, No. 4, March/April 2006

Text Book
Business Interruption Insurance, Second Edition, Canada Law Book, 2006, authors John Seigal

and Bruce Webster, PricewaterhouseCoopers LLP and Sean Gosnell, Borden Ladner Gervais
LLP

THE ROAD TO EFFECTIVE LEADERSHIP

Some ACC Resources

ACC InfoPAKS

Developing Effective Disaster Preparedness And Business Continuity Plans
http://www.acca.com/infopaks/disaster.html

A Policyholder’s Primer on Insurance
http://www.acca.com/infopaks/insurance.html

Preparing for and Responding to an Accidental Environmental Release: A Legal Primer
http://www.acca.com/infopaks/environment.html

ACC Practices Profiles
Crisis Management and the Role of In-House Lawyers
http://www.acca.com/protected/article/crisismanage/lead_crisis.pdf

Business Continuity And Disaster Response Planning: What Companies Are Doing
http://www.acca.com/resource/v7152

ACC Articles

Kirsk Pasich, Barry Fleishman, and Randy Paar, “An Overview of insurance Coverage For
Losses From Hurricane Katrina”
http://www.acca.com/protected/article/insurance/hurrkatrinainsvrvw.pdf

Kathy Barlow and Kirsk Pasich, Disasters & Insurance: “Lessons for Businesses from Katrina
and Rita”
http://www.acca.com/protected/pubs/docket/feb06/barlow-feb06.pdf.

When Disaster Strikes — The Role of the General Counsel and Law Department

excerpt from “When Disaster Strikes — The Legal Department’'s New Imperative, ACCA 2001
Annual Meeting Materials at
http://www.acca.com/protected/reference/crisismanage/disasterchecklist.pdf

Debra Sabatini Hennelly, Vincent M. Gonzales, and Charles C. Read

“Responding to an Environmental Disaster: The First 48 Hours”
http://www.acca.com/protected/pubs/docket/ja03/disaster.pdf

006 Disaster Recovery: Preparing for the Unexpected
2005 Annual Meeting Materials
http://www.acca.com/am/05/cm/006.pdf

James W. “Jim” Patton, Terrence D. Delehanty, David C. Fannin, Diane J. Geller, Theresa M.B.
Van Vliet, and Naomi J. Paiss, “Responding to Media Inquiries in a Crisis: In-House Counsel as
Spokesperson” ACCA Docket July/Aug 2003
http://www.acca.com/protected/pubs/docket/ja03/media.pdf
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Presentation for Georgetown University Law Centre Continuing Legal Education, Sixth Annual
Corporate Counsel Instititute (Mar 14 —15, 2002, Washington, DC) titled “Crisis Management: the
Economy, Security and Coping With the Unexpected” by Rosemary L. O'Brien
http://www.acca.com/protected/article/crisismanage/effective.pdf

ACC Webcasts

“Maximizing Insurance Recoveries in the Aftermath of Katrina”
http://phx.corporate-ir.net/phoenix.zhtml?p=irol-eventDetails&c=129735&eventlD=1134986

“Preparing for and Responding to an Accidental Environmental Release”
http://phx.corporate-ir.net/phoenix.zhtml?c=129735&p=irol-EventDetails&Eventld=939612

“Pandemic Preparedness: Developing Your Company’s Plan, Thinking Through the Legal
Issues”
http://webcasts.acca.com/detail.php?id=64608&go=2

ACC Checklists

“Best Practice in Crisis Response Checklist”
http://www.acca.com/protected/reference/crisismanage/bestresponse.pdf

“Crisis Communication Planning and Tactics Checklist”
http://www.acca.com/chapters/program/houst/crisischecklist.pdf

“The Impact of Unusual Events on the Duty to Perform”
http://www.acca.com/protected/reference/crisismanage/cmentrcts. pdf

“Crisis Management, Planning and Execution”
http://www.acca.com/protected/reference/crisismanage/cmplanningex.pdf

Some Useful Websites Relating to Business Continuity Planning and
Disaster Recovery

American Red Cross
Disaster Services
http://www.redcross.org/services/disaster/0,1082,0_501_,00.html

American Society for Industrial Security
http://iwww.asisonline.org/

Business Continuity Institute
http://www.thebci.org/

Business Continuity Planners Association
www.bcpa.org

Business Recovery Managers Association
www.brma.com
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DERA - The Disaster Preparedness and Emergency Response Association
www.disasters.org

Disaster Help Portal
https://disasterhelp.gov/portal/jhtml/index.jhtml

Disaster News
www.disasternews.net

Disaster-Resource.com
www.disaster-resource.com/cqgi-bin/freequide.cqi

Disaster Recovery Books
http://www.disasterrecoverybooks.com/

DRIE - Disaster Recovery Information Exchange
www.drie.org

DRI -- Disaster Recovery Institute Canada
www.dri.ca

DRI International — Disaster Recovery Institute International
www.drii.org

Disaster Recovery Journal
www.drj.com
- for a glossary of business continuity terms
http://www.drj.com/glossary/drjglossary.html

International Association of Emergency Managers
http://www.iaem.com

Relief Web
http://www.reliefweb.int/rw/dbc.nsf/doc100?OpenForm

- ReliefWeb is administered by the UN Office for the Coordination of Humanitarian
Affairs (OCHA),

Risk and Insurance Management Society
WWW.rims.org

The Natural Disaster Education Coalition
http://www.disastereducation.org/

Department of Homeland Security
http://iwww.dhs.gov/dhspublic/

Department of Labour
Hurricane Recovery Assistance
http://www.dol.gov/opa/hurricane-recovery.htm

FEMA
http://iwww.fema.gov/

National Incident Management System
http://www.fema.gov/nims/

97 of 98



ACC's 2006 ANNUAL MEETING THE ROAD TO EFFECTIVE LEADERSHIP

National Weather Service
http://www.nws.noaa.gov/

Small Business Administration, Disaster Recovery
http://www.sba.gov/disaster_recov/index.html

Cert LA Home Page
http://www.cert-la.com/index.shtml

Disaster preparedness and response from Smithsonian Institution
http://palimpsest.stanford.edu/bytopic/disasters/

Emergency preparedness information exchange
http://epix.hazard.net/internet_sites.html

Insurance Information Institute
http://www.commercialinsurancefacts.org

National Association of Public Insurance Adjusters
http://www.napia.com
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