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Welcome

From the Publisher

Dear Reader,

Welcome to the fourth edition of ICI.G — Digital Health, published by Global Legal Group.

This publication provides corporate counsel and international practitioners with
comprehensive jurisdiction-by-jurisdiction guidance to digital health laws and regula-
tions around the world, and is also available at www.iclg.com.

This year, the Guide has an introductory chapter which provides an overview of digital
health.

In addition, five expert analysis chapters cover investing in digital health, the global
landscape of digital health in the United States, Europe and China, data protection and
data-driven digital health innovation, emerging trends in the global regulation of digital
health and hospital innovation pathways in the USA, UK, Germany and France.

The question and answer chapters, which in this edition cover 21 jurisdictions, provide
detailed answers to common questions raised by professionals dealing with digital
health laws and regulations.

As always, this publication has been written by leading digital health lawyers and
industry specialists, for whose invaluable contributions the editors and publishers are
extremely grateful.

Global Legal Group would also like to extend special thanks to contributing editor
Roger Kuan of Norton Rose Fulbright for his leadership, support and expertise in
bringing this project to fruition.

James Strode
Publisher
Global Legal Group
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Norton Rose Fulbright
Johnson & Johnson

What is Digital Health?

The rapid convergence of digital technologies with healthcare
over the past five years (even prior to the COVID-19 pandemic)
has transformed how healthcare is delivered to the masses.
The promise of digital technologies continues to transform the
healthcare delivery model from a traditional model based on a
“one size fits all” practice of medicine that was characterised
by a provider-centric approach with information silos, to a new
model that is focused on patient-centric treatment personalisa-
tion with high data accessibility and utilisation. The result is a
highly personalised healthcare system that is focused on data-
driven healthcare solutions and individualised delivery of ther-
apeutics and treatments to patients using information technol-
ogies (IT) that enable seamless integration and communication
between patients, providers, payors, researchers and health
information depositories. A November 2020 report by Prece-
dence Research published on GlobeNewsWire indicates that the
global digital health market is poised to grow at a compound
annual growth rate of around 27.9% over the next seven years to
reach approximately US$833.44 billion by 2027.!

Digital Health Ecosystem

There are five primary constituents that make up the Digital
Health Ecosystem.

Life Sciences Companies — are the companies that develop
and make products such as therapeutics, diagnostics, medical
devices and the like that are used to help treat a patient’s health
or wellness condition.

Pharmacies — are the supply chain, people and companies that
sell the products that life sciences companies develop to end
users such as patients and providers.

Providers — are the doctors, clinics, hospitals and healthcare
systems that provide healthcare services to patients by lever-
aging off the products produced by the life sciences companies.

Payors — are the group of entities (e.g., private insurance
companies, government sponsored insurance programs,
national healthcare systems, etc.) that pay for the products and
healthcare services provided to patients.

Patients — are the people who all the collective entities (Life
Sciences Companies, Pharmacies, Payors and Providers) try to
serve as part of the Digital Health Ecosystem.

The Digital Health Ecosystem constituents sometimes
struggle to transact in a seamless manner with each other; and
Digital Health Solutions provide the key to building effective
channels and improving efficiencies between them.
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Traditional Healthcare Paradigm

“One size fits all” approach

Disease diagnosis and treatment have traditionally been based
on efficacy validation models that neatly packaged patient popu-
lations into distinct buckets (often focused just on the disease
state in question) that rarely allowed for differentiation between
the individual constituents. This “one size fits all” approach
did not enable true personalisation of patient diagnosis and
treatment based on their innate individual characteristics (e.g.,
genome, epigenome, proteome, microbiome, metabolome,
morphology, etc.) and exposome (e.g., lifestyle, environmental
exposure, socioeconomic status, etc.).

One main reason why the healthcare industry adhered to the
“one size fits all” paradigm for so long was the lack of capable
and affordable tools and methodologies that could accurately
monitor and determine all aspects of an individual’s innate char-
acteristics and then utilise that data to precisely tailor treatments
or infer clinical outcomes for an individual. Because of recent
digital health advances and availability of large volumes of rele-
vant data, many of those technical hurdles have been overcome.
The cost of generating and processing data that is indicative
of an individuals’ uniqueness (e.g., whole genome sequencing,
proteomic analysis, high resolution imaging, etc.) has recently
come down to such an extent that it is readily accessible to the
masses and recent advances in artificial intelligence (AI) (more
specifically machine learning (ML)) techniques have powered the
analysis of large and complex datasets generated by these tools to
make clinically relevant insights that can help guide the diagnosis
and treatment of patients based on their individual uniqueness.

Provider-centric model

Until recently, healthcare services were delivered to patients
primarily through a provider-centric model whereby patients
seeking medical attention were required to go to a medical prac-
titionet, clinic or hospital to be diagnosed and/or treated for their
condition. This approach was largely driven by the healthcare
industry’s slow adoption of new IT (e.g., Internet of Things (IoT),
wireless video communication, text messaging, electronic medical
record systems, etc.) and the lack of digital health tools (e.g,., wireless
diagnostic medical devices, wearables, mobile apps, etc.) that allow
for remote patient diagnosis and monitoring,

In the last few years, the healthcare industry’s adoption of new
IT technologies and other digital health tools has accelerated

ICLG.com
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Introduction

significantly, ushering in a new patient-centric paradigm (e.g.,
telemedicine, virtual healthcare, etc.) whereby healthcare services
are delivered remotely, almost on-demand, to patients regardless
of where they are. When the COVID-19 pandemic took hold of
the world, a measure of urgency was also added as the provider-
centric approach to healthcare now included a component of
danger that patients would be exposed to COVID-19 if they visited
their providers in person.

Siloing of health information and data

Data access and analytics are the fuel that drives digital health.
Patient health information has traditionally been either stored
as physical files at a provider site (e.g., doctor’s office, clinic,
hospital, etc) or in electronic health record management
systems that are incompatible with one another. This resulted in
health data being siloed where they were stored, which hindered
the seamless communication and sharing of health data. This
also prevented the use and aggregation of such data to power
analytics tools (many of which are driven by AI/ML) that
are used in a variety of different applications, including drug
discovery, diagnostics, digital therapeutics, pre-surgical plan-
ning and clinical decision support.

Fragmentation of constituents

There is substantial fragmentation between the major constit-
uents of the Digital Health Ecosystem, which makes it diffi-
cult for them to access, navigate or transact with each other.
The inefficiencies caused by this fragmentation add unneces-
sary cost and delay to the delivery of care to patients. Further,
it makes it difficult for patients to access the full range of prod-
ucts and services that are available to treat their health or well-
ness condition.

New Digital Technologies

A host of different digital technologies are helping to provide
the infrastructure and know-how to drive the digital health
revolution in healthcare.

Wireless connectivity and Internet of Medical Things

(IoMT)

Wireless/mobile devices (e.g., mobile phones, wearables, medical
devices, mobile applications, etc.) allow patients to access their
healthcare providers and resources from anywhere around the
world with wireless or Wi-Fi data connectivity. In turn, this
also allows their healthcare providers to monitor their current
health status and condition. This amalgamation of devices can
all be connected to enterprise healthcare information systems
using networking technologies to form an IoMT that allows for
uniform transfer of medical data over a secure network.

Big Data analytics/storage

The voluminous quantity of medical data captured and trans-
mitted through an IoMT is then stored and analysed using Big
Data storage and analytics systems that manage, curate and
process the data to generate predictive insights and/or visualise
the data to aid analysts in quickly interpreting the data. A 2017
white paper from Stanford University School of Medicine esti-
mates that 153 exabytes of healthcare data was generated in
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2013, and that was projected to grow to 2,314 exabytes by the
year 2020.% Analytics can be performed on the data using tradi-
tional statistical data analysis tools or more advanced AI/ML
methodologies.

Enabling New Digital Health Solutions

The adoption of digital technologies in healthcare has given
rise to a number of different categories of transformative digital
health solutions.

Remote patient monitoring and delivery of care

Perhaps the most visible and impactful of the categories of
digital health solutions are telemedicine/telehealth and virtual
care. 2020 was a banner year for telehealth as the COVID-19
pandemic led to an exponential leap in the number of patient
consults using telehealth platforms due to social-distancing
measures and to minimise exposure.

A 2020 report by Amwell found that before COVID-19, fewer
than 1% of all physician visits in the US were conducted via
telehealth; in just over a month after the start of the pandemic,
analysis of health claims data found that this number had
increased to over 50%. Of those patients who used telehealth
platforms, over 90% said that they planned to continue using
those platforms post-COVID-19.° The digital technologies that
enable telehealth are witeless/mobile devices and the applica-
tions that run on them.

Moving beyond virtual doctor’s visits through telehealth
platforms is the concept of virtual care, whereby healthcare
providers remotely deliver the full range of health services to
patients by remotely monitoring patient condition and vitals
(remote patient monitoring) using lIoMT-connected wear-
ables and wireless medical devices; and communicate with
patients to provide treatment advice and answer their ques-
tions using witeless/mobile devices that enable live and secure
video, audio and instant messaging communication. This next
step in the evolution of telehealth will truly change the tradi-
tional provider-centric model of healthcare delivery to patients
to a patient-centric model where the wide range of healthcare
services can be delivered virtually on-demand and remotely
wherever the patient is located.

Big Data analytics and Al/ML-powered healthcare

solutions

m  Personalised/precision medicine
Personalised/precision medicine is another digital health
solution that has recently gained traction. These are
healthcare models that are powered by Big Data analytics
and/or AI/ML to ensure that a patient’s individual unique-
ness (e.g., genome, microbiome, exposome, lifestyle, etc.)
factors into prevention and the treatment (e.g., therapeu-
tics, surgical procedures, etc.) of a disease condition that
the patient is suffering from. An example of this would
be companion diagnostic tests that are used to predict a
patient’s response to therapeutics based on whether they
exhibit one or more biomarkers. Large quantities of patient
records, including measured data of one or more patient
biomarkers, the therapeutic(s) the patient is taking and
the patient’s clinical outcome, can be analysed using Big
Data statistical software tools to determine the biomark-
er(s) associated with a particular clinical outcome when
the patient is treated with a particular therapeutic; or be
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used to train AI/ML algorithms that can identify biomark-
er(s) of relevance and infer patient clinical outcomes when
treated with a particular therapeutic.

m  AI/ML enabled diagnostics
The application of advanced AI/ML algorithms and tech-
niques to process healthcare data enables critical clinical
insights that link previously unrelated data inputs (e.g.,
imaging features, genomic/proteomic/metabolomic/micro-
biome biomarkers, phenotypes, disease states, etc.) to disease
conditions and progression. This has resulted in diagnostic
tests that have a high degree of predictive accuracy for some
previously difficult-to-diagnose health conditions such as
dementia, depression, Alzheimer’s, and also enabled more
non-invasive methods to diagnose and monitor disease
conditions (i.e., cancer) that previously required surgical
biopsies or other more invasive techniques.

m  Intelligent drug design and discovery
The same data that is used to train AI/ML algorithms for
petsonalised/precision medicine purposes can also be re-
purposed to train algorithms that can be used for intelligent
drug design and clinical cohort selection applications that
aid in the discovery and the clinical study of new or novel
therapeutics and re-purposing of existing therapeutics.
For example, an AI/ML algorithm trained to predict
biological target response and toxicity can be used to
design novel (i.e., non-naturally occurring) chemical
structures that have strong binding characteristics to a
biological target with correspondingly low chemical and/
or systemic toxicity. This ability to design a therapeutic
compound “backwards” from looking at desired attrib-
utes (e.g., binding strength, toxicity, etc.) and then custom
designing a therapeutic compound with those attributes,
instead of traditional drug discovery methods that screen
millions of compounds for the desired attributes, is poten-
tially game-changing. Not only does it hold the promise
to shorten the initial drug target discovery process as it
moves away from looking for the proverbial “needle in a
haystack” to a “lock and key” approach, but it will likely
lead to drugs that have greater efficacy and fewer side
effects for larger groups of patients.
Those novel chemical compounds can then be adminis-
tered to clinical cohorts selected using AI/ML algorithms
trained to choose the most suitable patients to enrol for
clinical trials used to study the efficacy and toxicity of the
compounds. Currently, it takes an average 10-15 years
and US$1.5-2 billion to bring a new drug to market with
approximately half of the time and investment consumed
during the clinical trial phases of the drug development
cycle. One of the main stumbling blocks in the drug devel-
opment pipeline is the high failure rate of clinical trials.
Less than one third of all Phase IT compounds advance to
Phase ITI. More than one third of all Phase ITT compounds
fail to advance to approval. One of the primary factors
causing a clinical trial to fail is clinical cohort selection
that fails to enrol the most suitable patients to a clinical
trial.* Minimising errors in clinical cohort selection can
potentially shorten the clinical trial phase and reduce the
risk of clinical trial failures that are not attributable to the
drug being studied.

Digital hospital

Traditional hospital workflows can be highly inefficient because
of disorganisation in patient treatment workflows and difficul-
ties that clinicians have in readily accessing or utilising patient
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medical information. Through the use of digital medical infor-
mation management tools, much of this inefficiency can be
eliminated by ensuring less workflow downtime and gaps in
the way that a patient is diagnosed and treated once he/she is
admitted to a hospital and allowing patient medical information
to be accessed anywhere within the hospital through a multitude
of different means (e.g., workstation terminals, mobile devices,
etc.) and from information stored externally from the hospital.

Electronic Health Record (EHR) aggregation platforms

Large volumes of good quality patient EHR data is the fuel
that drives many Digital Health Solutions. The old adage of
“garbage in, garbage out” applies particularly well to ML tech-
nologies. Flawed or nonsense input data that is fed to even
the most sophisticated ML algorithm will invariably produce
nonsense outputs or predictions. The integration of cloud-based
EHR databases with advanced data extraction tools (e.g., natural
language processing, automated annotations, etc.) has enabled
companies to aggregate large volumes of good quality EHR data
from fragmented (i.c., unaffiliated) clinical sources (e.g., sole
practitioners, clinics, hospitals, etc.) distributed throughout the
US and the rest of the world.

Digital Health Legal Issues

There are many important legal issues that apply to digital
health. These issues can be broadly divided into two categories:
intellectual property rights (IPRs); and regulatory compliance.

With respect to IPRs, there are registrable IPRs (e.g., patents,
copyrights, etc.) and unregistered IPRs (e.g., data rights, trade
secrets, know-how, etc.).

Patents and copyrights

With respect to digital health and patents, the most burning issue
is subject-matter patentability (or what qualifies as patentable). A
series of US Supreme Court cases in the past 10 years have cast
a shadow over the patentability of software (See Alice Corpora-
tion Pty. 1td. v. CL.S Bank International) and diagnostic methods
(See Mayo Collaborative Services v. Promethens Laboratories, Inc.’ and
Association for Molecular Pathology v. Myriad Genetics, Inc).* Success-
fully navigating these patentability hurdles is often a critical part
of protecting the substantial investments that companies make
in bringing their digital health solutions into the marketplace.
Some recent US Supreme Court and Federal Circuit cases have
begun to chip away at the patentability hurdles for diagnostics
innovation (See Hikma Pharmaceuticals USA Inc. v. Vanda Pharma-
centicals Inc.” and CardioNet, I.1.C v. InfoBionic, Inc)® and the current
expectation is that future cases will continue to swing toward
protection of this important area of innovation. In other juris-
dictions around the world, computational software-driven inno-
vations face similar hurdles toward patentability.

Copyrights can be used to protect software, including code for
learning platforms such as various machine and deep-learning
models. Copyrights can also be used to protect databases and
some types of data content that which is itself original (e.g., struc-
tured compilations of genomic sequencing data, structured compi-
lations of images, audiovisual recordings, detailed diagrams, etc.),
but cannot protect factual data (e.g., raw genomic sequencing
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data, metabolite data, proteomics data, etc.). However, there may
be other legal mechanisms that can be used to protect factual data,
such as contract law and trade secret protection.

Trade secrets

Because of the current limitations of patent law, trade secret
protection plays an outsized role in protecting digital health
innovation relative to other industries. However, trade secret
law has inherent limitations that make it less protective of inno-
vation than patents. For example, trade secret law does not
protect against third parties independently developing identical
solutions (i.e., digital health innovations) and it requires that the
trade secret owner marks their trade secrets and demonstrates
that they are taking active measures to ensure that their trade
secrets are not misappropriated.

Digital health solutions tend to both generate and utilise large
quantities of health data; therefore, data rights are a vital compo-
nent of digital health IPRs that need to be protected. This is
particularly true for digital health solutions that are powered
by AI/ML algorithms as the accuracy of their predictions are
largely determined by their training using large quantities of
quality training data.

As discussed above, raw factual data is generally not protect-
able under copyright law, so the primary means used to guard
data rights is currently with contract and trade secret laws. As
the value of health data rights increases, the expectation is that
the body of law dealing with data rights protection will also
evolve to more adequately safeguard the rights of data owners.

Regulatory Legal Issues

Moving beyond IPRs, compliance with state and federal regu-
lations is also essential for digital health companies secking to
successfully develop, market or implement digital health solu-
tions in the US.

Data privacy

Continued access to medical data relies on patient trust and the
laws and regulations that underpin that trust. As data gathering
and access are critical components of most digital health solutions,
it is vital that digital health companies adopt data privacy policies
and infrastructure that are compliant with the data privacy laws
and regulations of the jurisdiction(s) in which they operate.

In the US, the most pertinent data privacy laws are the Health
Insurance Portability and Accountability Act (HIPAA), California
Genetic Information Privacy Act (GIPA), California Consumer
Privacy Act (CCPA) and the Virginia Consumer Data Protec-
tion Act (CDPA). The jurisdictional boundaries of the HIPAA,
GIPA, CCPA and CDPA are carved out based on both the entity
gathering the data (HIPAA-Covered Entities and their Business
Associates) and the legal residence of the individual whose data
is being gathered. That is, the HIPAA only applies to a statuto-
rily defined group of Covered Entities such as health plans (e.g,,
health insurance companies, Medicare, Medicaid, etc.), health-
care clearinghouses (e.g., billing service, community health infor-
mation systems, etc.), and healthcare providers (e.g., physicians,
clinics, hospitals, pharmacies, etc.) that are considered traditional
healthcare data custodians. Importantly, this leaves a coverage gap
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for non-traditional healthcare data custodians such as the tech-
nology companies (e.g., Amazon, Apple, Facebook, Google, etc.)
that have recently entered the healthcare marketplace through
their IoT and mobile app product offerings that can diagnose and
treat healthcare-related issues. The first state to attempt to fill the
HIPAA coverage gap was California when it enacted the CCPA in
2018. The CCPA provides privacy rights and consumer protec-
tion for data obtained from residents of California irrespective of
the type of business. The California GIPA came into effect in
2022 and it places data collection, use, security and other disclo-
sure requirements on direct-to-consumer genetic testing compa-
nies and provides their customers with access and deletion rights.
The Virginia CDPA came into effect in 2023 and is the most
recent state-level data privacy law to come into effect. It lays out
clear regulations for companies that conduct business in Virginia
regarding how they can control and process data. It also gives
consumers the right to access, delete and correct their data, as well
as opt-out of personal data processing for advertising purposes.
Generally, the HIPAA, GIPA, CCPA and CDPA regulate how
businesses collect, handle and protect an individual’s personal
information (PI) to ensure their privacy and give them control
over the sharing (informed consent) of their PI with third parties.

US Food and Drug Administration (FDA) regulatory

Another set of regulations that digital health companies need
to consider are those that regulate the safety and efficacy of
digital health solutions. The Federal Food, Drug and Cosmetic
Act (FFDCA) and related laws are federal statutes that regulate
food, drugs and medical devices. The FFDCA is enforced by
the FDA which is a federal agency under the US Department of
Health and Human Services.

Depending on whether the digital health solution is a
device, system or software, the FDA may enforce a number of
different regulations and programs, including: 510(k) certifica-
tion; Premarket Approval (PMA); Software as a Medical Device
(SaMD); Digital Health Software Pre-certification Program
(Pre-Cert Program); and Laboratory Developed Test regu-
lated under the Clinical Laboratory Improvement Amendments
programme. One technology area of focus for the FDA recently
is AI/ML-powered digital health software, which is dynamic by
design and thus poses particular challenges for the FDA as the
current regulatory regime is based on software being static by
design. The FDA recently launched a Digital Health Center of
Excellence to further the advancement of digital health solutions
and address the unique regulatory issues they pose.’

State-specific practice of medicine laws (telehealth and

virtual health)

For telehealth and virtual health companies that provide physi-
cian consultations across state lines, the Interstate Medical
Licensure Compact Commission regulates the licensure of
physicians to practice telemedicine in member states.

The Interstate Medical Licensure Compact (IMLC) speeds
up the licensure process for physicians practising telemedi-
cine as it eliminates the need for them to individually apply for
licences in each state they intend to practise in by allowing them
to obtain an IMLC licence that is valid in all states that have
joined the compact. The following states have joined the IMLC:
Alabama; Arizona; Colorado; Idaho; Illinois; lowa; Kansas;
Maine; Maryland; Michigan; Minnesota; Mississippi; Montana;
Nebraska; Nevada; New Hampshire; Pennsylvania; South
Dakota; Tennessee; Utah; Vermont; Washington; West Virginia;
Wisconsin; Wyoming; and the District of Columbia and Guam."
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The Stark Law and Anti-Kickback Statutes (AKSs)

Telehealth and virtual health providers who enter into business
arrangements with third parties that incentivise care coordina-
tion and patient engagement are also subject to federal Stark
Law and AKSs.

The Stark Law (or physician self-referral law) prohibits refer-
rals by a physician to another provider if the physician or his
immediate family has a financial relationship with the provider.
The AKSs, meanwhile, bar the exchange of remuneration
(monetary or in kind) for referrals that are payable by a federal
healthcare programme like Medicare.

These laws provide another necessary consideration for tele-
health companies as they can hinder opportunities for large
health systems and companies to work together and to help
smaller systems and hospitals develop their own platforms or
take part in a larger telemedicine network."

State and federal medical reimbursement laws and

regulations

2020 has been a banner year for telehealth. Even before the
COVID-19 pandemic, the remote care delivery model had been
gaining traction among patients, particulatly those who have
grown up with technology.

Currently, all 50 states and the District of Columbia now
provide some level of reimbursement coverage for telehealth
services for their Medicaid members. At the federal level, the
Mental Health Telemedicine Expansion Act was passed as part
of the Omnibus Appropriations and Coronavirus Relief Package
and the CONNECT for Health Act of 2019 and has been intro-
duced but not passed.

Conclusions

The digital health sector experienced explosive growth even
before the COVID-19 pandemic accelerated its adoption by
mainstream payors, providers and patients. With the continued
rapid pace of change in digital health, the expectation is that the
delivery of healthcare will continue to transform. Within this
transformation there will be some common themes.

The ability to gather data, generate clinical insights and trans-
form those insights into actionable clinical solution(s) will form
the foundation of value creation within digital health. In this
paradigm, data access becomes the new “oil rush” as data will
fuel the analytics engines behind many future digital health
solutions. As a result, traditional technology players such as
Amazon, Apple, Facebook and Google, may create substantial
competition for traditional healthcare providers. It remains to
be seen whether those advantages will translate to success in the
digital health marketplace.

Clinical adoption of digital health solutions will continue to be
a challenge as there are significant clinician concerns about how
to safely integrate these solutions into their day-to-day practice.
Moreover, digital health companies must navigate the myriad of
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state and federal regulations/laws relating to data privacy, FDA
regulatory, practice of medicine, and medical reimbursement in
order for their solutions to be even accessible by clinicians in
the first place.

Lastly, there are brewing geopolitical factors that may impact
how well digital health companies succeed in the marketplace.
Regional regulations on health data access and usage (e.g.,
General Data Protection Regulation, HIPAA, CCPA, etc.), reim-
bursement and product approval are additional requirements
to contend with for companies that are foreign to the jurisdic-
tion. Also, many countries have begun to aggressively invest in
the gathering of healthcare data (especially whole genome data)
on a national level, which can potentially be leveraged to give
domestic companies an edge over foreign ones. Examples of
this are the UK Biobank Whole Genome Sequencing Project
and Beijing Genome Institute (BGI) Million Chinese Genome
Project. Itis conceivable (and likely) that the UK and China will
implement data-access policies that specifically benefit domestic
digital health companies to give them a home-grown advantage.
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Investing in Digital Health

Norton Rose Fulbright
Venture Lab NGK SPARK PLUG

1 Introduction

Although the digital health market did not escape the 2022
venture-investing downturn, there is light ahead. As the sun
emerges, digital health companies with strong value proposi-
tions and strategic milestone choices should be able to ride post-
pandemic tailwinds through the incipient recession. Simultane-
ously, investors and investees must pay special attention to legal
issues put front and center by the digital evolution of healthcare.

2 Digital Health Investing

The market for digital health investing has seen dramatic
changes in the last three years. Here we examine the impacts of
the coronavirus pandemic, headliner fund losses and recession.

2.1 COVID’s impact on digital health

COVID not only drove the digital health explosion, but also
acted as a timely accelerator for the opportunities created by
converging technology with healthcare. Consider virtual care
growth: telehealth utilization saw an explosion from 0.1% to
70% utilization and eventually plateaued to 40%. Not only did
the pandemic teach consumers how to think about their health-
care needs in an accelerated manner, it also taught health systems
providers, insurance companies, and digital health vendors how
to calibrate a healthy balance between virtual care and brick-
and-mortar care.

COVID pushed providers to think outside the box and test
the limits of virtual care — now remote patient care offerings
are succeeding in this tailwind. Moving forward, remote moni-
toring gives providers an economically sustainable way to keep
up with their patients and effectively triage patient populations.

2.2 Digital health investing in a recession

Much like how COVID was an accelerant towards certain health-
care drivers, economic recession accelerates the failure of unsus-
tainable business models. A recession acts like a filter on the
digital health market, as with most markets; companies that do
not have a sustainable business model often cannot raise money
and naturally sunset. Without a completely dialed-in value prop-
osition, a recession can undermine a company. In comparison,
companies with clear value propositions and customer targets
can weather the storm. As such, investors will likely focus on
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portfolio management and supporting thoughtfully structured
portfolio companies.

In order to overcome this filter, digital health companies
may have to run an obstacle course of interrelated hoops — all
while juggling value propositions, differentiation, price points,
and exclusivity. Differentiation based on a clear value state-
ment within the competitive landscape and an aligned pricing
model may improve the odds. Strong intellectual property road
maps built prior to a recession further insulate against inflexible
times. (See Section 3.2 for further explanation.) Depending
on the sector and price point, exclusive licensing can be a valu-
able tool.

Consider a biotech startup evaluating an exclusive license.
Licensing to Distributor X may make a positive market assertion
and take a faster route to market, but in exchange the startup
is beholden to Distributor X as its sole licensee. The startup’s
pricing power will diminish over time and must be balanced
against the quantity of the upcoming sale cycle in order to make
the license worthwhile.

In 2023, as panic due to the pandemic and Softbank losses
fade into the rearview mirror, the M&A market should be
vibrant. Benchmarks are shifting during the recession; institu-
tional investors are slowing deployment of capital, focusing on
portfolio company management and seeking liquidity. Gone are
the days of trading on two-to-three years of projected revenue
— now, investors are trading on the last 12 months and perhaps
the next 12 months. While some markets are holding steady,
like the home care ecosystem, commodity assets are trading
at 20-30% decline in valuation. Sky-high valuations common
during the pandemic have dipped, and will continue to dip in
non-core areas.

As the recession interrupts funds’ four-to-six year funding
cycles, expect existing and new funds to react differently.
Well-established funds with strong reputations and an existing
LP (limited partner) base will likely focus on their existing port-
folio and deploy capital on their current cycle — with perhaps
slight pullback on commitment or fund size. These funds will
not have as much trouble raising the next fund thanks to their
existing LP base. In comparison, first- or second-time funds are
struggling to raise capital in this risk-averse environment. These
funds are less likely to incept and will push out fundraising. In
both circumstances, sales cycles are longer and capital needs of
portfolio companies are higher, so the capital is being pushed
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out one way or another. Willingness to invest in any company
by any fund — whether first, second, or sixth — is tough, but an
opportunistic play nonetheless.

To adjust to these circumstances and continue to raise funds,
choose milestones strategically: target assets that are mean-
ingful to investors and achievable for the company. In the digital
health space, percentage of investment is not proportional to
percentage of success — perhaps a $20 million round allows a
startup to reach a milestone while a $10 million round would
only get 10% of the way there. Focus on clear differentiators,
for once the storm clears, rebounds will occur. Weathering
the fundraising storm and inception of a fund in a down cycle
produces an excellent vintage in a buyer’s market.

Consider a startup that filed only seven patent applications
in the last four years but now has 12 issued patents in this year
alone. The startup has produced better results by budgeting for
fewer, high-quality applications than it would have produced by
filing more, low-quality applications. Now, the startup’s inves-
tors see more value from the 12 issuances than they would have
seen from excessive but unsuccessful applications.

3 Legal Considerations for Digital Health

Given the funding situations in the current economic climate,
using a solid legal strategy to exploit a company’s differentiators
is a must, now more than ever. To this point, the legal consid-
erations for digital health companies and investors include key
data-rights strategies and IP strategies.

3.1 Due diligence in digital health

Digital health companies considering due diligence should

prioritize data-rights strategy and IP strategy. We also consider

open-source data within this context.

1. Data-rights strategy: Digital health companies must map
their data from cradle to grave; from where it originates,
through upstream handling by other entities, and to down-
stream deployment, a company must know the consents
attached to the data at each stage. The company must also
secure the necessary data rights to use and deploy the data
as it sees fit. If any of the data lines are broken by bad data
rights agreements or lack of (or proper) consent agreements,
the AL/ML model trained by the data will be in peril.
Consider a startup spun out of a university research insti-
tute. Initially, the researchers identify new biomarkers
for a disease state by pulling data from Clinic X to train
an Al model. This Al model then becomes a diagnostic
tool used by the spun-out startup. However, if the data
privileges from Clinic X were only for non-commercial
use (e.g., research use only), the startup’s diagnostic is
non-commercializable.

2. IP strategy: Often, IP strategy flows from data strategy,
since patents and trade secrets are regularly developed
off the backs of the data and corresponding analytics.
However, IP strategy centered on proper timing stands
alone when a tool is not data-based. In developing a
product towards a commercial purpose, IP will or will
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not emerge; filing patents for the sake of investors alone
can harm company credibility. Instead, demonstrating a
strong IP strategy centered on an 18—24 month road map
of data and IP protection can build investor confidence.
IP strategy timed on product development aligns investors
with the company’s underlying motivations. This includes
Freedom to Operate (FTO) analyses, which often should
not be properly conducted until the product is substan-
tially developed. Investors often pressure companies for
FTOs, but early analyses on uncompleted products do not
adequately protect the final product and incur additional
costs for additional analyses later on.

3.2 Patent strategy in a recession

Digital health companies can balance their IP needs with a
controlled budget by properly prioritizing their filings, thinking
strategically about patent cost, and choosing wisely how to
balance patent and trade secret protection.

In prioritizing patent filings, consider product, competi-
tors, and ingenuity. First, allocate budget to creating a strong
bubble around the product before it reaches the market. Second,
consider filings which extend past the core innovation to ancil-
lary solutions that can be easily adopted by competitors. Third,
file on creative, ingenious inventions that are not necessarily
attributed to a product or known competitor.

In considering patent cost, be strategic about the cost differ-
ence between preparing a patent application and prosecuting
an application. One application can be prosecuted in multiple
major territories including the US, Europe, China, and Japan.
Control costs by first generating a high-quality application and
then thoughtfully selecting territories in which to prosecute.

In protecting a product, choose wisely between patents
and trade secrets — the two coexist in digital health tools. If
a feature, solution, or product is patent eligible, reverse engi-
neerable, and disclosed in some form or fashion, it should be
patented. However, if the information is innovative but not any
of the above three, keeping that feature, solution, or product as a
trade secret is worth considering. Trade secrets exist by virtue of
remaining secret — so if the inventive information can be known
to a competitor via public disclosure, press release, user manuals,
websites, or independent discovery, it may be better protected as
a patent. The digital health industry faces the unique issue of
required disclosures with regards to both adoption and FDA
approval, both of which drive disclosure of a tool’s underlying
workflows and why the tool actually works. As such, between
adoption dynamics and FDA approval processes, digital health
companies need to balance both trade secret and patent protec-
tion in their IP strategy.

4 Conclusion

Thoughtful and vigilant business, data and IP strategies will help
digital health companies exit the receding pandemic and weather
the emerging recession. Advisors and startups should focus on
strong value propositions, strategic milestones, clear data-rights
paths, and aligned IP priorities to de-risk potential collaborations.
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Chapter 3

The Global Landscape of
Digital Health: A Comparative
Regulatory Analysis of Real-
World Evidence, Health Data,
and Artificial Intelligence/
Machine Learning in the United
States, Europe, and China

Ropes & Gray LLP

Introduction

The landscape of digital health has changed dramatically in
recent years, accelerated by the COVID-19 pandemic, which
necessitated an increased reliance on technological tools to
manage complex and multifaceted healthcare systems. Digital
transformations and other related analytical tools are increas-
ingly being applied to render basic and translational research
more efficient by simplifying data collection, analysis, storage,
and data mining throughout the product lifespan.

Digital health is the field of knowledge and practice associ-
ated with the development and use of enabling digital technol-
ogies to improve health. The field encompasses the concept
of eHealth for managing healthcare delivery and health surveil-
lance, as well as other digital health technologies, such as the
internet of things, artificial intelligence (‘AI’), big data, and
robotics. These technologies will become more important in
the way people manage their own health and in the way they
receive care. A more detailed discussion of the variable roles
of technology in healthcare, as well as a general overview of the
regulatory landscape, can be found in the book chapter titled
Global Landscape of Digital Health: Impact on Healthcare Delivery and
Corresponding Regulatory and 1egal Considerations (2021).!

The digital health market was valued at over US$200 billion in
2022, and it is projected to expand at a compound annual growth
rate of 18% from 2023 to 2030. Strains on healthcare delivery are
becoming more pertinent as we enter a global recession, fuelled by
inflationary pressures and geopolitical uncertainty. Moreover, all
countries face major challenges to prepare their health and social
systems for demographic shifts stemming from rising life expec-
tancy. An aging population is correlated with certain complex
health states, which can be medically challenging. Digital tools
can help assess the impact of higher chronic disease prevalence,
design systems that will improve the quality of patient care, and
evaluate the effectiveness of specific medical interventions.

This chapter describes the evolving regulatory landscape in
three major developing areas — real-world evidence (‘RWE),
health data, and Al/machine learning (‘ML) — across the key
jurisdictions of the United States, Europe, and China.

RWE

RWE is playing an increasingly important role throughout
the medical product life cyclee.  RWE can serve as mutually
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complementary evidence to those evidence generated from
prospectively designed, randomised-controlled studies (‘RCTs’)
to inform an evaluation of the safety and clinical effectiveness or
clinical performance of a new drug or new medical technology.
RWE can help determine the therapeutic value of a medical
intervention for the purpose of supporting coverage and re-
imbursement determinations. RWE can also support post-
market surveillance activities, optimising the safe and effective
conditions of use of an approved product or technology.

Regulatory authorities, including payers and health tech-
nology authorities, recognise RWE as a complementary data
source to support the development, approval, and surveillance
of new innovative products. Its place in safety monitoring and
disease epidemiology is well established. The wider application
of RWE is gaining some traction, notably for demonstrating
safety and effectiveness of prophylactic vaccines, such as
those approved for use in primary immunisation programmes.
However, the quality and reliability of the data sources are crit-
ical elements in determining whether the data can safely inform
regulatory decision-making.

In contrast with RCTs, which are conducted on highly selective
populations, RWE is collected from diversified data sources that
are outside the scope of RCTs and cannot be obtained through a
clinical-trial setting. RWE comprises real-world data (RWD?),
which may be compiled from electronic health records (‘eHRs’),
medical-claims databases, patient registries, patient-reported
outcomes, prescription-claims data, wearable-device data, and
companion apps, among other sources. Digital health tools are
critical to the generation and collection of RWD. However,
the quality of RWD varies considerably, and whether and how
it may be useful for various purposes, such as use in a regu-
latory submission, will depend on numerous factors, including
transparency around data sources, the manner in which data are
analysed, and the data’s fitness for purpose. For example, RWD
may be used in eHealth applications to help discover digital
health biomarkers to evaluate the effects of an intervention on
certain physiological functions, e.g., heart rate; digital interven-
tions using connected devices may be developed using RWD;
and digital health technologies can help conduct clinical trials
by collecting data, recruiting participants, managing data, and
reducing costs. Fundamentally, RWD and RWE should not
be viewed as a replacement for data generated from traditional
clinical trials, though greater availability of RWD, increasing
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comfort by regulators, and legislative and policy changes in key
jurisdictions will undoubtedly contribute to more widespread
acceptance of RWD and RWE in the near future.

The Food and Drug Administration (‘FDA’) approves new drugs
and medical devices according to varying evidentiary stand-
ards. For drugs, a sponsor must show substantial evidence of
effectiveness, defined as ‘evidence consisting of adequate and
well-controlled investigations, including clinical investigations,
evaluating the effectiveness of the drug’? While drug appli-
cations must be supported with adequate and well-controlled
studies, the evidentiary standard for approval or clearance of
medical devices is significantly more flexible. Devices to be
approved via a premarket application must demonstrate valid
scientific evidence, defined as ‘evidence from well-controlled
investigations, partially controlled studies, studies and objective
trials without matched controls, well-documented case histories
conducted by qualified experts, and reports of significant human
experience with a marketed devices, from which it can fairly and
responsibility be concluded by qualified experts that there is
reasonable assurance of the safety and effectiveness’,’ while those
to be cleared via the 510(k) process must show substantial equiv-
alence to a predicate device, which #ay require clinical data.

FDA has made clear that RWE may constitute an adequate
and well-controlled study, and therefore form the basis for
approval of a new drug or biologic product or indication, in
certain circumstances. Reliance on RWE is most common
in the rare disease context, although it is still fairly limited
for drugs and biologics on the whole. RWE has been used
to support FDA decision-making for drugs and biologics in a
variety of ways, including safety signal evaluation, incorpora-
tion of RWD within the context of an RCT, use of synthetic
control arms, and use of observational study data as evidence of
efficacy for a new indication. The RWE used to support FDA’s
decision-making has come from a variety of RWD sources,
including eHRs, registries, and medical-claims databases. Reli-
ance on RWE to support product approval or clearance is signif-
icantly more prevalent for medical devices than for drugs and
biologics. This disparity can, in large part, be attributed to the
more flexible evidentiary standards applicable to medical device
approval or clearance, although the increasing prominence of
‘connected devices’ from which RWD can be obtained is also an
important factor. Such approved and cleared devices have been
diverse in their usage of RWE, including RWE as the primary
source of clinical evidence; prospective randomised trials nested
within RWD sources; control arms and objective performance
goals for evaluating the next generation of devices; and diverse
RWD sources that may be combined to generate RWE.

In recent years, FDA has issued extensive guidance regarding
the use of RWE to support regulatory submissions, driven by
legislative requirements as well as increasing availability and use
of RWD. The FDA guidance issued so far describes impor-
tant high-level principles that sponsors should keep in mind
when planning to utilise RWE in a regulatory submission, but
does not provide much detail on what specific study designs,
data soutces or analytical methods may or may not be consid-
ered sufficient by the agency to meet evidentiary requirements.
FDA has repeatedly underscored that sponsors should engage
early and often with the agency during the product develop-
ment process, because whether RWE will be sufficient to meet
evidentiary standards largely remains a case-by-case assessment.

The guidance that has been released so far explains that,
broadly speaking, FDA evaluates the use of RWE in marketing
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applications by considering: (i) whether RWD are fit for use;
(ii) whether the trial or study design used to generate RWE can
provide adequate scientific evidence or help answer the regulatory
question; and (iii) whether the study conduct meets FDA regula-
tory requirements (e.g., for study monitoring and data collection).
For both drugs and devices, RWD must be both relevant and reli-
able to support regulatory decision-making. Relevance pertains
to whether the data capture relevant information about exposure,
outcomes, and covariates, while reliability includes data accrual
and data quality control. For study sponsors, this emphasis on
relevance and reliability means that they must: thoroughly docu-
ment and justify data source selection; finalise the study protocol
and statistical analysis plan prior to reviewing outcome data and
performing analyses; include an audit trail in datasets to monitor
access to the data; consider approaches to ensure that necessary
data can be obtained from the data source(s) selected, such as
using data linkages, distributed data networks, and AT tools for
handling unstructured data fields; and ensure patient-level data
access can be provided to FDA as needed and that source data
can be available for inspection. While use of RWD and RWE
may provide more flexible approaches to product development,
the bottom line is that sponsors should not expect RWD and
RWE to provide a shortcut to product approval or clearance.
Sponsors should work to: stay abreast of FDA guidance and
approval precedent developments; design studies with the neces-
sary rigour to meet applicable FDA evidentiary standards; select
data sources with an eye to ensuring relevance and reliability;
conduct diligence to ensure RWD sources have appropriate
rights to data and have structured/curated data in accordance
with study needs; and ensure that appropriate data arrangements
and privacy controls are in place.

More guidance on RWD and RWE is expected throughout
2023, as well as a public workshop to discuss RWE case studies.
The FDA is also commencing a programme, known as the
Advancing RWE Pilot Program, that seeks to improve the quality
and acceptability of RWE-based approaches to supporta change
in labelling for effectiveness or to meet post-approval study
requirements; among other things, the pilot will provide dedi-
cated, product-specific RWE guidance to sponsors who qualify
for the programme and will facilitate public information-sharing
regarding successful RWE approaches. Continued policy devel-
opment is also expected for medical devices.

In addition to the regulatory standards and evaluations appli-
cable to RWD and RWE, there are also a plethora of privacy
issues that arise in this context (in any jurisdiction, not just the
United States). Though we will not cover those in detail here,
any sponsor looking to leverage RWD or RWE in a regula-
tory submission should be cognisant of the applicable laws and
liabilities and ensure that appropriate steps are taken to preserve
privacy for those whose data are being used.

While FDA has kept up a swift pace of issuing new guidance
concerning RWD/RWE, key questions remain. For example,
the specific situations in which FDA will be willing to rely on
RWE in regulatory decision-making are not yet clear, and FDA
has not clarified what study designs, analytical methods, and
data sources will be acceptable in regulatory submissions.

In the United Kingdom (‘UK’), the Medicines and Healthcare
products Regulatory Agency (‘MHRA”) published its guidance in
December 2021 on the use of RWD in clinical studies to support
regulatory decisions. In January 2022, the National Institute for
Health and Care Excellence (‘NICE’) published a Health Tech-
nology Evaluation Manual formalising the acceptability of RWE
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as a source of evidence to inform cost-effectiveness assessment.
In NICE’s view, RWE can improve the understanding of health
and social care delivery, patient health and experiences, and
the effects of interventions on patient and system outcomes in
routine clinical settings. NICE’s Strategy 2021 to 2026, which
sets out the entity’s five-year vision, includes a plan to use RWE
to resolve gaps in knowledge and improve patient access to new
innovations. NICE published a RWE framework in June 2022
to build on this goal. The framework aims to identify when
RWE can be used to reduce uncertainties and improve the
health technology assessment, and to describe the best practices
for planning, conducting, and reporting RWE to improve its
quality. The framework’s core principles are to: (i) ensure data is
of good provenance, relevant, and of sufficient quality to answer
the research question; (ii) generate evidence transparently and
with integrity throughout the process; and (iii) use analytical
methods that minimise the risk of bias and characterise uncer-
tainty. These principles underpin guidelines on study conduct,
assessing data suitability, and methods for real-world studies.

In July 2022, the EMA endorsed the joint statement of the
International Coalition of Medicines Regulatory Authorities
(‘ICMRA) pledging to foster global efforts to further enable
the integration of RWE into regulatory decision-making. The
global collaboration efforts focus on four specific pillars,
namely: (i) harmonisation of terminologies for RWD and RWE;
(i) regulatory convergence on RWD and RWE guidance and
best practice; (iii) readiness to address public health challenges
and emerging health threats; and (iv) transparency.

The EMA has recognised that patient registries could be rich
data sources to collect uniform data over time on a population
defined by a particular disease, condition, or exposure. Such
registries can play an important role in monitoring the safety of
medicines. Since the launch of the initiative for patient regis-
tries in 2015, the EMA together with the relevant external
stakeholders has explored ways of expanding the use of patient
registries by introducing and supporting a systematic and stand-
ardised approach to an evaluation of benefit-risk of medicines.

In November 2022, the EMA began the first RWE studies
under its Data Analysis and Real-World Interrogation Network
‘DARWIN EU’ initiative. DARWIN EU will be key to Euro-
pean regulators’ vision of enabling the use of RWE and estab-
lishing its value for regulatory decision-making on the devel-
opment, authorisation, and supervision of medicines in Europe
by 2025. This EU-wide network will allow the access and
analysis of healthcare data from across the EU. The data avail-
able to DARWIN EUs first set of data partners — which include
both public and private institutions — will be used for studies
to generate RWE that will support scientific evaluations and
regulatory decision-making. The first three studies will focus
on: rare blood cancers; drug use of valproate; and antimicrobial
resistance. DARWIN EU aims to have 150 such RWE studies
per year by 2025.

In China, the National Medical Products Administration
(‘NMPA’) has promulgated several guidelines on the use of
RWD and RWE in recent years, including: Guidelines on Using
Real World Evidence to Support Drug Development and Review
(2020); Technical Guidelines on Using Real World Studies to
Support Paediatric Drug Development and Review (2020);
Technical Guidelines on the Application of Real World Data in
Clinical Evaluation of Medical Devices (2020); Guidelines on
Real World Data to Generate RWE (2021); and Guidelines on
Communications for Real World Evidence Supporting Drug
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Registration Application (2023). These guidelines emphasise
the quality of RWD and suggest that RWE derived from RWD
could support clinical evaluation throughout the life cycle of
both drugs and medical devices, including premarket and post-
market clinical assessments. FEchoing similar guidance from
the FDA and EMA, the NMPA guidelines suggest that RWE
may increasingly serve as supplementary evidence in medical
device clinical evaluation, but it cannot replace the current clin-
ical evaluation pathway. Additionally, a few challenges remain,
including limited data accessibility and data sharing, as well as
data accuracy, completeness, and consistency.

A unique opportunity for medical devices to gain faster
market access in China is the Hainan Bo%o Pilot Programme,
which provides a pathway for importing new drugs and devices
without Chinese approvals. In 2013, the People’s Republic of
China (‘PRC’) State Council decided to set up the Lecheng Inter-
national Medical Tourism Pilot Zone ((BMTPZ’) as a pilot zone
for the promotion of international medical tourism. In 2018,
the Chinese Central Government announced the entire Hainan
Province (where BMTPZ is located) as the 12 free trade zone in
China. The government also called for full implementation of
the favourable policies granted to BMTPZ in 2013. These poli-
cies include: allowing importation of a small amount of drugs
to meet urgent clinical needs for use in designated hospitals;
allowing cutting-edge medical research projects, such as stem
cell studies; and reducing tariffs on medical devices and drugs.
Drugs imported under these policies can benefit from an accel-
erated special-approval process, and clinical data generated from
this pilot programme can be used to support new drug applica-
tions in China. All drugs are entitled to zero-tariff treatment.

Unapproved medical devices that address urgent clinical
needs can also be imported to Hainan for use in designated
hospitals in the BMTPZ. In 2018, the Hainan People’s Govern-
ment issued the Interim Regulation on Administration of
Importing Medical Devices for Urgent Clinical Use in BMPTZ.
An updated version of this regulation was promulgated in 2020.
This regulation provides detailed guidance on the applica-
tion and approval process for medical devices that have been
approved abroad but have not been approved in China and are
not replaceable by medical devices already registered in China.
RWD generated from the use of medical devices under this
policy can be used to support imported medical device regis-
tration applications in China. Medical devices are not eligible
for zero-tariff treatment unless they are for use by the owner
only as manufacturing equipment, but their import duties may
be reduced over time.

On 18 April 2022, China’s Center for Medical Device Eval-
uation (‘CMDE’) and the Hainan Medical Products Admin-
istration jointly issued the Communication Procedures for
Pilot Medical Devices Real-World Data Application Projects
in BMTPZ (for Trial Implementation). Overseas manufac-
turers can apply to conduct real world studies to collect RWD
as local clinical evidence to support their product registration in
China. Because China does not have a formal pre-submission
channel like the U.S. FDA, this guideline established a more
formal communication process, as well as roles and responsibili-
ties between CMDE and overseas manufacturers. Additionally,
according to reports, a regional RWD database may be launched
in Hainan to enable total product life cycle supervision.

RWD in Hainan is generated from multiple sources, including:
electronic medical records when patients receive treatment in
BMTPZ; information spontaneously reported by patients; diag-
noses, treatment data, and follow-up visit data generated in
the patients’ place of residency; and information related to the
device and its adverse events that is reported to the drug admin-
istrative authorities in Hainan.

Digital Health 2023

© Published and reproduced with kind permission by Global Legal Group Ltd, London




The BMPTZ faces certain practical challenges; in particular,
RWD is auxiliary to clinical-trial data in supporting marketing
approvals in China. Most successful approvals have involved both
BMTPZ RWD and overseas clinical data. Despite its challenges,
the BMPTZ represents an important opportunity for interna-
tional drug and device manufacturers and medical research insti-
tutions to swiftly enter China’s growing medical market.

There is also much room for development in the area of inter-
national harmonisation across jurisdictions, though some collab-
orative momentum has been built in recent years due to the
COVID-19 pandemic. For example, in summer 2022, ICMRA
released a joint statement acknowledging the need for greater
international alignment on RWE issues. The ICMRA members
pledged to foster global efforts to further enable the integra-
tion of RWE into regulatory decision-making, highlighting
the key areas of harmonisation of RWD and RWE terminol-
ogies, convergence on guidance and best practices, readiness,
and transparency. Though efforts like these have significantly
advanced the cause of international harmonisation, there is still
a long way to go until true international harmonisation will be
realised.

Health Data

Health data can be generated from various sources, ranging
from hospital or clinic visits to mobile wearable devices and
connected medical devices that can manage individual health
and wellness. The sharing of such health data is key to the devel-
opment of more personalised treatment and optimisation of
treatment interventions. Health data contribute to the sustaina-
bility of health systems by improving decision-making regarding
disease prediction and prevention and addressing public health
threats. Hence, the use of health data in health care delivery has
expanded rapidly in the past few years.

In the United States, wearable monitoring devices can track
and transmit health data to a patient’s health care professional
(‘HCP?) in real time; in the European Union (‘EU’), a central-
ised data store where EU citizens can access their health infor-
mation and ePrescriptions, called MyHealth@EU, is live in 10
Member States. Further, pilots are in the pipeline, particu-
larly in view of the recent European Commission’s proposal to
regulate different types of electronic health data. In the UK,
digital growth charts pioneered by the Royal College of Paedi-
atrics and Child Health rely on open-source coding to instanta-
neously calculate child growth predictions; and in China, large
databases contribute to aspects of the health care system ranging
from commercial health insurance to critical care medicine.

The frameworks governing health data, at both national
and international levels, continue to evolve. Major jurisdic-
tions continue promulgating guidance on cross-border transfer
mechanisms for personal data, reflecting the increasingly global
nature of health care delivery and clinical research. Data privacy
concerns and cybersecurity risks have intensified over the
course of the COVID-19 pandemic, and an increasing number
of medical devices are susceptible to such threats. In recent
years, multiple jurisdictions have issued new guidance on mini-
mising such risks.

In the United States, while there is no federal general data
privacy law, health data are governed by the Health Insurance
Portability and Accountability Act of 1996 (‘(HIPAA’). Further,
at the state level, the United States has increasingly seen states
passing their own privacy laws. California, Virginia, Colorado,
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Connecticut, and Utah have already passed comprehensive data
privacy bills, and many more states are considering passing data
privacy bills, including bills addressing health privacy and auto-
mated decision-making.* The increasingly complicated patch-
work of state laws has led to some rumblings that a new U.S.
federal privacy law could be in the cards, but the legislative
action seems to be at the state level for now.

At the international level, the European Commission may
soon recognise the United States as having an adequate data
protection framework. Such an adequacy decision would allow
a broad range of health-related companies with a United States
presence, including pharmaceutical, medical device, and digital
health companies, to more easily transfer health data from the
European Economic Area’ This issue is particularly salient
for entities involved in clinical research and telemedicine; for
example, the lack of adequacy decision has complicated the U.S.
National Institutes of Health’s ability to obtain data from studies
that contain European participants. In October 2022, President
Biden issued an Executive Order implementing a new US-EU
data transfer framework called the Transatlantic Data Privacy
Framework. In December 2022, the European Commission
issued its proposed adequacy decision for the United States
based on President Biden’s Executive Otrder. The Transatlantic
Data Privacy Framework would allow organisations to transfer
personal data freely from the European Economic Area to the
United States, without relying on transfer mechanisms such as
the EU Standard Contractual Clauses.® The European Commis-
sion’s draft adequacy decision will now undergo a review process
by the European Data Protection Board, EU Member States,
and the European Parliament, which can take six months or
longer. Some experts predict the release of a finalised adequacy
decision in summer 2023.

With respect to security more generally, in April 2022, the
FDA released the draft guidance document ‘Cybersecurity in
Medical Devices: Quality System Considerations and Content of
Premarket Submissions’. This draft guidance, which applies to
medical devices broadly and is not limited to the digital health
context, provides details about how device manufacturers should
integrate cybersecurity considerations into their quality systems,
and about what cybersecurity information should be included in
premarket submissions to demonstrate a reasonable assurance
of safety and effectiveness.” Additionally, in November 2022,
the FDA updated the Medical Device Cybersecurity Regional
Incident Preparedness and Response Playbook, which ‘outlines
a framework for health delivery organisations (‘HDOs’) and
other stakeholders to plan for and respond to cybersecurity inci-
dents around medical devices, ensure effectiveness of devices,
and protect patient safety’.?

In response to increasing use of big data derived from
various sources to support regulatory and market access
decision-making, greater scrutiny will be placed on the quality
of the data sources to determine whether the data can be relied
upon to inform regulatory decision-making.

Additionally, in May 2022, the FEuropean Commis-
sion proposed a regulation which would create a health data
ecosystem known as the European Health Data Space (EHDS’).
If adopted, the EHDS would fully harmonise electronic patient
records throughout the EU and facilitate the portability of
patient records across Member State borders. This colossal data-
base could be accessed for the purpose of providing health care
as well as secondary purposes such as policymaking and research
by industry. Each use would be underpinned by clear rules,
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common standards and practices, infrastructure, governance,
security, safety, and privacy. The Commission has ambitiously
communicated that its ‘target is for the Health Data Space to
start functioning by 2025”. However, significant challenges will
need to be overcome before the launch of the EHDS. Currently,
the proposal is in draft form awaiting the Committee’s decision.

In the EU and UK, personal data are governed by the EU
General Data Protection Regulation (‘EU GDPR’) and its
UK counterpart, the Data Protection Act 2018 (‘UK GDPR’)
(collectively, ‘GDPR’). GDPR is a sweeping data privacy law:
EU GDPR represented the biggest ever change to data privacy
laws, and it applies broadly — any organisation operating within
the EU, as well as any organisations outside of the EU which
offer goods or services to customers or businesses in the EU,
is subject to EU GDPR. UK GDPR has a similar extraterrito-
rial reach.

While representing a sea change in the protection of personal
data, GDPR also has shortcomings. For example, within the
healthcare space, GDPR fails to answer whether the training
data used to develop ML systems can be retained after the
project is complete and reused for other purposes, or whether
such data can be shared with third parties. Currently, parties
determine the use of such data through contractual negotia-
tions. However, due to the sensitive nature of health data, some
critics suggest that regulations should carve out the health care
industry and apply additionally stringent rules that do not allow
for certain commercial arrangements.

GDPR has set out the global regulatory standard for data
protection for several years, governing data processing and
cross-border data transfer in particular, but the tide appears to
be turning.’ In addition to major jurisdictions like China prom-
ulgating their own data protection laws (as discussed in more
detail adjacent), new laws within Europe atre also either under
negotiation or taking effect soon. Cybersecurity has been a
particularly hot topic, notably in light of recent high-profile
cyberattacks, such as a 2022 attack on an I'T service provider that
affected National Health Service (‘NHS’) resources. In January
2023, for example, the EU’s Network and Information Secu-
rity 2 Directive entered into force; this cybersecurity legislation
will implement security and reporting requirements across EU
states. Further, the proposed European Cyber Resilience Act
would regulate cybersecurity requirements for products with
digital elements. The main objectives are two-fold: (i) to facili-
tate the development of secure products with digital elements by
ensuring that hardware and software products are placed on the
market with fewer vulnerabilities and that manufacturers take
security seriously throughout a product’s life cycle; and (ii) to
allow users to take cybersecurity into account when selecting
and using products with digital elements.

Cybersecurity is also a priority in the UK. The UK govern-
ment announced in November 2022 that it would strengthen the
UK’s Network and Information Systems regulations, which were
established in 2018. The objective of the legislative proposal
was to improve the UK’s cyber resilience. Under the proposed
changes, digital service providers will face fines of up to £17
million if they fail to put in place effective cybersecurity meas-
ures. The legislative proposals included seven policy measures
seeking to address the increasingly sophisticated and frequent
cybersecurity threats facing UK companies. The proposed
changes will bring providers of outsourced I'T and ‘managed
service providers’ into the scope of the existing regulations.

Finally, in 2022, NICE unveiled its Early Value Assessment
for Medtech (‘EVA’) programme, which is an innovative new
approach to assessing digital health products that best reflect
system need and demand. This programme offers a rapid assess-
ment on the clinical effectiveness and value-for-money of such
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products. The methodological approach will explore in detail
the potential of technologies to: (i) address unmet medical need;
(i) assess existing evidence; and (iii) identify key gaps in the
market place. Once a technology receives a conditional recom-
mendation through EVA, NICE will work with manufacturers
to develop a plan to gather detailed evidence while the product
isin clinical use. The benefit of EVA is to support earlier patient
access to technologies that have the potential to meet system
needs. Unlike existing NICE guidance processes, EVA would
not require selected technologies to have generated a large
amount of evidence. Rather, the data would be generated incre-
mentally once the technology has been recommended for use in
the NHS.

The PRC’s data governance regime has evolved in recent years,
including the additions of the Cybersecurity Law in June 2017
(which regulates cybersecurity and the construction, opera-
tion, maintenance, and use of networks in China); the Biose-
curity Law in April 2021 (which regulates activities related to
biosecurity, such as the safety management of biological mate-
rials and data derived thetefrom); and the Data Security Law in
September 2021 (which applies to data processing activities in
China). Additionally, the Human Genetics Resources (‘(HGR’)
Regulation (2019) governs the processing of HGR data (defined
as data that derives from organs, tissues, cells, or other biospec-
imens that contain human genome or genes). The processing
of clinical-study data is subject to the HGR Regulation. On 22
March 2022, the Ministry of Science and Technology released
draft Implementing Rules on the Administrative Regulations on
Human Genetic Resources for public comment. These draft
rules will provide clearer guidance on how foreign entities can
make use of Chinese HGR. Most recently, the Personal Infor-
mation Protection Law (‘PIPL’) came into effect in November
2021. In addition to applying across the PRC, PIPL also has
extraterritorial applications, including: telemedicine services
offered to patients in the PRC; collaborating with researchers
in the PRC; and acting as a lead site for a multi-national clinical
trial with PRC-based sites. PIPL applies (i) where the processing
is for the purposes of providing products or services to individ-
uals located in China; (ii) where the processing is for analysing
and evaluating the behaviour of individuals located in China;
and (iii) under circumstances prescribed by laws and adminis-
trative regulations.

PIPL governs any ‘analysing or assessing activities of natural
persons inside the borders” of the PRC, even if the handling
activities take place outside of the PRC.Y  Accordingly,
conducting clinical research with research sites or research
subjects located in the PRC could involve activities that may
constitute ‘analysing or assessing activities’ of data subjects. For
example, PIPL applies to studies conducted through mobile
applications whereby subjects are enrolled remotely and the app
collects data on the subject’s physical condition or geographic
location through the subject’s mobile phone; or to wearable
devices that transmit health and other data to another country
for use in research. Health and biometric data qualify as ‘sensi-
tive personal information” under PIPL and qualify for additional
protections, including a requirement to collect separate consent
for processing such personal data.

PIPL requires all personal-information controllers that need
to transfer personal information out of Mainland China to
either: (i) pass a security assessment organised by the Cyber-
space Administration of China (‘CAC’); (ii) undergo certifi-
cation by specialised certification agencies in accordance with
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relevant regulations; or (iii) conclude a standard contract desig-
nated by China cyberspace regulators with the overseas recip-
ient. In September 2022, the Measures for the Security Assess-
ment of Outbound Data Transfers promulgated by CAC came
into effect. This regulation specifies that a security assessment
application must be filed with CAC if: (i) the data to be trans-
ferred abroad are important data; (ii) a critical information infra-
structure operator or a personal-information handler who has
processed more than 1,000,000 persons’ personal informa-
tion intends to transfer personal information abroad; or (iii) a
personal-information handler who has transferred the personal
information of 100,000 persons or the sensitive personal infor-
mation of 10,000 persons cumulatively since 1 January of the
previous year intends to transfer personal information abroad.
In December 2022, the National Information Security Stand-
ardisation Technical Committee released the Practical Guide to
Cybersecurity Standards — Specifications on Security Certifica-
tion for Cross-Border Personal Information Processing Activ-
ities V2.0. Further, in February 2023, the CAC released the
Provisions on Standard Contracts for Cross-border Transfer
of Personal Information, which will become effective on 1
June 2023. Moving forward, personal-information controllers
and overseas recipients are expected to conclude the standard
contract for data transfer outside of China using the standard
contractual clauses affixed to the Provisions. These guidelines
supplement and clarify PIPI’s personal information protec-
tion certification regime. These developments are reminiscent
of cross-border data transfer mechanisms under GDPR and
suggest that we may continue to see legislation detailing such
transfer mechanisms from major jurisdictions.

Evolving Landscape of Al and ML

ML — which uses statistical pattern-recognition capabilities —
and AT have increasing health care and life sciences applications,
and the regulation of Al as a medical device (‘AlaMD’) and soft-
ware as a medical device (‘SaMD?’) has rapidly evolved. SaMD
and other non-device software is used in the treatment and diag-
nosis of diseases and conditions underpinned by Al and ML, and
apps are now able to produce imaging analytics, connect HCPs
with one another, monitor medication adherence, and commu-
nicate felt experience during treatment with HCPs. For a more
thorough discussion of the regulatory framework governing Al
and ML in these key jurisdictions, see .4 Cross-Border Regulatory
and Public Policy Analysis of Machine Learning and Artificial Intelli-
gence: The Future of AI in Life Sciences (2022).1

A key concern from a global perspective is the lack of general-
isability of AI/ML across jurisdictions. For example, the exact
definitions of AlaMD and SaMD vary across jurisdictions,
which poses challenges to regulators who may wish to pursue a
more unified global approach with such technologies. Addition-
ally, regulators have grappled with how to handle the inevitable
changes in AI/ML-enabled devices as they learn and develop.
However, better validation, documentation, and testing of AT/
ML-enabled devices will generally facilitate acceptance of such
devices across jurisdictions.

FDA guidance directly on point to the regulation of SaMD
with AT and ML components has to date been fairly limited,
given that such software is an emerging area of development.
However, the guidance that has been made available signals
significant agency investment in allowing AT and ML to be inte-
grated into SaMD as a general matter, while developing flexible
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regulatory mechanisms by which device changes due to AI/ML
components can be appropriately pre-approved as long as they
do not too significantly alter the functioning of the device.

In 2021, FDA released its Artificial Intelligence/ Machine 1.earning
(AI/ML)-Based Software as a Medical Device (SaMD) Action Plan,
highlighting that such technologies ‘have the potential to trans-
form health care delivery’, with the agency anticipating that
‘with appropriately tailored total product life cycle-based regu-
latory oversight, AI/ML-based [SaMD] will deliver safe and
effective software functionality that improves the quality of care
that patients receive’. This action plan followed the 2019 publi-
cation of FDA’s Proposed Regulatory Framework for Modifications to
Artificial Intelligence/ Machine 1earning (AI/ML)-Based Software as
a Medical Device (SalMD), which underscored that though FDA’s
historical typical sign-off has been on AI/ML-based SaMD
with ‘locked” algorithms — ones that do not change once released
into the market — the future lies in adaptive products that ‘learn’
with time and increasing numbers of inputs.

These guidance documents anticipate FDA review, during
the initial premarket review for an AI/ML-based device, of
a ‘Predetermined Change Control Plan’. Such a plan would
detail information about both the types of anticipated modifi-
cations to the software and the methodology underlying algo-
rithm changes, to ensure that the device remains safe and effec-
tive after the modification. FDA’s proposed framework further
clarifies, however, that subsequent regulatory reviews may still
be required, depending on the type of modification being made.

Greater clarity on this topic is coming soon, as in mid-February
2023 FDA sent a draft guidance document titled ‘Marketing
Submission Recommendations for a Predetermined Change
Control Plan for Artificial Intelligence/Machine Learning-
Enabled Device Software Functions’ to the White House for
review and potential publication clearance. The guidance, if
issued, will come on the heels of a recent statutory amendment,
which granted the FDA the authority to proactively sign off
on device changes, if consistent with a predetermined change
control plan.

As part of the EU’s Al Strategy, the Commission has proposed
a first-of-its-kind regulatory framework on AI comprising a
Regulation laying down harmonised rules on Al (the ‘AT Act’)
and a Directive on its associated non-contractual civil liability
profile (the ‘AT Liability Directive’). In its current draft, the AT
Act distinguishes between uses of Al that create unacceptable
risk, high risk and low/minimal risk. If adopted, high-risk AT
systems will need to meet comprehensive requirements, such as
those related to data governance, recordkeeping, transparency,
accuracy, and security. Low/minimal-risk uses of AI will need
to abide by transparency obligations. The AI Liability Direc-
tive seeks to give businesses legal certainty on their exposure to
liability, while simultaneously ensuring that the legal framework
is fit for the increasingly digitised economy. The new regime lays
down uniform rules for access to evidence and alleviation of the
burden of proof in relation to damages caused by Al systems,
thus establishing broader protection for an injured party to seck
redress. It also introduces a presumption of causality against
the developer, provider, or user. Given the novelty of these
proposals, their impact on businesses, and their cross-sector
application, it is anticipated that the progression of the AT Act
and the AI Liability Directive through the legislative process
over the course of 2023 will receive a great deal with scrutiny.

In contrast to the EU, the UK is currently pursuing a decen-
tralised approach to the regulation of AL Industry regulators,

ICLG.com

© Published and reproduced with kind permission by Global Legal Group Ltd, London




The Global Landscape of Digital Health

such as the MHRA, are charged with developing regulatory
regimes specific to the industries they regulate. In its Roadmap
of 17 October 2022, the UK MHRA published its Guidance
on Software and AT as Medical Device Change Programme
Roadmap. The guidance builds on the Government responses
to consultation on the future regulation of medical devices in
the UK and follows on from the Software and AT as Medical
Device Change Programme, which was published in 2021.
Among other issues, the guidance aims to ensure that SaMD can
be accurately distinguished from other products and promises
to update the national Borderlines Manual. However, some key
issues discussed in our recent publication'? remain under consul-
tation, including the need to formally define the concept of a
manufacturer for SaMD. For example, as apps often use open-
source code, any entity making modifications to the code may
inadvertently take on the responsibilities of the manufacturer of
this modified code if the software classifies as SaMD.

The UK Government’s Roadmap sets out a number of “Work
Packages’” addressing specific aspects of such devices, including
qualification, classification, premarket evaluation, post-market
surveillance, and cybersecurity. Several of the Work Packages
address ATaMD, specifically: Work Package Nine ‘AT RIG” aims
to clarify how ATaMD can best meet medical device requirements
for products utilising AT; Work Package 10 ‘Project Glass Box’
aims to improve user functionality and transparency in AlaMD
in the UK; and Work Package 11 ‘Project Ship of Theseus’ focuses
on the adaptability of AT across digital health. MHRA intends to
publish the specific guidance in a step-wise manner.

A report published by the UK Regulatory Horizons Council
in November 2022 outlines the need to make the AlaMD
regulatory process more open and transparent, to increase
the involvement of patients and public, and to improve regu-
latory clarity for manufacturers and users. The report recom-
mends building a critical mass of ATaMD experts across all key
industry gatekeepers (in the UK, this would include MHRA,
NICE, the Health Research Authority, and the Care Quality
Commission), to enable appropriate and sufficient scrutiny of
products entering into the marketplace.

China does not have legislation specifically regulating ATaMD
and SaMD; rather, the general medical device regulations apply
to medical device software products. However, the CMDE intro-
duced new Guidelines for Registration Review of Al-enabled
Medical Device in March 2022, which clarify the registration
process and standardise the technical review requirements for
AlaMD. These guidelines define ATaMD as medical devices
that use AT technology to analyse medical device data to achieve
a medical use; the guidelines do not consider products that base
their output on non-medical data or have non-medical uses to be
ATaMD. These systems’ value is judged by their generalisability,
which the NMPA monitors as an ongoing concern with require-
ments focusing on:

m  data acquisition: adequate and diverse data; the rationality
of data distribution; and the quality control of data collec-
tion, data set construction, and annotation;

] algorithm design: algorithm selection must be clear; training
data volume evaluation must prove the adequacy and effec-
tiveness of algorithm training; and the analysis of data
outputs such as false negatives and positives, repeatability,
robustness, real-time performance, and reproducibility; and

[ validation and qualification: clinical validation; and a
comprehensive analysis of the algorithm’s performance.
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The guidance also highlights specific data and information
security practices that companies should use to protect their
proprietary information, including diversifying patent portfo-
lios and streamlining the technical features of patent claims.
The guidelines add to a robust body of rules issued by NMPA
regarding the development and maintenance of SaMD.

Conclusion

The digital health revolution has transformed the delivery and
management of health systems. The enabling technologies also
transform how health-related data are collected, processed,
and captured to inform decision-making and improve patient
outcomes. Health data could also be potential secondary data
sources for clinical research in a real-world setting. Data are
considered health-related if they provide information on health
status or prognostic characteristics of individuals or populations
atlarge. ML and other digitalised analytical tools could substan-
tially improve data mining for the detection and surveillance
of a health-related event or emerging disease. Research based
on such applications could provide insights into causal relation-
ships between a treatment and its effects on human subjects.
Such sweeping technological and methodological advances
are bringing about a sea change in the global regulatory environ-
ment. Regulators from around the world are rethinking their
approaches, adopting regulatory models that are agile, iterative,
and collaborative to address the considerable challenges posed
by disruptive digital health technologies and methodological
approaches. In general, regulators are moving towards outcome-
based regulations, aiming to strike the right balance between the
need to foster innovation and the need to enforce the regula-
tors’ statutory role — to protect public health by preventing unin-
tended consequences of emerging technologies and novel analyt-
ical approaches. To enable the exchange of health data within the
increasingly globalised healthcare and life sciences ecosystems,
interoperability and cross-border collaboration on developing
internationally agreed standards will become a necessity in order
to identify data sources that are findable, accessible, interoperable,
and reusable. All these endeavours will likely be the next fron-
tier for better regulation of the healthcare and life sciences sector.
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Data Protection and
Data-Driven Digital
Health Innovation

Addleshaw Goddard LLP

Introduction

The United Kingdom (UK) enjoys a dynamic digital health
market characterised by innovation and growth, and encom-
passing both the private and public sectors. However, the devel-
opment of new digital health technologies (DHTSs) and solu-
tions continues to face a challenging and multifaceted legal and
regulatory landscape, including data protection laws, set for
reform.

The past year has seen organisations in the UK continue to
innovate, with a significant increase in the development, produc-
tion and implementation of data-driven medical technologies and
medical devices (MedTech), DHTs and digital transformation
initiatives within the healthcare sector.

These trends are set to continue into 2023, with constant new
ways for DHTs and devices to collect, track, analyse and utilise
personal data, including arguably more revealing personal data
such as specific genetic biomarkers and biological samples, on
course to progress accordingly.

The impact of continued developments within the digital health
sector will undoubtedly be significant, from both a patient- and
industry-supply perspective. Increased access to these novel data-
driven products could revolutionise the healthcare system in the
UK. Promoting digital transformation across the health and social
care system, the Government aims to embed digital technologies
in the system. Such ambitious reforms include: digitising health
and social care records; enabling digital diagnoses; expanding the
functionalities of the two principal national digital channels, the
NHS App and the NHS.uk website; devising clearer policies for
accrediting DHTSs that are likely to be adopted nationally by the
NHS with the National Institute for Health and Care Excellence
(NICE); and piloting a new early value assessment (EVA).

Aspiring to unlock the power of data, it is no surprise that the
Government would seize the opportunity to rethink and support
radical reforms. In the past year, significant changes to the data
protection regime in the UK have been contemplated, from both
a regulatory and a legislative perspective. At the heart of these
proposed changes is the Government’s drive to promote data-
driven innovation and to reduce regulatory burden in the post-
Brexit and post-pandemic UK landscape.

As highlighted by the Information Commissioner’s Office
(ICO) — the UK’ data protection supervisory authority —
the effectiveness of any data-driven innovation relies on user
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engagement and public trust. To ensure that patients are suit-
ably protected and to maintain public support for the continued
development of such technologies and solutions, organisations
must continue to take proactive steps to understand and meet
their obligations under the current data protection regime,
including those required by the UK General Data Protection
Regulation (UK GDPR), the Data Protection Act 2018 (DPA
2018) and the Privacy and Electronic Communications Regu-
lations 2003 (PECR), while also staying abreast of the poten-
tial impact of the Government’s proposed reforms in the digital
health sector.

Remote Patient Monitoring in Healthcare

The COVID-19 pandemic has seen many healthcare systems
around the world come under unprecedented strain due to staff
shortages, budget cuts and other financial pressures. Many
healthcare providers, including the NHS in the UK, have there-
fore adopted digital health solutions, such as remote patient
monitoring (RPM) initiatives, to respond to these challenges.

RPM initiatives collect patient data via DHT platforms,
MedTech and other digital products. The data collected is then
shared with a healthcare professional for clinical assessment and
diagnosis. The COVID-19 pandemic saw the adoption of RPM
initiatives by many hospitals around the world as a new way of
monitoring patients after their discharge from hospital, and in
2022, these RPM initiatives were utilised in other healthcare
contexts, such as the management of chronic medical condi-
tions. RPM initiatives and similar technologies are also increas-
ingly featuring in the NHS’s plans to transform the UK health-
care system; their use has been a focus in both the NHS 2022
delivery plan for tackling the backlog of elective care post-
pandemic,' and in the recent NHS publication? on the steps
taken to increase operational resilience in preparation for winter
2022/23.

Alongside their clear clinical benefits, including reduced
patient wait times, RPM initiatives come with a range of data
protection and privacy concerns; in particular, the sharing of
patient special-category data. To navigate this hurdle, NHS
England’s Transformation Directorate has published practical,
governance-focused guidance’ for the use of RPMs which high-
lights the importance of undertaking Data Protection Impact
Assessments (DPIA) prior to implementation, and of ensuring
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that contractual data-sharing terms are put in place with RPM
providers and relevant care partners, particulatly given that the
processing is likely to result in a high risk to the rights and free-
doms of patients. The guidance further sets out that DPTAs
should be continuously reviewed and updated while the RPMs
are in use.

The large volume of data obtained by RPMs and similar tech-
nologies allows developers to establish a strong evidence base to
analyse their performance and effectiveness. It also allows the
NHS to analyse the levels of public engagement and to consider
what improvements could be made in future service design and
delivery. However, much of the data obtained is special-category
(health) data relating to patients, so the lawful bases and legal
grounds under which the data can be used for other purposes,
including commercial purposes, are still limited at this time.

Artificial Intelligence (Al)

Al technology has huge potential to revolutionise healthcare
in expediting diagnosis and treatment as well as minimising
costs of delivery. The UK Government has recognised that
“Al-driven technologies have the potential to improve health
outcomes for patients and service users, and to free up staff time
for care”.* Recent developments have enabled a breakthrough
in heart disease screening,’ the prompt identification of people
with high-risk factors of hepatitis C (which is otherwise diffi-
cult to detect at an carly stage)® and the proactive screening of
tumour regrowth in cancer patients to enable earlier treatment
and improve outcomes.”

However, the potential for huge medical gain is matched by
high risks from a data protection perspective, which practitioners
need to be alive to and be able to mitigate. Various studies have
shown the importance of quality data input and the potential
for inherent bias in the data pool which can skew outcomes.® A
study conducted by the University of Oxford in relation to image-
recognition technology that was developed based on Al algo-
rithms to enable the classification of skin lesions showed that, as
the data input was largely based on Caucasian patients, the tool
struggled to identify lesions in patients with darker skin. Like-
wise, research on oximeters to spot early signs of falls in oxygen
levels, used increasingly during the COVID-19 pandemic, indi-
cated that they performed better on lighter skin'’ and therefore
delivered less favourable outcomes for ethnic minority patients.
Data obtained from spirometers, which measure lung capacity,
had also tended to indicate that ethnic minority users had lower
lung capacity, an assumption that arose from racial biases in the
data inputs into the Al tool. The ICO has rightly indicated that,
due to these risks to the privacy rights and freedoms of individ-
uals, AT will be one of its priority areas for regulation in 2023.

The ICO has also highlighted various considerations, directly
derived from certain of the data protection principles, to ensure
that the processing of personal data through Al is fair and lawful
when designing a tool based on Al technology, including:"

m  Privacy by design and default: Consider whether the
use of Al is necessary or whether the end goals can be
achieved by another, less high-risk, means. If Al is the
preferred route, then an assessment of the risks involved
should be carried out and appropriate safeguards put in
place to mitigate the privacy risks.

m  Transparency: Provide clear explanations of the deci-
sions being made by Al-technology systems to individuals
affected by such decisions.

[ Data minimisation: Limit the amount of data used, and,
to the extent possible, techniques such as perturbation or
the use of synthetic data or federated learning should be
employed.
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m  Mitigations: Implement appropriate safeguards to clean
and define the labelling criteria for the data inputs at the
outset, particularly given the potential for inherent bias in
the collection of data.

m  Security measures: Implement appropriate technical
and organisational measures, such as the debugging of AT
models, as a means of minimising the risk of unsatisfac-
tory outputs.

®m  Human review of Al decisions: Build into the tool the
possibility for meaningful human review of decisions
made by Al to be conducted by adequately trained and
suitably senior staff with authority to override an auto-
mated decision.

Ttis widely recognised that the legislative framework currently
in place to regulate AT in healthcare and more broadly is defi-
cient as it was put in place before AI technology was contem-
plated. The European Commission has attempted to address
this deficiency with its proposal for an AT Regulation (April
2021),"* which secks to more closely regulate high-risk AT
systems with a sliding scale of rules based on the perceived risk
to individuals.

For high-risk AT technology, the draft Regulation proposes
to embed the need for human oversight of decisions made by
AT tools and to promote data governance management practices
that support the use of quality data inputs. It also proposes to
impose penalties of up to €30 million or 6% of worldwide annual
turnover for non-compliance,” which surpass the maximum
penalties under the UK GDPR. Although the Regulation is still
in draft form, it could become the blueprint for other regula-
tors seeking to introduce similar legislation, so AI developers
should monitor the progression of the Regulation as a matter
of priority.

In the UK, the Government has indicated its intention' to
diverge from this legislative approach and to adopt a sector-
focused, non-statutory, light-touch regime which would seck to
regulate the use of Al through industry guidance and codes of
conduct. It would address high-risk concerns without placing
unnecessary obstacles in the way of innovation. The National
AT Strategy anticipates many Al-centric publications and
consultations over the next decade, including a policy paper and
white paper covering the Government’s pro-innovation position
on the governance and regulation of AT in the UK. However,
the Department for Digital, Culture, Media & Sport (DCMS) is
yet to provide further detail of its plans, so it remains to be seen
whether this proposed divergence from the approach in Europe
will materialise.

Consumer Healthtech

Year on year, there is a significant increase in the use of MedTech,
DHTs and digital initiatives by consumers, including wearable
technologies and health apps that track physical activity and
monitor various health conditions. This trend has continued
post-pandemic with a steady stream of new products and tech-
nologies joining the market.

While healthtech products are increasing in popularity and
becoming more common, there are several key considerations
that developers need to consider when designing and maintaining
their products in order to meet their obligations under UK data
protection laws. This is because the vast majority of healthtech
products operate by continuously collecting and processing large
volumes of personal data (including special-category health data).
Designers and developers should therefore ensure that users of
their healthtech devices are fully informed of what personal data
is being collected about them, and how it will be used and shared.
They should also be able to identify an appropriate lawful basis
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to cover the processing activities carried out by the product. In
addition, any algorithmic processing and AI used in conjunc-
tion with consumer healthtech should be accurate, fair and fully
assessed to mitigate the risk of systemic bias.”

The ICO’s Code of Practice for Consumer Internet of Things
(IoT) Security also sets out practical steps for manufacturers of
10T devices to improve the security of the products and any asso-
ciated services.' These steps include keeping software updated,
securely storing credentials and security-sensitive data, ensuring
personal data is protected, making systems resilient to outages
and making it easy for consumers to delete personal data.

That said, healthtech is likely to be affected by the reforms
proposed to the UK data protection laws. Amongst other things,
the Data Protection and Digital Information Bill (DPDI)" sets
out that moving forwards, references to processing special-
category personal data under Article 9 of the UK GDPR for
the purposes of scientific research will mean “any research that
can reasonably be described as scientific”. This is expected to
benefit those organisations designing and developing health-
tech as it is expected to be an easier threshold to meet than the
existing Article 9 wording which requires such processing to
also be “proportionate to the aim pursued, respect the essence
of the right to data protection and provide for suitable and
specific measures to safeguard the fundamental rights and inter-
ests of the individual”.

The DPDI also proposes to include a general data processing
consent for areas of scientific research where it is not possible to
fully identify the scientific purposes (subject to certain condi-
tions). This proposed position will allow organisations to
expand their processing activities relating to special category
data collected via healthtech, without the restriction of needing
to obtain express and specific consent for all purposes from
consumers upfront, which may not be possible.

Medical devices

A number of reforms on the horizon in the UK are due to impact
the regulation of medical devices specifically. In particular,
the Medicines and Healthcare products Regulatory Agency
(MHRA) has announced plans to strengthen the regulation of
medical devices to improve patient safety and encourage innova-
tion."” The proposed reforms are due to come into force in July
2024 and will include the following measures:

m  Strengthening the MHRA’s power to act to keep
patients safe.

m  Making the UK a focus for innovation to become a
world leader for developing and introducing innovative
medical devices.

®  Addressing health inequalities and mitigating biases
throughout medical device product lifecycles.

m  Introducing proportionate regulation which supports
medical device businesses via new access routes that
build on both EU and wider global standards.

m  Setting world leading standards and building the new
UKCA certification mark as a global exemplar.

Alongside these proposed reforms, the MHRA also
announced the Software and AT as a Medical Device Change
Programme" last year. Updates to the Programme introduced
in October 2022 set out that, in respect of software as a medical
device, specific cyber-security requirements will be introduced
to mitigate the risks of both cyber-security vulnerabilities and
issues presented by legacy software, medical devices and systems
to patient safety and privacy.”’

As the existing medical device regulations in the UK do not
currently provide sufficient safeguards in respect of novel and
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emerging medical device technologies, the reforms proposed
by the MHRA to strengthen the regulation of medical devices
are essential, both in ensuring patient safety and privacy and in
continuing to encourage innovation. Medical device businesses
should therefore actively monitor the medical device regula-
tory landscape and ensure that they have appropriate business
and development plans in place to mitigate the impact of these
proposed reforms.

NICE EVA

NHS England and NICE are also developing a policy frame-
work which will include a new commissioning pathway for
several types of healthtech products. The new policy frame-
work will apply to broader MedTech and DHTs, such as medical
devices and diagnostics, as well as purely digital technologies
such as software and apps.

Until now, there has been no clear commissioning pathway
for healthtech in the UK, so there has been a lack of clarity for
developers regarding (i) what evidence is required to demon-
strate that their product is clinically sufficient and cost-effective,
and (ii) how to present such evidence in pursuance of a NICE
recommendation for adoption across the NHS. There has been
a similar lack of clarity for clinicians and commissioners on
which DHTs should be recommended to patients, and which
can be NHS-funded, so patients are often unable to access the
most beneficial technologies for managing their health. The
introduction of the policy framework and a new commissioning
pathway therefore hopes to remedy this.

One of the biggest changes proposed in the new commissioning
pathway is the introduction of an EVA as a means of allowing
healthtech products with smaller or emerging evidence bases to
obtain a conditional NICE recommendation for use actoss the
NHS without having to undergo a full NICE assessment. As
healthtech products are required to demonstrate a mature evidence
base before they are eligible to undergo a full NICE assessment,
the hope is that healthtech assessed via the EVA could benefit
NHS patients sooner than via current evaluation methods. Health-
tech developers will then be encouraged to use the time while
their product is under the conditional NICE recommendation
to generate additional evidence of the product’s clinical and cost-
effectiveness and to address any gaps identified during the EVA.

NICE are planning to pilot the EVA across a range of health-
tech products and use cases and data-collection infrastructures
as a means of identifying and resolving any specific concerns,
such as patient-related privacy and data protection concerns,
with the new commissioning approach. At the time of writing,
the policy framework and the new commissioning pathway
(including the EVA) are due to be launched in Spring 2023.

Data Protection: Proposed Reforms

Many of the changes proposed to the UK’s data protection
reform consultations in the past 12 months will continue to
progress in 2023. These proposed changes will have a signifi-
cant impact on businesses in the digital health sector, particularly
for those processing large volumes of special-category personal
data and/or using Al tools or automated decision-making within
their processing activities.

The DPDI

On 17 June 2022, the DCMS published its response to the “Data:
A New Direction” consultation. Annex A of the response
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confirmed which of the proposed reforms to the UK’s data

protection regime would be taken forward, which would not, and

which still required further consideration as part of the Govern-
ment’s plan to update and introduce legislation in this area.

Shortly after the DCMS published its response, the DPDI was
laid before Parliament, with the aim of simplifying the UK’s
data protection regime post-Brexit by amending, not replacing,
existing UK data protection legislation, including the UK
GDPR, PECR and DPA 2018.

Some of the more pertinent proposed reforms for the digital
health sector within the DPDI which the Government plans to
take forward include:

m  Creating a statutory definition of scientific research
based on recital 159 of the GDPR. The Government
intends to simplify the legal requirements around research
so that scientists and researchers are no longer impeded
by “overcautious and unclear rules” on how they can use
people’s personal data for scientific research, which will
have a significant impact on the breadth and scope of
scientific research in future.

m  Incorporating broad consent for scientific research
purposes within the data protection legislation. This will
allow scientists and researchers to use a person’s personal
data for scientific research purposes without the need to
obtain that person’s specific consent to the purposes of
processing,.

m  Removing the requirement on organisations to
conduct DPIAs or undertake prior consultation with
the ICO in relation to high-risk processing, and instead,
allowing organisations to adopt different approaches to
identify and minimise data protection risks that better
reflect their specific circumstances. Removing this regula-
tory burden will likely have a large impact on organisations
within the digital health sector where high-risk processing
(such as using novel data collection methods to collect and
process large volumes of sensitive patient data) is frequent.

m  Removing the requirement to obtain user consent
in relation to the use of analytics cookies and/or
similar technologies. The DPDI sets out a proposal to
treat analytics cookies and/or similar technologies in a
similar way as “strictly necessary” or “essential” cookies
which can be set without a user’s consent. Similarly, the
DPDI proposes to remove the requirement to obtain user
consent for the use of analytics cookies and/or similar
technologies in instances where an organisation either (i)
uses such cookies or technologies in compliance with an
ICO-approved sector code or regulatory guidance, or (ii)
demonstrates a legitimate-interest legal basis for processing
any data obtained by the cookies and/or technologies.
This proposed reform could have a substantial impact
for those in the digital health sector as it will streamline
digital development and allow organisations that use such
cookies, for example to measure traffic to a webpage or
app, or to improve service offerings to users, to obtain
consent from users prior to deploying such cookies.

m  Increasing fines under PECR. The DPDI also proposes
to increase the fines under PECR to align with the
maximum penalties set out in the UK GDPR and DPA
2018. This increase would enable the ICO to issue organ-
isations with fines of up to £17.5 million or 4% of global
turnover for breaches of certain regulations under PECR,
and up to £8.7 million or 2% of its global turnover for
other breaches of PECR, which could have a significant
impact in the digital health sector where initiatives such as
digital tracking technologies and electronic communica-
tions feature heavily.
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m  Reforming and enabling the DCMS Secretary of
State’s adequacy-making powers. This suggestion sets
out a proposed deviation from the European Commission’s
third-country adequacy test, towards a new and more flex-
ible data protection test where the standard required from
a third country is not that it must have an “essentially
equivalent” standard of data protection to the country of
export, but rather that it must not have a “materially lower”
standard of data protection. This divergence with the EU’s
approach to international transfers could jeopardise the
UK’s adequacy decision and could ultimately result in new
restrictions on international transfers between the UK and
the EU being implemented.

m  Enabling businesses to use sensitive personal data for
the purpose of managing the risk of bias in their Al
systems by providing legal clarity on how such sensitive
personal data can be used to carry out bias monitoring,
detection and correction. This proposed reform will be
subject to appropriate safeguards, such as limitations on
re-use and the implementation of security- and privacy-
preserving measures when processing for this purpose.
Although the DPDI was scheduled to have its second
reading on 5 September 2022, it was determined that
further consideration of the proposed reforms was needed,
so the second reading did not take place as scheduled and a
new date is still awaited.

The impact of the reforms set outin the DPDI, if and//or when
they come into effect, therefore remain to be seen; however, for
organisations wishing to monitor this development, progress of
the bill through the relevant parliamentary stages can be tracked
via the UK Parliament website.

UK international data transfers

Following the ICO’s public consultation on how best to protect
individual’s personal data when transferred outside of the UK,
and following Parliamentary approval, the following new data-
transfer mechanisms came into force in the UK on 21 March
2022:

m  The International Data Transfer Agreement® for use by
data exporters in the UK, which serves as an alternative
to the EU Standard Contractual Clauses, as issued under
the European Commission Implementing Decision (EU)
2021/914 (EU SCCs).

m  The international data transfer addendum to the EU SCCs
(UK Addendum)® for use by data exporters in the UK
where the data being exported is from both the EU and
the UK and which is utilised in conjunction with the EU
SCCs.

m  Transitional provisions (Transitional Provisions)* for use
by data exporters in relation to contracts entered into on,
or before, 21 September 2022, which permit the continued
use of standard data protection clauses in such contracts
until 21 March 2024, provided that the contract includes
the appropriate safeguards referred to in Article 46(1) of
the UK GDPR and that the processing activities that are
the subject matter of the contract remain unchanged.

The ICO further introduced a new transfer risk assessment
(TRA) tool, following the CJEU’s judgment in 2020 of case
C-311/18 (Schrems II), which organisations looking to rely on
one of the UK data-transfer mechanisms must carry out.

A TRA is required under UK data protection legislation as
a means of demonstrating that an organisation has considered
the risks to the rights and freedoms of natural persons and has
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ensured that enforceable data-subject rights and effective legal
remedies for data subjects are available in the country of import
prior to making a data transfer.

Practically, the introduction of the UK data-transfer mecha-
nisms, as well as the requirement to conduct a TRA in respect
of them, may pose operational challenges for those organisa-
tions transferring large volumes of personal data outside of the
UK on a regular basis; many organisations will likely need to
conduct a substantial repapering exercise prior to the Transi-
tional Provisions deadline, and many may need to reconsider
their data protection governance with regards to international
data transfers.

However, the main aim of each of the UK data-transfer mech-
anisms and the TR A tool is to facilitate the flow of data from the
UK to non-adequate jurisdictions while maintaining high stand-
ards of protection of the data being transferred. Their introduc-
tion is expected to have a positive impact on the digital health
sector by maintaining and creating trade opportunities with
non-adequate countries, many of which are major players in the
digital health sector such as China, North America, Australia,
Brazil and India.

Conclusion

In light of the ongoing COVID-19 pandemic, the fallout of
Brexit and the current economic climate, it is no wonder that
there is an increased drive for the UK Government to promote
data-driven innovation and ease the regulatory burden under
which organisations currently operate. With the increased fiscal
burden on the NHS, the use of data-driven technologies for
healthcare purposes and scientific research looks set to continue.

The data protection regime and the use of data will therefore
continue to play a pivotal role in shaping the development of
digital healthtech. Individuals must have trust and confidence
that their data will be processed in accordance with the data
protection law framework. It is paramount for healthtech busi-
nesses, healthcare bodies and the UK Government to ensure
that their legal and regulatory obligations are totally enshrined
within their innovation processes at all stages and that appro-
priate steps are taken to stay abreast of the anticipated changes
to the legal and regulatory landscape.
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Emerging Trends in the Global
Regulation of Digital Health:
Fragmented Frameworks
Aiming to Catch up with
Technological Advancement

Latham & Watkins

Introduction/Overview

Technological advancements in the healthcare industry create
an enormous opportunity to improve and transform healthcare
delivery and access, reduce healthcare costs and advance public
health as a whole. Digital health technologies have become
more common, and are increasingly being used in new ways that
are accessible to patients and providers alike. For example, these
technologies have been used to impact how, where and when
care is delivered to patients, such as through telehealth. They
have also been used to expand patient access to clinical research
opportunities through “decentralisation” of clinical trials, with
remote monitoring of patients to capture health-related data at
home. Advancements in digital health have also established new
ways or mechanisms to document and transfer electronic health
records and enable correspondence between providers. These
technologies have improved the ability to predict or characterise
sub-clinical signs of disease to assist providers in determining
that their patients would benefit from earlier preventive care.
Digital health technologies have also been used to promote
general health and wellness, such as through mobile applications
and wearables intended for everyday use. Consequently, digital
health’s applications are boundless and full of promise.

The explosion of these technologies, however, is tempered
somewhat by the laws and regulations that were not devel-
oped with the advancements in digital health in mind. Govern-
mental and regulatory authorities have thus had to grapple with
balancing the strict application of their existing legal frame-
works in a new world of digital health, while enabling continued
advancement in the field. In this chapter, we discuss certain key
legal constructs that digital health companies and investors must
consider, and the emerging legal trends impacting applications
of digital health in the United States (“US”), European Union
(“EU”) and United Kingdom (“UK”).

Key Legal Constructs for Digital Health
Companies

Medical device considerations

One of the key legal constructs that companies and investors in
the digital health industry must consider is the framework appli-
cable to medical devices across jurisdictions.

Us

In the US, the Food and Drug Administration (“FDA”) is the
primary authority to regulate medical devices. The law defines a
device to mean “an instrument, apparatus, implement, machine,
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contrivance, implant, iz vifro reagent, or similar or related
article, including any component, part, or accessory, which
is” among other things, either “intended for use in the diag-
nosis of disease or other conditions or in the cure, mitigation,
treatment, or prevention of disease” or “intended to affect the
structure or any function of the body” and “does not achieve
its primary intended purpose through chemical action” and is
“not dependent on being metabolised to achieve that purpose™.!
Certain software functions that might otherwise fall within the
scope of this broad definition are excluded by law from being
regulated as a device. For example, in general, a software func-
tion intended for “maintaining or encouraging a healthy lifestyle
and [that] is unrelated to the diagnosis, cure, mitigation, preven-
tion, or treatment of a disease or condition” will not be regu-
lated as a device.

With the exception of those software functions deemed to
be shielded from the FDA’s medical device oversight by statute
as a matter of law, the law paints a broad brush; it sweeps many
digital health technologies, including certain software — which
may not traditionally be viewed as a “device” or “product” —
within the FDA’s reach. Because the medical device framework
was established prior to the relatively recent advent of digital
health technologies, it is not tailored to their intricacies and
is often a poor fit. Indeed, the FDA and industry alike have
recognised that the existing regulatory framework for medical
devices can present a barrier to innovation and stifle or slow
the potential for digital health technologies’ use in improving
public health.

To address this conundrum, the FDA has issued a variety
of guidance documents and exercised flexibility in applying
its regulatory scheme to this new class of technologies. For
example, the FDA has issued guidance on software functions
and mobile medical applications,” general wellness products*
and clinical decision support software® in an effort to establish
a clearer line between certain digital health technologies that
are subject to FDA oversight and those that are not. In some
cases, the FDA has applied a policy of enforcement discretion,
noting that although the technology may technically consti-
tute a medical device subject to FDA oversight, the FDA has
declined to assert its medical device authority and requirements
over such technologies. Consistent with its increased focus on
digital health and the regulatory flexibilities these technologies
require, in September 2020 the FDA announced the launch of
its Digital Health Center of Excellence to “establish a compre-
hensive approach” to digital health technology to “set|[] the stage
for advancing and realizing the potential of digital health”.¢

The FDA has also engaged in a number of actions in recent
years to address certain novel digital health technologies,
including artificial intelligence and machine learning (“AI/ML”)
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in medical applications.” Specifically, the FDA has proposed
the establishment of a new regulatory framework to enable a
more flexible approach to regulating these technologies, which
are designed to make real-time improvements after distribu-
tion and use. The FDA recognises that the existing regulatory
framework, which was not constructed to account for the ever-
changing nature of products using AI/ML technology, must be
reworked to enable the technology’s built-in ability to evolve,
adapt and improve healthcare in the real world.

EU

Similarly, in the EU, regulatory authorities may consider digital
health technologies to be regulated as devices, pursuant to
Regulation (EU) 2017/745 on medical devices (“MDR”) or
Regulation (EU) 2017/746 on in vitro diagnostic medical devices
(“IVDR”). The MDR and IVDR clarify that software that is
intended by the manufacturer to be used for one of the medical
purposes listed in these regulations will be classified as a
medical device or iz vitro diagnostic medical device, respectively.
These regulations could therefore capture many digital health
solutions, including software incorporating AT when intended
for use for medical purposes. As such, to be placed on the EU
market, these solutions must be compliant with general safety
and performance requirements as a prerequisite for European
conformity, or “CE” marking, without which medical devices,
including 7z vitro diagnostic medical devices, cannot be marketed
or sold in the EU. To guide manufacturers, the Medical Device
Coordination Group has issued guidance on the qualification
and classification of software under the MDR and IVDR,® and
the Manual on borderline and classification in the EU regula-
tory framework for medical devices contains many examples
related to qualification of software and mobile applications.’

Today, more than 25% of medicines assessed by the Euro-
pean Medicines Agency (“EMA”) incorporate a medical device
component, which increasingly include digital technologies (such
as “digital pills”). In a recent guideline, the EMA addressed
the challenges related to the development of these combination
products that use emerging technologies by recommending that
developers engage with the relevant medicines authorities and
notified bodies in a timely manner, e.g., by requesting formal
scientific advice, ot through an Innovation Office."

As related to A, on April 21, 2021, the European Commis-
sion published a proposal for what may become the world’s
first regulatory framework on AI (“AI Act”). The proposed
AT Act would apply to Al in all sectors, including the health
sector. Under the proposed AI Act, most Al systems that are
part of medical devices and iz vitro diagnostic medical devices,
or are themselves such products, would be classified as high risk
and require a conformity assessment by a notified body (e.g., a
device, such as a pacemaker, that uses an Al system to identify
the user’s normal cardiological parameters and thus monitor the
proper functioning of the patient’s heart). As most software-
based medical devices and 7z vitro diagnostic medical devices are
already subject to conformity assessment by MDR- or IVDR-
notified bodies, there is a possibility they would have to undergo
a second conformity assessment procedure under the proposed
AT Act, which could lead to increased cost, resources, documen-
tation and regulatory scrutiny. In addition, such a requirement
could create additional constraints for those notified bodies
designated under the MDR and IVDR, which are already expe-
riencing enormous backlogs. Given the overlap between the
medical device and Al frameworks, further clarification is
necessary to ensure that the proposed AT Act advances innova-
tion in the digital health space, rather than stifles it.
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UK
As a result of Brexit, the MDR and IVDR do not apply in
Great Britain, though they are applicable in Northern Ireland
pursuant to the Northern Ireland Protocol. On June 26, 2022,
the UK Medicines and Healthcare products Regulatory Agency
(“MHRA”) published its tesponse to a 10-week consultation™
on the future regulation of medical devices in the UK. The
aims of the consultation included exploring amendments to
the current Medical Devices Regulations 2002 with a view to
creating an innovative framework for regulating software and
AT as medical devices. The new regime was originally sched-
uled to come into force in July 2023, but has recently been post-
poned to July 2024. For the most part, the proposed changes
in many of these areas align with the new EU regime under the
MDR and IVDR.

On October 17, 2022, the MHRA published guidance on

“Software and AT as a Medical Device Change Programme —
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Roadmap”,'* a programme aiming to reform the regulation of
these technologies and ensure that the regulatory requirements
for software and AT are clear and that patients are protected. The
programme consists of proposals to make key reforms across
the lifecycle of these products, including qualification, classi-
fication, pre- and post-market requirements and cybersecurity.
As regulators in the US, EU and UK continue to refine their
approaches to digital health technologies, including when and
how such technologies should be regulated as medical devices,
the legal and regulatory frameworks are likely to shift. This
changing landscape can present difficulties for companies in the
digital health industry when assessing the regulatory burdens
that may apply across the lifecycle of their products and services.
Furthermore, despite regulators’ attempts to adapt to techno-
logical innovation in a flexible manner, future advancements
in digital health may continue to outpace the legal frameworks,
with regulators seemingly playing a constant game of catch-up.

Telehealth considerations

Digital health technologies that pertain to the delivery and use
of telehealth to deliver care require a thorough evaluation of
another set of healthcare regulatory laws outside of the FDA
and comparable medical device regulations globally.

Us

No uniform federal law governs the delivery of telehealth
services. Instead, telehealth is regulated at state level, and
digital health companies need to evaluate a patchwork of state
laws to understand the restrictions that impact how healthcare
providers and healthcare entities use technology, and how each
step in the care delivery model can be structured to comply
with varying state laws. Because state standards were devel-
oped when care was predominantly provided through in-person
encounters, state laws lag behind innovation and do not fully
contemplate the range of available technology that is changing
the healthcare delivery model.

Each state has developed its own licensing requirements and
standards governing: (i) the general practice of telehealth and
the ability for remote delegation, supervision and prescribing;
(ii) whether the delivery of care can be synchronous or asyn-
chronous; and (iii) the scope of clinical care, coordination and
management that can be delivered digitally. Specialty socie-
ties are stepping in to shape the standards of practice and spur
policy discussion. For example, the American Medical Associ-
ation (“AMA”) has developed a Digital Health Implementation
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Playbook" and has defined the concept of “augmented intelli-
gence”, focusing on AD’s assistive functions.” The AMA has
also proposed a policy on augmented intelligence, with the goal
of advancing high-quality, clinically validated augmented intel-
ligence in patient care.”

In addition, state licensing laws limit the geographic reach of
licensed healthcare professionals (“HCPs”) by requiring them
to be licensed where the patient resides, unless the care was
provided directly to another HCP (rather than to the patient)
or in an emergency situation. The onset of the COVID-19
pandemic prompted states to temporarily loosen licensure
restrictions on the practice of telehealth and apply waivers
from these requirements, accelerating the use and acceptance
of telehealth services and allowing HCPs to provide services
to patients across state lines. However, many of the state
waivers that were implemented during the pandemic have not
been extended, resulting in a setback in the advancements in
telehealth that were gained over the past few years. Efforts to
reduce these licensure barriers continue, including state licen-
sure compacts, such as the Interstate Medical Licensure'® and
Psychology Intetjurisdictional Compact,” which are designed
to streamline the licensing process for HCPs who wish to be
licensed in multiple jurisdictions.

Lastly, leveraging technology to deliver remote care or
augment an HCP’s ability to diagnose and treat patients through
AT implicates another set of laws, called state corporate practice
laws. These laws generally prohibit lay, unlicensed entities from
delivering healthcare or exercising undue influence or control
over the delivery of healthcare services. These laws may require
companies to implement certain corporate structures or safe-
guards to ensure that HCPs maintain unfettered control over
clinical decision-making.

EU

The European Commission defines telehealth as “the provi-
sion of healthcare services, through the use of [information and
communications technology|, in situations where the health
professional and the patient (or two health professionals) are
not in the same location” and involves “secure transmission of
medical data and information, through text, sound, images or
other forms needed for the prevention, diagnosis, treatment and
follow-up of patients”.”® As in the US, the regulation of tele-
health services in the EU remains fragmented, as such services
are essentially regulated at a national level. The most relevant
effort to regulate health services across the EU is Directive
2011/24/EU on patients’ rights in cross-border healthcare (the
“Cross Border Healthcare Directive”), which ensures continuity
of care for European citizens across borders (e.g., e-prescribing)
and dates back many years.

A 2018 European Commission market study on telemedi-
cine concluded that “most telemedicine solutions are deployed
at the national or regional level” and that “this is due to the
significant differences in national regulations and social secu-
rity schemes”.” The study recommended that “EU countries. ..
harmonize their legal frameworks in order to make solutions
compatible and to enable cross-border telemedicine practices”.?
The recent European Commission proposal for a Regulation on
the European Health Data Space included provisions seeking
to harmonise and encourage cross-border telemedicine,” but
these provisions appear to have been removed by the European
Council during the ongoing legislative process. While recent
developments at the EU level in this space remain limited, it is
worth noting that in November 2022, the World Health Organ-
ization (“WHO”) issued a consolidated telemedicine implemen-
tation guide, which provides an overview of the key considera-
tions for implementing telemedicine globally.”
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UK

No specific laws govern telehealth in the UK. However, the
provision of health or social care (including by remote means)
in England is primarily governed by the Health and Social Care
Act 2008 and the Health and Care Act 2022. Similar legislation
covers Wales, Scotland and Northern Ireland. The Electronic
Commerce (EC Directive) Regulations 2002 (the “eCommerce
Regulations”), which impose certain requirements for the provi-
sion of online services, may also apply to the provision of tele-
medicine services.

The provision of health and social care is regulated on a
regional basis by different agencies. For example, in England,
the Care Quality Commission (“CQC”) regulates telehealth
providers under the regulated activity of “transport services,
triage and medical advice provided remotely”. Telemedicine
service providers (including individuals or corporate entities)
are required to register with CQC or the equivalent body in
Scotland, Wales or Northern Ireland.

While these regulators have authority over healthcare service
providers (i.e., the individual or the entity), individual providers
are also subject to licensing and enforcement by their profes-
sional bodies. In particular, the General Medical Council has
licensing and enforcement authority in respect of doctors, and
the General Pharmaceutical Council has such authority in
respect of pharmacists. The obligation to be appropriately qual-
ified and registered with a professional governing body applies
regardless of whether the service is provided remotely or in
person. As a result of Brexit, the “country-of-origin” principle
under the eCommerce Regulations — which allow European
Economic Area (“EEA”) online service providers to operate
in any EEA country, while only following relevant rules in the
country in which they are established — and the rules on cross-
border care from the Cross Border Healthcare Directive no
longer apply. This means that professionals providing telemedi-
cine services from the UK to patients in the EEA may also need
to be licensed in the country where the patient is located.

Coverage and reimbursement considerations

Beyond the legal considerations applicable to compliance of
digital health technologies with the medical devices framework
and telehealth restrictions and requirements, companies must
consider the laws and regulations applicable to coverage and
reimbursement for their digital health technologies, or coverage
and reimbursement of healthcare services provided using digital
health technologies.

Us

Coverage and reimbursement for health services that use digital
health technologies (like telehealth) are often determined on a
payor-by-payor basis, which can make it difficult for companies
to navigate the payor landscape and achieve certainty with respect
to payor adoption of their technologies. While the US does not
have a single payor system that establishes uniform reimburse-
ment and coverage for healthcare services that use digital health
technologies, policies established by the Centers for Medicare
& Medicaid Services (“CMS”) — which administers Medicare,
the nation’s single largest public insurance programme — are
particularly important because they often influence coverage
and payment policies adopted by other payors.

In recent years, CMS has expanded coding and payment poli-
cies for remote monitoring services, allowing for increased flex-
ibility with respect to the types of patients who are eligible
for remote monitoring and the level of physician supervision
required in order for clinical and auxiliary personnel to perform

ICLG.com

© Published and reproduced with kind permission by Global Legal Group Ltd, London




Emerging Trends in the Global Regulation of Digital Health

remote monitoring services. However, several Medicare Admin-
istrative Contractors (“MACs”) recently announced that they
are convening a Contractor Advisory Committee (“CAC”) in
February 2023 to evaluate “the strength of published evidence
on remote physiologic monitoring (“RPM”) and remote ther-
apeutic monitoring (“RTM”) for non-implantable devices,
and that they are seeking compelling clinical data to assist in
defining meaningful and measurable patient outcomes (e.g.,
decreases in emergency room visits and hospitalisations)” for
Medicare beneficiaries.” Although not binding on the MACs,
the CAC’s assessment could result in the adoption of additional
coverage limitations for RPM and RTM services, which could
limit the use and adoption of these services for certain segments
of the population.

In addition, Congress and various federal and state agen-
cies have continued to provide expanded flexibilities to enable
coverage and reimbursement for telehealth services during
the declared COVID-19 public health emergency (“PHE”),
including policies allowing certain telehealth services to be reim-
bursed at the same rate as equivalent in-person services. While
some of these flexibilities have been extended through the end
of 2024,* others are expected to terminate when the COVID-19
PHE ends. The explosion of telehealth and digital health offer-
ings in the US healthcare system as a result of these policies has
been paralleled by an increasing number of enforcement actions,
scrutiny by federal regulators and the issuance of a special fraud
alert around the use of telehealth services.” It is important that
digital health companies stay abreast of this increased regulatory
scrutiny, and the evolving regulatory scheme, as they structure
their operations.

EU

The reimbursement landscape for digital health tools is frag-
mented across the EU, given that reimbursement decisions
are made at a national or even regional level, and not by EU
authorities. This poses particular challenges to both the manu-
facturers that are developing digital health technologies and
the health authorities that are evaluating them. In particular,
these authorities’ traditional methods to evaluate products for
coverage and reimbursement do not focus on aspects that are
relevant to digital health technologies (e.g., interoperability,
privacy, data security and ethical considerations). Moreover,
because these technologies are often updated more quickly than
traditional devices (especially when incorporating AI/ML), they
require similarly speedy evaluation decisions. As a consequence,
national reimbursement schemes for digital health technologies
are inconsistent across the EU, including with respect to the
type of evidence that is accepted as sufficient, and little guidance
is available to assist manufacturers in navigating the require-
ments. Certain countries have implemented specific frame-
works for reimbursement decisions with respect to digital health
technologies. Germany, for instance, is the first EU country
to have recently implemented a “fast track” reimbursement for
certain digital medical products, such as wearable devices or
mobile applications.

The EU Health Technology Assessment (“HTA”) Regulation
(2021/2282), which for the first time introduces a permanent
legal framework for joint HTA work (i.e., joint clinical assess-
ments and scientific consultations) by EU member states, is an
important step toward a more uniform assessment of innova-
tive high-risk medical devices, including digital health technol-
ogies. In preparing for the regulation’s phased implementation
from 2025 onwards, several national HTA bodies in Europe
have recently joined forces with EU-level organisations, such
as the European Network for HTA, to develop recommenda-
tions on harmonised evaluation guidelines for digital medical
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devices. For instance, in October 2022, a European taskforce
was launched by nine EU Member States with the objective to
reach a mutual understanding between national HTA agencies
for digital medical devices in order to harmonise assessment
criteria and clinical evidence requirements and improve access
to digital health technologies in the EU.*

UK
The National Health Service (“NHS”) funds the majority of
digital health products and services provided to patients in the
UK. In addition, there exists a smaller, but growing, private
healthcare sector, which is funded through private insurance or
directly by patients. There are a number of routes for products
to be made available for reimbursement by the NHS, including
selling directly to NHS trusts or primary care organisations, or
procurement through the NHS supply chain or public tenders.
In addition, digital health products can undergo a technology
appraisal from the National Institute for Health and Care Excel-
lence (“NICE”), and the NHS is obligated to fund and resource
treatments recommended by NICE.

The NHS has published a “guide to good practice for digital
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and data-driven health technologies”,”” which is designed to help
innovators understand the NHS requirements when the NHS
buys digital and data-driven technology. NICE has published
the “Evidence standards framework for digital health technolo-
gies”,?® which describes the standards for digital health technol-

ogies to demonstrate their value in the UK healthcare system.

Data privacy and data use

Data and digital health go hand-in-hand, whether they involve
the analysis of large and complex datasets by an AI/ML tool or
the collection of an individual’s health and lifestyle data through
a wearable device. As such, navigating the complex and contin-
ually evolving web of privacy and cybersecurity laws is critical to
the deployment of any digital health solution.

Us
The Health Insurance Portability and Accountability Act of
1996 (“HIPAA”) regulates the use and disclosure of sensitive
health information. Specifically, the HIPAA requires certain
“covered entities” to comply with privacy and security require-
ments, including providing notice of how an individual’s
protected health information (“PHI”) will be handled as well
as the statutory rights patients hold in relation to the handling
of their PHL

The data protection landscape is rapidly growing and evolving
on a state level. For example, the California Consumer Privacy
Act of 2018 requires companies that process information on
California residents to make certain disclosures to consumers
about their data collection, use and sharing practices. The law
also allows consumers to opt out of certain data sharing with
third parties and exercise certain individual rights regarding their
personal information, providing a new private right of action for
data breaches and penalties for noncompliance. In addition,
the California Privacy Rights Act was recently passed and will
impose additional data protection obligations on covered busi-
nesses, including additional consumer rights processes, limita-
tions on data uses, new audit requirements for high-risk data and
opt-outs for certain uses of sensitive data. Similar laws have been
passed in Virginia, Colorado, Connecticut and Utah and have
been proposed in other states and at federal level, reflecting a
trend toward more stringent privacy legislation in the US.

Furthermore, the Federal Trade Commission (“FTC”) and
many state Attorneys General continue to enforce federal and
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state consumer protection laws against companies for online
collection, use, dissemination and security practices that
appear to be unfair or deceptive. Recent FTC guidance on AT/
ML has focused on the potential risks to fair and transparent
consumer transactions represented by opaqueness in auto-
mated decision-making and predictive analytics. The FTC is
also concerned about misleading representations to consumers
regarding a company’s data collection and handling practices
that underwrite the data sets on which algorithms are trained.
The FTC has highlighted the particular risks to healthcare
consumers in unfair or deceptive data practices leveraging AT
as an area of developing regulatory concern. Of particular rele-
vance to the digital health sector are potential harms to patients
introduced as a result of improper oversight when AT tools are
used for automated decision-making, leading to discriminatory
clinical or treatment outcomes.

EU

In the EU, the processing of personal data is primarily governed
by Regulation (EU) 2016/679 (“GDPR”). The GDPR imposes
comprehensive data-privacy compliance obligations in relation
to the use or “processing” of information relating to an identifi-
able living individual or “personal data”. The GDPR applies not
only to entities established in the EU, but also to entities estab-
lished outside the EU if they offer goods or services to EU indi-
viduals or monitor their behaviour. Organisations deploying
digital health solutions to individuals across the EU and the
UK may therefore need to comply with both the GDPR and the
UK data protection regime. While the GDPR was intended to
harmonise data protection laws across the EU, national imple-
menting laws diverge in certain areas, such as the processing of
personal data for public health or scientific research purposes.
Therefore, companies must navigate not only the GDPR, but
also national implementing and supplementary legislation as
well as legal, ethical and professional rules designed to protect
patient confidentiality.

Although the GDPR was enacted to be technology-
neutral, the advent of the digital health industry has led to chal-
lenges in the interpretation and application of the GDPR. For
example, some digital health applications such as wearables
have led to questions on the distinction between health data
(which is considered “special-category data” under the GDPR
and subject to enhanced protections) and other non-health “life-
style” data. This distinction, in turn, leads to potential com-
pliance challenges, such as identifying appropriate legal bases for
processing such health data and other personal data under the
GDPR and ensuring that individuals are adequately informed of
the processing of their data.

Other applications of digital health, such as AI/ML algo-
rithms, have raised difficult questions regarding transpar-
ency and how data subjects can be informed in easy-to-
understand terms of how the algorithm processes their data.
Where personal data has been used to train an algorithm, with-
drawal of a subject’s consent (where consent has been used as
the legal basis for such processing) to limit further use of their
data may not be practical or possible and could affect the integ-
rity of the algorithm. In such cases, the developer will need to
consider whether it can continue to legitimately use that data,
such as whether it has been effectively anonymised or aggre-
gated. Ensuring data accuracy and the absence of bias are also
key considerations for these types of tools.

Another increasingly tricky area for digital health operators is
in relation to international data transfers. Where personal data
are transferred from the EU to a country that is not considered
to provide an “adequate” level of protection for the data, such
transfer is prohibited unless a relevant derogation applies or
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certain safeguards are implemented. Recent legal developments
in the EU have created complexity and uncertainty regarding
such transfers, particularly in relation to transfers to the US.*
The shifting sands of data transfers can be difficult to navigate
and companies must pay close attention to the complex data
flows that are often involved in digital health solutions.

Many digital health solutions, such as wearables and apps,
may use cookies or other tracking technologies. While cookies
that are strictly necessary for the device, site or app to func-
tion correctly can be used without opt-in consent, others such
as analytics or advertising trackers will require specific opt-in
consent under EU Directive 2002/58/EC (“ePrivacy Directive”)
and national implementing laws, which may not be straightfor-
ward depending on the nature of the device. User data collected
from devices is also subject to the GDPR. The use of cookies,
tracking technologies and user profiling is subject to increasing
regulatory scrutiny and enforcement, particularly around the
use of individuals’ data for marketing and advertising.

Beyond the general requirements to ensure the security of
personal data in the GDPR, there is a trend toward increasing
regulation of cybersecurity through sector-specific or device-
specific rules. For example, the MDR requires the manufac-
turing of certain devices to take into accountinformation security
principles. In addition, on November 28, 2022, the EU adopted
Directive (EU) 2022/2555 on measures for a high common level
of cybersecurity across the EU (“NIS-2 Directive”). The NIS-2
Directive establishes cybersecurity risk-management measures
and reporting requirements for critical sectors, including manu-
facturers of medical devices. The draft EU Cyber Resilience Act
also proposes a framework of consistent security standards for
digital products, applicable through the whole product lifecycle.

In parallel with the trend toward increased regulation and
scrutiny, there is a trend toward enabling greater sharing and
reuse of data, particularly for research and innovation. For
example, on May 3, 2022, the European Commission launched
its proposal for a Regulation for the European Health Data
Space to “unleash the full potential of health data”, facilitating
the systematic digitisation of health records and secondary use
of clinical data for research purposes. In addition, the proposed
EU Data Act, which seeks to regulate the sharing and use of
data generated by connected devices, would include new rights
for users of connected services, introduce data portability obli-
gations, impose restrictions on the use of user data and regulate
data sharing contracting.

Across the EU, there is a trend toward increasing enforce-
ment of data protection laws and ever-larger fines. There is also
increasing scrutiny and enforcement from a broader range of regu-
lators — including data protection regulators, consumer protec-
tion authorities and competition regulators — and increasing
coordination efforts around data and digital platforms.

UK

Following Brexit, the GDPR has been mirrored in UK law as
the “UK GDPR?”, which together with the Data Protection Act
2018 form the UK’s data protection regime. The UK Infor-
mation Commissioner’s Office has introduced specific data-
transfer mechanisms to safeguard transfers of data out of the
UK, namely the International Data Transfer Agreement and the
International Data Transfer Addendum to the EU’s standard
contractual clauses.

The UK government has proposed wide-ranging reforms to
UK data protection laws, set out in the UK Data Protection and
Digital Information Bill (which was introduced to Parliament in
July 2022). The bill largely maintains the GDPR framework in
UK law, albeit with modifications reflecting the government’s
intention to move away from prescriptive requirements and
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toward a more risk-based approach. While the UK has signalled
a more business-friendly and flexible approach, which would be
welcomed by operators in the digital health sector, it remains
uncertain where the post-Brexit UK privacy landscape will land.

On June 29, 2022, the UK government published a policy
paper titled “A plan for digital health and social care”,”” which
sets out its far-reaching plans for the digital transformation of
health and social care in England. The plan includes proposals
for the systematic digitisation of health and social care records,
and the creation of a life-long health and social care record.
The proposal also aims to equip the NHS with the capacity to
develop image-sharing and other technical capabilities based on
Al to enable “digitally-supported diagnoses” and to establish a
network of trusted research environments to support research
and development.

Conclusion

Digital health companies must stay attuned to the emerging
trends in the global regulation of these technologies, with the
recognition that the frameworks are continuing to evolve. As
demonstrated in the US, EU and UK, a myriad of legal require-
ments create a spider’s web for companies and investors to care-
fully navigate in order to avoid compliance issues and maintain
momentum in a competitive marketplace. By remaining aware of
the key legal constructs and staying abreast of proposed changes
in these frameworks, stakeholders can play a part in shaping the
legal regimes applicable to their digital health solutions. More-
over, they can reduce the risk of a compliance misstep, which may
be more likely in an industry in which technological advance-
ments outpace the legal frameworks and innovators, in many
cases, operate in uncharted territory under the law.
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Hospital Innovation
Pathways in the USA, UK,
Germany and France

Hull Associates LLC

Abstract/Synopsis

It has been well established that specialty pharmaceuticals,
which grew to represent over 70% of non-retail drug spending
by 2021, are a rapidly growing cost driver of US healthcare
(ASPE, Sept. 2022). Specialty drug spending from 2016 to
2021 increased by 43%, despite only a 0.5% increase in the
number of prescriptions (ASPE, 2022). In part, this shift may
coincide with greater numbers of physician-administered thera-
pies for rare and difficult-to-treat diseases. Analyses of US drug
spending on inpatient drugs have found that annual spending
increased by almost 10% per hospital admission from 2015 to
2017 (NORC, 2019).

But are the systems of reimbursement for inpatient care
designed to address these costs? Because many hospital envi-
ronments are reimbursed via bundled payment methods, inno-
vator companies selling to hospitals must address a completely
different set of challenges from those selling prescription
pharmaceuticals — in particular, previously determined fixed
payments for hospital stays, and in some markets, capped annual
budgets that limit overall spending on such products.

Globally, the most common type of hospital payment is the
Diagnosis-Related Groups (DRG) system which pays a prede-
termined amount for an entire patient discharge, which reflects
the primary diagnoses and procedures provided to the patient.
However, DRG systems create disincentives for adoption of
new therapies and diagnostics since hospitals often cannot
cover their additional costs. Starting with the USA in 2000,
special pathways to address the high additive costs of new inno-
vative drugs were developed in a number of DRG payment
systems (106™ Congress, 2000)."! England, Germany and France
all subsequently implemented systems of add-on payment for
certain inpatient innovations as part of their DRG-type systems.

Drugs that achieve supplemental payment are often indicated
for rare or severe diseases. However, different requirements and
lack of transparency in health technology assessments (HTAs)
for these products varies by country, which can lead to delays
in reimbursement and patient access to new drugs (Akehurst,
2017).2

This chapter describes the special pathways established for
high-cost,inpatient specialty drugsin the USA, Germany, France
and England, along with recent developments that directly
impact the evidence portfolios that manufacturers need to antic-
ipate to succeed in today’s markets.
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Country | Inpatient Mechanism for New

Reimbursement Innovation Payment
System
Germany | Inpatient: G-DRG | “NUB” Innovation Clause,
System ZE Supplements
France Inpatient: GHS Liste en Sus, add-on
System payment for drugs
England | Inpatient/ High-Cost Drugs List,
Outpatient: HRGs | Cancer Drugs Fund

USA Medicare: DRGs Medicare: New Technology
Commercial: Add-on Payment (NTAP)
DRGs, Per Dien, Commercial: Negotiated

Discounted Charges | rates

USA Reimbursement Schemes - Inpatient
Hospital Setting

In the USA, the cost of Medicare inpatient care is covered by a
patient’s DRG payment for each admission in over 3,000 hospitals
nationwide (Centers for Medicare & Medicaid Services, 2020).”
Because DRGs pay for admissions with a pre-determined,
bundled payment that is calculated using the prior year’s data,
there is a time lag in the update to payments for new innova-
tions. Hence, new innovations may struggle to gain adoption
until DRG payment rates for admissions reflect the added costs
of the drug. For small-volume therapies, it is quite possible the
DRG rates for large-volume conditions will never adjust suffi-
ciently to compensate their costs.

Section 533 of the Medicare, Medicaid and SCHIP Benefits
Improvement and Protection Act of 2000 (BIPA) mandated that
Medicare implement an add-on payment to adequately cover
the costs of new innovations introduced in the hospital setting
(106™ Congress, 2000).* The core concept of the USA legislation
was to create a bridge for promising innovations to receive an
add-on to the DRG payment, while Medicare collected data on
the overall costs of admissions so it could then make a perma-
nent assignment to an appropriately paying DRG.

While the original statute required Medicare to pay addition-
ally for qualified new drugs, it did not specify the exact criteria
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for eligibility. This was refined in 2001 when the Centers for

Medicare & Medicaid Services (CMS) used its authority under

the statute to provide the process and criteria for new technology

add-on payments (NTAP) (Centers for Medicare & Medicaid

Services, 2001).> Additional modifications to the statute were

implemented under the Medicare Prescription Drug, Improve-

ment, and Modernization Act of 2003 (MMA) which amended
the NTAP criteria (Medicare Modernization Act, 2003). The
current eligibility criteria are:

1. the technology or drug uses the same or a similar mecha-
nism of action when compared to existing technology to
achieve a therapeutic outcome;

2. the technology or drug has been assigned to the same
Medicare Severity Diagnosis-Related Group (MS-DRG)
when compared to an existing technology to achieve a
therapeutic outcome; and

3. the new use of the technology or drug involves the treat-
ment of the same or similar type of disease and patient
population when compared to an existing technology or
drug. (Centers for Medicare & Medicaid Services, 2023.)

“New” under CMS rules means within two to three years
following marketintroduction (Centers for Medicare & Medicaid
Services, 2001).> Drugs that are considered substantially similar
to older technologies are not considered new (Centers for Medi-
care & Medicaid Services, 2010).°

Cost thresholds for each MS-DRG are published annually in
each year’s Inpatient Prospective Payment System (IPPS) final
rule. Demonstrating inadequate payment involves a formula
for the applicable DRG cost thresholds. This formula is the
geometric mean plus the lesser of 0.75 of the national adjusted
operating standardised-payment amounts (increased to reflect
the difference between cost and charges) or 0.75 of one standard
deviation of mean charges by MS-DRG. (Centers for Medicare
& Medicaid Services, 2023.)"

Determining substantial clinical improvement under the
Medicare definition can be complex. Drugs are considered
eligible if:

1. The drug offers a treatment option for a patient popula-
tion unresponsive to, or ineligible for, currently available
treatments.

2. The drug offers the ability to diagnose a medical condi-
tion in a patient population where that medical condition
is currently undetectable or offers the ability to diagnose
a medical condition eatlier in a patient population than
allowed by currently available methods. There must also
be evidence that the use of the new medical service or drug
to make a diagnosis affects the management of the patient.

3. The use of the new medical service or drug significantly
improves clinical outcomes relative to services or tech-
nologies previously available. (Centers for Medicare &
Medicaid Services, 2023.)"

Applicants must submit data to CMS verifying that the
average charge per case exceeds the MS-DRG cost threshold.
CMS makes add-on payments only for individual cases that are
more costly. The payment caps for traditional NTAP-approved
drugs currently are the lesser of:

1. sixty-five per cent of the cost of the new drug; or

2. sixty-five per cent of the excess cost compared to the
standard DRG payment. (Centers for Medicare & Medicaid
Services, 20231

Other Medicare special add-on payment pathways

NCTAP is a new technology add-on payment made available to
COVID-19-specific products to help mitigate the public health
emergency. To receive this reimbursement, the drug must be
FDA approved or be authorised by the FDA for emergency use.

ICLG.com

CMS has set an NCTAP-eligibility threshold amount equal to
the lesser of: (1) 65% of the operating outlier threshold for the
claim; or (2) 65% of the amount by which the costs of the case
exceed the standard DRG payment, including the adjustment to
the relative weight under section 3710 of the CARES Act. As
with the new technology add-on payment and outlier payments,
the costs of the case are determined by multiplying the covered
charges by the operating cost-to-charge ratio. The cost of the
hospitalisation should exceed the MS-DRG payment including a
20% COVID-19 adjustment as was set forth in the CARES Act.
(Centers for Medicare & Medicaid Setvices, 2023.)"

In 2020, CMS established an alternative pathway for NTAP
approval for a special class of anti-microbial drugs designated
by the FDA as a Qualified Infectious Disease Product (QIDP)
(Department of the Treasury, Department of Labor, Depart-
ment of Health and Human Services, 2021)."

QIDPs are antibacterial or antifungal drugs for human use
intended to treat serious or life-threatening infections, including
those caused by antibacterial- or antifungal-resistant pathogens,
including novel or emerging infectious pathogens, or any quali-
fying pathogens listed by the US Secretary of Health and Human
Services (HHS) (United States House of Representatives, 2020).

Under this alternative NTAP pathway, products given a QIDP
designation by the FDA will be considered new and not substan-
tially similar to an existing technology for purposes of NTAP
payment under the IPPS, and will not need to meet the previ-
ously defined “newness” criterion that it represents an advance
that substantially improves, relative to technologies previously
available (Centers for Medicare & Medicaid Services, 2019).'

Key trends under the NTAP

As the NTAP legislation begins its third decade, there is debate
as to its impact. In 2023, four out of five drug-related applica-
tions were approved. This compares with 10 approvals out of
13 applications in 2022, and in 2021 five out of nine applica-
tions were approved. In the past five years, the greatest awarded
add-on payment was $289,533 to CARVYKTI and ABECMA.

Applications and Approvals for New Technology Add-on
Payments (Drugs Only), United States FY 2019-2023
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Medicaid reimbursement of hospital care varies by state, with
some states applying a bundled, DRG system known as the All
Patient Refined - Diagnosis-Related Groupings (APR-DRG)
and others relying on a per diem or fee-for-service model (Henry
J Kaiser Family Foundation, 2012)."

Each state government determines the amount of payment.
Unlike commercial or Medicare plans, the payments are often
considered to be below the cost of care (Reinhardt, 2009)."

Alongside the system of reimbursement for hospitals is the
outpatient 340b drug-discounting program, which provides
hospitals access to discounted drugs for low-income patients.
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This program has been criticised as providing hospitals with
undue financial margins, without any mandate to pass on
savings to patients (US Government Accountability Office,
2011).” Hence, it may help hospitals adjust to disproportion-
ately low Medicaid payments, but it does not help support manu-
facturer introductions of innovations in that setting.

Private commercial payers

Under commercial plans, payment for inpatient pharmaceuti-
cals can also be bundled with no separate payment, although
generally commercial payment rates are higher than Medicare
rates. Private payers may utilise the APR-DRG, developed by
3M Health Information Systems and the Children’s Hospital
Association. A 2022 report estimates that 31 states currently
use APR-DRGs. (Augenbaum, 2022.)*

The system of discounted charges has been criticised for
providing hospitals with excessive margins for dispensing and
prescribing drugs, both physician administered and prescrip-
tion. One study found that on average, hospitals charge double
the price for drugs also available in pharmacies. (AHIP, 2022.)*

Thus, the commercial payer methods of reimbursement may
provide revenue that helps offset losses for the same drugs used
for other patients whose DRG-based reimbursement is insuffi-
cient and shifts risk for the drug costs onto the hospital. The
net impact of these two very different systems of payment regu-
larly leads to the phenomena of “cost shifting” within hospitals,
where the revenue for certain commercially insured patients
helps to balance a hospital’s books for capped reimbursement
under DRG systems, both public and private.

The French Liste en Sus and Hospital Finding

In France, the High Authority on Health (Haute Autorite de Sante,
HAS) review pathway is mandatory for hospital use of all new
drug products. Manufacturers must submit a clinical dossier to
the HAS Transparency Committee, which analyses the severity of
the pathology, the drug efficacy, the side effects and positioning,

The HAS applies an evidence review process and assigns an
appraisal of “Medical Services Rendered” (SMR) and “Improve-
ment to Medical Services Rendered” (ASMR).

SMR reflects the seriousness of the pathology for which the
drug is indicated and the effectiveness of the drug with regard to
the objectives pursued. SMR is written for drugs at the time of
the review, which can be confirmed, upgraded or downgraded for
old drugs according to available clinical studies. New drugs also
receive a rating (major/important, moderate/low, insufficient).

ASMR is an assessment of the added value of the drug as
compared to a reference treatment. It measures the medical
added value of the medicine — notably in terms of efficacy or
safety. It may be rated major (ASMR level I), substantial (ASMR
level II), moderate (ASMR level I1I), minor (ASMR level 1V)
or no improvement (ASMR level V), with the latter level corre-
sponding to no therapeutic progress.

Access to reimbursement requires an evaluation by the HAS.
The HAS evaluates the SMR and ASMR scores at the time of
the first request for reimbursement and then every five years.
This can be shortened if the HAS requests, for example, the
launch of the results within a period of less than five years. If
a manufacturer would like to request an evaluation for an addi-
tional indication, they must enter the five-year cycle or file a
dossier before the date for the reevaluation.

It should be noted that in the absence of a request for reim-
bursement, drugs are not evaluated by the HAS. For drugs that
are evaluated, a cost-effectiveness evaluation is conducted if
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expected drug sales are over €20 million a year. That economic

evaluation is conducted by the CEESP (the Commission d’Evalua-

tion economique de santé Publigue) will likely be required.

If the HAS review is positive, the drug can either be listed on
the list for community use (Homologation assurés socianx) and/ot
on the list for hospital drugs (Homologation collectivité).

Finally, to determine the reimbursement amount, the Comité
économique des produits de santé (CEPS), will review the economic
dossier provided by the manufacturer:

m  The CEPS will negotiate the tariff with the manufacturer.
(Budget impact models are critical.)

m  The CEPS will make a recommendation for registration of
the drug on the Liste en Sus, to enable reimbursement on
top of the GHS tariffs.

m  In some cases, hospital pharmacies can deliver drugs to
ambulatory patients for home use. These drugs are listed
on the “Retrocession List”.

®  Reimbursement rates will depend on the SMR level.

For hospital adoption, each French hospital reviews new
drugs via an internal technology appraisal committee and may
take a few months to adopt the drug following approval of
reimbursement in France. These committees include physicians,
pharmacists and finance managers. Medico-economic evidence
is welcomed by finance managers to understand incomes and
costs of standard versus new protocols.

Price negotiations are more substantial in public hospitals
than among private hospitals in France. Typically, there is little
price negotiation with private hospitals, where acquisition prices
are close to the Liste en Sus Médicaments Rembonrsables (Reimbursed
Drug List). Conversely, in public hospitals, there are significant
negotiations for some of the drugs listed.

Hospital inpatient payment for drugs

French inpatient units are financed through a payment-per-

case prospective payment system, using two related groupings:

GHM (Groupes Homogénes de Malades) and GHS (Groupe Homogéne

de Séjours).

1. GHM is a diagnosis-related classification. The GHM
assignment of each patient discharge reflects a combina-
tion of diagnosis (ICD-10 codes) and procedure (CCAM
codes).

2. Each GHM has two fixed tariffs associated with a GHS —
one for the public sector and one for the private sector. A
total of 11,000 rates are available.

m In public hospitals, the bundled GHS tariff for the
patient discharge covers the physician fees and all
hospital costs, including medical technologies.

m  In private hospitals, the GHS fee covers only hospital
costs, supplies and nursing expenses. The Private
hospital physician fees are paid separately under
the Common Classification of Medical Procedures
(CCAM), in addition to the GHS payment.

The financing of inpatient care in France is marked by a
significant proportion of separate reimbursements for innova-
tive drugs. These drugs are registered on the Liste en Sus, which
is published annually.

Unlike the USA and German temporary add-on payments,
the Liste en Sus technically does not have a time limitation, as
drugs are only reassessed every five years, and some products
can remain listed for many years.

The Liste en Sus mostly includes anti-cancer, anti-inflammatory,
auto-immune and immunoglobin drugs. In 2020, the 10 most
expensive drugs on the Liste en Sus accounted for 61% of the total
expenditure; nine of these listings were for anti-cancer drugs.
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Soutce: (The Direction de la recherche, 2022)*

The five conditions that must be met for inclusion on the Liste
en Sus, as published by (Ministére des Affaires sociales et de la Santé,
2018),” are as follows:

1. the drug must have a high SMR rating from the HAS;

2. the drug must have a high ASMR rating. Drugs with an
ASMR level I1T or better (=1 or 1I) are considered eligible.
As an exception, drugs with an ASMR of IV or even V
can be registered on this list if their comparator is already
registered;

3. the frequency of the new drug’s prescriptions within the
hospital GHS must be below 80%;

4. the total incremental cost of the drug therapy must be
more than 30% of the GHS tariff; and

5. the drug’s cost must be similar to that of comparable
products.

The value of drugs reimbursed separately from the GHS (Lisze
en Sus) increased to nearly €4 billion in 2020. In 2020, 84% of
Liste en Sus drug expenditures were made in public hospitals and
17% in private hospitals.

A subset of Liste en Sus drugs are ecarly access or
compassionate-use drugs (ATUx and post-ATU).

Reimbursement of Liste en Sus ATUx and Post-ATU drugs.
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Germany's NUB Process and Hospital
Therapies

With European Union or national drug regulatory approval,
a drug can be adopted by German hospitals. In 2011, the
Act on the Reform of the Market for Medical Products
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(Arzneimittelmarkt-Neuordnungsgesetz, AMNOG) mandated a
G-BA (Joint Federal Committee) review prior to local Statu-
tory Health Insurance (SHI) reimbursement for all new drugs.
The G-BA is the highest authority in German healthcare and is
the key decision-maker for assignment of premium drug pricing.
Otherwise, the new therapy is reimbursed at the level of the
standard therapy.

Clinical evidence presented in the AMNOG dossier is usually
the same evidence used for regulatory drug approval. The G-BA,
with the support of the Institute for Quality and Efficiency in
Health Care (IQWiG), subsequently analyses the potential addi-
tional patient benefit based on the following parameters:

m  Clinical: mortality, morbidity, quality of life and side
effects.

m  Economic: Duration of therapy, dosage and cost of drug/
yearly therapy cost, if applicable, size of target patient
group based on clear definition of indication, any addi-
tional/accompanying health services needed with the new
therapy.

The AMNOG dossier evaluation and subsequent discussion
in the G-BA has a fixed timeframe of six months, including
hearings with experts from industry, physicians’ and patients’
associations (Joint Federal Committe (G-BA), 2017).%

Hospital adoption initially depends on clinicians, but long-term
adoption depends on adequate reimbursement. Larger univer-
sity hospitals may adopt new drugs before reimbursement is
established to ensure the availability of an innovative therapy to
patients in need. Long term, all types of hospitals need to achieve
cost-covering reimbursement via the German DRG system.

G-DRGs and NUB innovation payment

The German DRG system (G-DRG) for hospital payment was
originally based on the Australian Refined DRG system, with
a number of modifications, including the possibility of both
short-term and permanent supplemental add-on payments for
certain therapies.

One G-DRG payment usually covers all costs of a patient’s
hospital stay, including treatment, drugs and devices. As of
2020, nursing fees are excluded from this bundle and are paid as
separate daily fees. Hospitals must also follow annual hospital
budgets, which are calculated according to annual case mix.

Permanent implementation of new (and higher) tariffs for
innovative drugs into the DRG system takes at least three
years. Temporary bridge funding is possible for new hospital
drugs under the NUB Innovation Clause (Nexe Untersuchungs- und
Bebandlungsmethoden). NUB funding must be proposed each year,
by each hospital using the new drug (Cornelia Henschke, 2013).%
To qualify, drugs must fulfil the following criteria (InEK Insti-
tute for Remuneration System in the Hospital, 2018 to 2020):*

1. not be properly reimbursed via existing coding and fees;
2. have been used for less than four years in German hospi-
tals; and

3. cause significant additional costs for the hospital stay
(approximately €1,000).

InEK (Institut fiir das Entgeltsystem Im Krankenhaus), the agency
that administers the G-DRG system, has never published
a threshold for determining “additional cost”, although a
commonly known unofficial threshold is €600 per case.

Hospitals each apply individually for NUB funding through the
InEK. Once approved, NUB status allows the hospital to nego-
tiate one-year supplemental fees with local SHI funds (IGES,
2018).* Each hospital must reapply for each NUB supplement
annually, and products are typically eligible for up to four years.
Notably, there is no official time limitation on eligibility for NUB
and it can widely differ between products.

To date, oncologic drugs make up the majority of drugs
approved for NUB.  Severity of illness, demonstrated
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proven-patient benefit and cost are the major success factors in
obtaining NUB funding.

Following the NUB process, InEK then reviews data from
“calculation” hospitals to determine the appropriate long-term
integration into the G-DRG system based on the total cost of
associated care. Hence, a drug may be integrated into the cost
structure of identified G-DRGs or be assigned a permanent
supplemental payment.

As depicted below, drug-related NUB applications, as well as
approvals, have increased annually. Overall, applications from
2018 to 2022 have experienced a 44% success rate.

Drug-related NUB Applications and Approvals 2018-2022
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ZE permanent supplemental payments

If drugs do not “fit” into the DRG structure, InEK may
consider ZE (Zusatzentgelf) permanent supplemental payment,
usually following a period of temporary NUB payment. ZE
payments are used for drugs with multiple DRG assignments.
ZE services are nationally designated but issued in two forms:
one with a nationally fixed reimbursement price; and a second
that is locally negotiated (similar to the NUB).

Eligibility requirements for a ZE are:

m  clearly defined procedure (with OPS code);

m  use with multiple DRGs without fixed association to any
DRG; and

m  relevant cost for the total DRG system, especially the
hospitals rendering the service.

While permanent supplemental payments slightly decreased
over the past few years, the number of negotiable ZEs for drugs
are increasing. Drug-related ZEs often are published with a list
of reimbursable amounts depending on dosage (if applicable)
and are reviewed annually.

B Number of Approved Drugs

InEK ZE Assignments for Inpatient Drugs 20182022
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Provision of High-Cost Drugs to the English
NHS

In England, the Health Resource Groups (HRG) system is
comprised of a case-mix payment system for all hospitals,
both public and private. The National Tariff Payment System
(NTPS) is a blended payment scheme for hospital inpatient and
out-patient procedures reflective of averages nationwide. Each
specific procedure is assigned a reference cost. In 2022/2023,
55 drugs are included in the NTPS. The 2022 Health and Care
Act replaces the NTPS with the NHS Payment Scheme as of
April 2023.

In 2022/2023, 642 drugs are directly commissioned by NHS
England and are not reimbursed through the NTPS. (NHS
England, 2022)*

Hospital drug add-on payments are negotiated locally with
Integrated Care Systems (ICS) or designated nationally for
specialised services. The High-Cost Drugs List in the NHS is
intended for specialised products whose use is concentrated in
a relatively small number of centres and when a single patients’
treatment costs are over £2,000 per annum, or the total antici-
pated expenditure will exceed £10,000 per annum. The purpose
of this list is to enable additional payment by NHS England to
the hospital trust for inpatient- or outpatient-dispensed, high-
cost drugs managed as pass-through payments.

When commissioning high-cost drugs, commissioners use refer-
ence prices to incentivise provider uptake of the drug. Reference
prices are set by NHS England based on the current best procured
price achieved for a product or group of products by the NHS.

Where no reference price has been set, the actual drug cost
or the nominated supply cost is used. The nominated supply
cost is the cost payable by the provider if the high-cost drug was
supplied in accordance with a requirement to use a specified
supplier or distributor or via a framework contractual agreement.

The High-Cost Drugs List is reviewed annually. Drugs which
no longer meet the criteria are considered for removal from the
list (Department of Health and Social Care, 2012).*°

High-Cost Drugs List, England, 2017/2019-2022/2023
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m  For2017/2019, there were 409 drugs listed (NHS England
and Monitor, 2017).%

m  For 2020/2021, a total of 465 drugs were listed (NHS
England and Monitor, 2020).*

m  For 2021/2022, a total of 489 drugs were listed (NHS
England and Monitor, 2021).

m  For 2022/2023, a total of 470 drugs were listed on the
High-Cost Drugs List (NHS England, 2022).%

Though it is encouraged, prior appraisal by the National Insti-
tute for Health and Care Excellence (NICE) is not a require-
ment for listing on the High-Cost Drugs List.
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An online clinical decision support tool (known as “Blueteq’)
is used by NHS England for standard electronic contractual
prior-approval for all high-cost drugs excluded from tariff.

Cancer Drugs Fund (CDF)

The CDF was established in 2011 as a trial program to enable
access to specific cancer drugs not routinely available in the
NHS. 1In 2016 this was moved to NHS England and a new
appraisals approach was enacted (NHS England, n.d.)).”* The
new process offers managed access arrangement to new treat-
ments, while additional evidence is collected to address clinical
uncertainty. The additional evidence is used to help NICE to
decide if a new treatment should be routinely funded.

NICE appraises all new systemic anti-cancer therapy drug
indications expected to receive a marketing authorisation. The
process aims to publish draft guidance before a drug receives
marketing authorisation, with final guidance published within
90 days of marketing authorisation. The appraisal process is
based on the NICE Technology Appraisal, but with addi-
tional specific amendments for the CDF. (National Institute
for Health and Care Excellence, 2014)* (National Institute for
Health and Care Excellence, 2016).

The process allows NICE to make one of three
recommendations:

m  yes: recommended for routine commissioning;
®  no: not recommended for routine commissioning; or
m  recommended for use within the CDF (new).

“Recommended for use within the CDF” can be applied for drugs
for which NICE considers there to be “plausible potential” to
meet the criteria for routine commissioning, but there remains
significant clinical uncertainty.

For those drugs that have received either a “yes” or a draft
recommendation for use within the CDF, interim funding is
available at the point of marketing authorisation. However,
in order to receive this funding, pharmaceutical manufac-
turers must agree to the expenditure control mechanism (NHS
England Cancer Drugs Fund Team, 2016).”

Since the new approach to funding cancer drugs began in
July 2016, approximately 71,000 patients have been registered
to receive treatment with 91 drugs, treating 204 different cancer
indications (NHS England Cancer Drugs Fund Activity Update,
2021).* As of January 2023, 54 drugs/drug combinations are
listed on the CDF (NHS England, 2023).”

The CDF budget remains fixed at /340 million (NHS
England Cancer Drugs Fund Activity Update, 2021).*° If this
fixed budget is exceeded, the additional cost is paid back by
companies who generate income from the CDF via a propor-
tional rebate to NHS England and NHS Improvement.

In addition to the CDF, NHS England’s Innovative Medicines
Fund has an annual budget of £340 million to provide funding
through two further drug-access programs. The Early Access to
Medicines Scheme has helped over 1,200 patients with life threat-
ening or seriously debilitating conditions access drugs ahead of
a marketing authorisation when there is a clear unmet medical
need. (NHS England, 2023)" 1In 2022/2023, 33 drug treat-
ments are available via Managed Access Agreements where addi-
tional evidence is required to inform drug use. (National Insti-
tute for Health and Care Excellence, 2023.)* NICE recommends
a managed access treatment to NHS England following an HTA.
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Conclusions

While there is growing attention to the costs of prescription
pharmaceuticals, hospital-dispensed specialty pharmaceuticals
may face increasing challenges to justify premium prices under
increasingly constrained methods of hospital payment. Notably,
DRG payment systems are adding tighter controls on overall
drug spending and may, in some markets, be very reluctant to
provide supplemental add-on payment.

In the USA, hospitals help compensate under-reimbursement
for some inpatient pharmaceuticals via higher markups on other
patients. However, in single payer environments, such as Britain
or Germany, no such cost shifting is possible.

Some systems have maintained special pathways to fund
cancer drugs specifically, which has, to some extent, created a
safe harbour in some markets. However, these pathways typi-
cally place limitations on drug prices.

In those markets in particular, manufacturers face a multi-tiered
challenge and must prove therapeutic value from an economic
standpoint at both societal and provider levels. Robust economic
modelling, based on well-designed comparative clinical trials,
has thus become a necessity for market success. In addition, for
the newest generations of immune-oncology therapies, hospitals
simply cannot afford acquisition of the products. In these cases,
some manufacturers are obliged to negotiate direct payment agree-
ments with insurers so that costs can be amortised over time, and in
some instances, payments can be linked to therapeutic outcomes.
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1 Digital Health

1.1 What is the general definition of “digital health” in

your jurisdiction?

Digital health is an umbrella term referring to a range of tech-
nologies that can be used to treat, diagnose and monitor patients
and collect and share a person’s health information.

Similar to other jurisdictions, the term “digital health” is still
developing as technologies evolve. At one end of the spectrum,
the term includes the delivery of telehealth services, while at
the other end, the term connotes mobile apps and software as a
medical device (‘SaMD’) used to deliver personalised and indi-
vidualised medicine, with digital medical devices lying some-
where in between.

While digital health is not a defined legislative term, the
Government has taken steps to define telehealth in order to
include these services under the subsidised Medicare arrange-
ment during the COVID-19 pandemic, and the national regu-
lator, the Therapeutic Goods Administration (‘TGA’), regulates
some digital health technologies as medical devices.

1.2 What are the key emerging digital health

technologies in your jurisdiction?

The key emerging digital health technologies in Australia are:

m  Telehealth: delivery of support by healthcare practi-
tioners without the need for face-to-face appointments. In
December 2021, the Federal Government announced that
it would allocate A$106 million over four years to support
permanent telehealth services. Additionally, from 1 January
2022, patient access to telehealth services is supported by
ongoing Medicare Benefits Schedule (‘MBS’) arrangements.

m My Health Records: digitisation of health records to
improve the quality and availability of health information.

m  cScripts: digitisation of pharmacy prescriptions to allow
easier access to certain medicines and ease processing on
pharmacists. This fundamentally changes the long-standing
requirements that all prescriptions must be provided physi-
cally and in writing.

m  Genetic guidance of treatment: use of genomic testing to
guide treatment pathways for a range of illnesses, including
cancer and mental health issues. This is attendant with
issues regarding the regulatory requirements of the testing
process, as well as the end output, which typically informs
decision-making by a healthcare professional.
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m  Big Data Analytics: use of historic data to provide
consumers with tailored healthcare pathways and a better
understanding of medication use.

m  Sccure Messaging: facilitating the secure, encrypted
exchange of information between health professionals.

m COVID-19 digital certificates: a digitally accessible proof
of COVID-19 vaccination administered in Australia.

1.3 What are the core legal issues in digital health for

your jurisdiction?

The core legal issues in digital health in Australia are applica-
bility of and compliance with the regulatory framework and
issues regarding privacy and data security. As digital health
technologies develop and become more prominent, the means
by which sensitive health data is collected, stored and shared
must reflect this development. Following a recent high-profile
privacy breach at a major health insurer, there is a heightened
focus on ensuring digital health data is stored securely so as to
prevent unauthorised access.

While the Australian digital health market is certainly growing
post-COVID, the legislative and regulatory schemes are not yet
sophisticated enough to deal with the nuanced issues arising in
this market. To address this nuance from a privacy perspective,
the Australian Government has undertaken a thorough review
of Australia’s principal privacy legislation, the Privacy Act 1988
(Cth) (‘Privacy Act’), which is expected to undergo significant
reform throughout 2023.

1.4 What is the digital health market size for your

jurisdiction?

The market for digital products and services in the healthcare
sector is growing rapidly, especially post-COVID. Although
the exact figure is not confirmed, in 2021, it was estimated that
Australia’s digital health market was worth about A$2 billion.

More generally, it has been estimated that AT could contribute
more than A$20 trillion to the global economy by 2030.

1.5 What are the five largest (by revenue) digital health

companies in your jurisdiction?

Public information in relation to private companies is difficult to
find. As such, it is necessary to consider publicly listed compa-
nies which typically report to the market. To our knowledge, the
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five largest (by revenue) digital health companies in Australia are
Telstra Health, Medical Director, Best Practice, Genius Solutions
and Alcidion.

2 Regulatory

2.1 What are the core healthcare regulatory schemes

related to digital health in your jurisdiction?

There is alack of sophistication in Australia’s digital health regu-
latory framework. The current legislation that is broad enough
to apply to digital health includes the Therapeutic Goods Act 1989
(Cth) (“TG Act’), the Therapeutic Goods (Medical Devices) Regulations
2002 (Cth) (‘TG Regulations’) and the My Health Records Act 2012
(Cth) (‘My Health Records Act’).

The TG Act establishes the national controls which relate to
the quality, safety, efficacy and availability of therapeutic goods
that are used in Australia. It provides a uniform approach for
all states and territories to adopt. The term therapeutic goods
is given a broad definition and includes software-based medical
devices and other digital health technologies. The level of regu-
lation for these devices is dependent upon the disease they are
designed to assist with, its ‘risk rating” and severity of the conse-
quences if the device were to fail. A number of items of soft-
ware, such as those designed to assist in healthcare practice
management, or clinical workflow management, are excluded
from regulation in Australia. However, the system continues to
suffer from a lack of refinement to cover emerging technologies.
This creates difficulties in confirming which products need to
be registered and to what standard, and what restrictions might
be placed on their marketing, promotion and supply.

The My Health Record Act enables the operation of a national
public health patient information system, by which health practi-
tioners can access health records of individuals through a digital
sharing platform. It is a singular platform, and is the only one
of its kind. It relates solely to the processes pertaining to the
My Health Record, which is a secure digital record of an indi-
vidual’s healthcare information. Operation of the My Health
Records Act is supported by the My Health Records Regulation
2012 (Cth) and the Healthcare Identifiers Act 2010 (Cth).

2.2 What other core regulatory schemes (e.g., data

privacy, anti-kickback, national security, etc.) apply to
digital health in your jurisdiction?

Despite its general application, the Privacy Act applies to digital
health in a number of ways. For example, the Privacy Act
contains provisions that will apply if the digital health func-
tion uses, collects or distributes personal information. Personal
information is any information that identifies, or is likely to iden-
tify, a person. If a digital health function uses personal informa-
tion, it must ensure that it displays a privacy policy, notifies users
that it is collecting their personal information and the purpose
for which this information is being collected. Several State and
Territory Governments have also enacted privacy legislation
directed specifically to health records and other health infor-
mation, whether held by healthcare professionals or by digital
health applications. This legislation typically restricts transfer
out of the particular State, making cloud and other offshore
storage problematic.

If the digital health function collects health information, such
as disability or specialist reports, then this will attract additional
privacy protections compared to personal information. For
example, any data in relation to the My Health Records scheme
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must be stored in Australia and under no circumstances is to be
disclosed to cross-border entities.

Australia’s consumer regulatory scheme, the Competition and
Consumer Act 2010 (Cth) (‘CCA’), may also apply to digital health.
The CCA establishes a national law that governs how all busi-
nesses in Australia must deal with their competitors, suppliers
and customers. The CCA is designed to enable all businesses
to compete on their merits in a fair and open market, while also
ensuring businesses treat consumers fairly.

Under the CCA, any acts undertaken by digital health compa-
nies which are viewed as promoting an anti-competitive busi-
ness strategy can face severe penalties. Further, any digital
health products that are likely to cause consumers to be misled,
or make mistepresentations about the quality, purpose or effi-
cacy of the product can face regulatory action pursuant to the
CCA. The penalties which the regulator can seck range from
injunctive action and pecuniary penalties, to prison sentences
for serious cartel conduct.

There are presently limited anti-kickback restrictions in
Australia. These typically apply to doctors, pathology and diag-
nostic imaging services, and prevent certain payments being
made between these professionals. These provisions apply
where primary payments are made through Australia’s public
health system and the need to limit unnecessary referrals.

2.3 What regulatory schemes apply to consumer

healthcare devices or software in particular?

To the extent that a consumer healthcare device or software is
a medical device, it will need to conform to the TG Act and
the TG Regulations. The specific nature of the compliance
requirements differs based on the ‘class’ of the device. Medical
devices are classified with regard to their intended purpose. In
particular, the classification rules take into account the degree
of invasiveness in the human body, the duration and location of
use, and whether the device relies on a source of energy, which
applies to virtually all digital health technologies.

There remains some tension between the definitions used in
the TG Act and the actual intended use of technology. This is
particularly acute in relation to wearables, as well as products
aiming to provide guidance to doctors in the exercise of their
professional judgment. In many cases, it is necessary to contem-
plate exactly what the supplier has said about the product as to
whether it will be regulated or not. As noted above, the regula-
tory framework has not been updated to specifically cover the
myriad of digital health technologies now in use. The TGA does
use its existing framework to declare certain goods to be, and
not to be, medical devices, and therefore within or outside the
regulatory framework. In relation to software-based devices,
the TGA has declared a number of types of technology to be
excluded from the regulatory framework.

Additionally, all consumer products are regulated by the CCA.
This regulation includes, amongst other matters, consumer protec-
tions, provisions applying to warranty disclosure, misleading
advertising and fitness for any disclosed purpose.

2.4 What are the principal regulatory authorities

charged with enforcing the regulatory schemes? What is
the scope of their respective jurisdictions?

The TGA, which is part of the Australian Government Depart-
ment of Health, is Australia’s regulatory authority for therapeutic
goods. Broadly, the TGA is responsible for regulating the regis-
tration of therapeutic goods in Australia. The TGA regulates
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therapeutic goods through pre-market assessment, post-market
monitoring and enforcement of standards, and through the
licensing of Australian manufacturers. The TGA can issue
conformity assessment documents in respect of manufacturers
of medical devices, though given the limited Australian manufac-
turing industry, many manufacturers rely on overseas certifica-
tion of quality management systems, including notified bodies or
Medical Device Single Audit Program (‘MDSAP’) certification.

Under the TG Act and the TG Regulations, the Secretary of
the Department of Health can make decisions in relation to indi-
vidual sponsors, manufacturers and advertisers. Some of these
decisions are made in the event of non-compliance with regu-
latory requirements and others are made at the request of the
sponsor or manufacturer. Regulatory requirements for which
sponsors, manufacturers and advertisers can face liability for
breaching include failure to propetly label or advertise goods, or
the importation of goods that are not registered correctly.

The Office of the Australian Information Commissioner
(‘FOAIC’) is responsible for the administration of the privacy
provisions contained in the My Health Records Act and the
Healthcare Identifiers Act 2010 (Cth).

Additionally, the Australian Competition and Consumer
Commission (‘ACCC’) is responsible for enforcing the CCA
and the Australian Consumer Law (‘ACL’), which is set out in
Schedule 2 of the CCA. The ACL includes a national law guar-
anteeing consumer rights when buying goods and services and
a national product safety law and enforcement system. This
includes the principal oversight of recalls of products, though
often these are left to the TGA in relation to medical products.

2.5 What are the key areas of enforcement when it

comes to digital health?

The primary areas that regulatory authorities are targeting are:

m  Classification of devices, both to bring devices within the
regulatory framework or to up-classify devices.

m  Ensuring digital health products conform to consumer
product standards.

m  Ensuring digital health products are advertised in a TG
Act-compliant manner.

m  Protecting privacy and data security of personal and sensi-
tive health information housed in data centres of digital
health organisations. This is expected to become even more
important following a number of significant data breaches.

m  The digital economy, including consumer data issues in
digital health, is an area of priority for the ACCC.

m  Consumer product safety issues for young children,
with a focus on compliance, enforcement and education
initiatives.

2.6 What regulations apply to software as a medical

device and its approval for clinical use?

If the SaMD is captured by the medical device definition in the
TG Act and is not within one of the exemptions or exclusions,
it will need to conform to the typical medical device clinical
requirements. This involves registering the medical device in
the Australian Register of Therapeutic Goods (‘ARTG’) which
is managed by the TGA. The device will need to be classified
according to the TG Regulations, which is closely aligned with
the classification system used by the European Union. The
quality management system will also need to be certified as
compliant with the relevant conformity assessment procedures,
again closely aligned with the EU system.

Digital Health 2023

Norton Rose Fulbright

Further, an Australian sponsor will need to be appointed, and
a Declaration of Conformity must be submitted. The Sponsor
must then submit various certifications, and applications to the
TGA for review. In making its assessment, the TGA will assess
the device against the Essential Principles contained in the TG
Regulations. If the TGA approves the application, an ARTG
listing number will be issued to the device, and it will be visible
on the ARTG database on the TGA website. The SaMD may
then be legally supplied.

It is also necessary to note that the sponsor of a therapeutic
good, in Australia, is the person who imports the product into,
or manufactures the product in, Australia. This creates a number
of issues for software-based medical devices, since they are often
made available by way of download from a central repository.
In such a case, the download of the product may be considered
the importation of the product in Australia, leaving the rele-
vant ‘downloader’ as technically satisfying the sponsor defini-
tion. The TGA is concerned about this issue, particularly where
consumers may be acting on recommendations generated by
such software, but as yet it has not proposed a concrete solution.

2.7 What regulations apply to artificial intelligence/

machine learning powered digital health devices or
software solutions and their approval for clinical use?

There are presently no special regulations applying to artifi-
cial intelligence (‘AI’)/machine learning (‘ML) powered digital
health devices or software solutions and their approval for clin-
ical use. Where the devices or software solutions are classified
as medical devices, the regulations applying to medical devices
will apply. In such circumstances, the sponsor will need to apply
to the TGA to have the device included on the ARTG prior to
supply.

Given that Australia’s digital regulatory landscape is evolving,
it is likely that special regulations will be developed in the future
which apply specifically to AI/ML powered digital health
devices or software solutions. The TGA has previously contem-
plated this issue, but no changes have been made to date. The
expectation would be that they would be likely to follow, in
general terms, the approach adopted by the European Commis-
sion, with perhaps some local adjustments.

3 Digital Health Technologies

3.1 What are the core issues that apply to the following

digital health technologies?

m  Telemedicine/Virtual Care
Data privacy and the protection of sensitive health data
collected in the course of conducting telemedicine is a core
issue. Additionally, websites and software packages can be
classified as medical devices, imposing increased compli-
ance requirements. Data sharing in the context of tele-
medicine is likely to be regulated by the My Health Record
Act. There is also the need to ensure that the patient can
be properly identified and consents to the provision of care
by telemedicine, and that appropriate records are retained.

m  Robotics
Depending on their intended use, robotic technologies may
be classified as medical devices under section 41DB of the
TG Act. If this occurs, the sponsor will need to have the
device registered before it can be advertised and sold.
There may also be issues of tort liability where the robotic
technology causes harm to a patient. Additionally, data
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privacy issues arise where the robotic device collects
personal information, though this can typically be miti-
gated by only allowing access to de-identified patient data.
Wearables

The core issue with wearables is whether they are inside
or outside the regulatory framework. The issue often
pivots on the sponsor’s promotional material, as it indi-
cates intended use. A consistent issue is who owns the
data collected from the device wearers. Similatly, issues
arise relating to the privacy and security of the data
collected from the device wearers. This is an area where
the boundary is being continually pushed as devices gather
more data, apply sophisticated algorithms and provide
users with various metrics by way of feedback.

Virtual Assistants (e.g. Alexa)

Issues arise where the virtual assistants begin providing
diagnostic or therapeutic advice. Where this occurs, it is
likely that the technology will be classified as a medical
device, imposing greater compliance requirements.
Further, issues arise relating to the rights to data collected
by the virtual assistant. The technology sitting behind
these assistants requires strict compliance with data
protection laws and security requirements.

Mobile Apps

Separation of the apps from the platform on which they
run is important. Like wearables, there is often a question
of whether the product is within or outside of the regula-
tory framework. Given such products are often sourced
through foreign “app stores”, the question of who is prop-
erly regarded as the sponsor can be problematic.
Ownership of the data collected by the mobile apps, data
protection and security requirements, specifically for
health and/or monitoring apps, and the issue of liability,
are key. Depending on the intended use of the apps, they
may be classified as a medical device. The TGA does not
regulate health and lifestyle apps that do not meet the TG
Act definition of a medical device.

Software as a Medical Device

The TGA regulates SaMDs. Where the software is classified
as a SaMD, regulatory issues arise. These include classifying
the device according to the level of harm it may pose to users
or patients, obtaining a conformity assessment certification
for the device and submitting a declaration of conformity.
Note that the question of who is properly regarded as the
sponsor can be problematic in the context of SaMDs, again
as a result of their provenance and accessibility.

It is also noted that the software is typically treated as
separate from the platform on which it exists. There are,
however, questions about the extent to which updates to
an operating system render the approvals of the software
invalid, or in need of an updated review, or in some cases,
recall.

Clinical Decision Support Software

Clinical decision support software (‘CDSS’) that meets the
definition of a medical device must be included in the ARTG
unless otherwise exempt. Where the CDSS is responsible for
storing data, issues of data privacy and security arise. There
may also be issues of tort liability where the CDSS is respon-
sible for adverse health outcomes. The regulatory treat-
ment of CDSS remains quite a contentious area, critically
depending on the functionality of such software. Cleatly,
a continuum exists from software which merely provides
information for consideration by a healthcare professional,
to software which provides a warning or recommendation,
to software involved in clinical decisions. This is a key atea
where the regulatory framework has ambiguities.

ICLG.com
© Published and reproduced with kind permission by Global Legal Group Ltd, London

[ Artificial Intelligence/Machine Learning Powered
Digital Health Solutions
Software that is powered by AI/ML is governed by the
same legislation applying to other software. If the specific
AI/ ML powered digital health solution satisfies the TG
Act definition of medical device, it must comply with the
TGA requirements, including obtaining a conformity
assessment certification for the device and submitting a
declaration of conformity.
Additionally, the Australian Privacy Principles (‘APPs’)
(see question 3.2) are designed to be technology neutral,
flexible and principles-based, which can adapt to changing
and emerging technologies, including AI. Despite this,
it is critically important that personal information used
to train AT systems is accurate, collected and handled in
accordance with legal requirements.

m  IoT (Internet of Things) and Connected Devices
The issue with IoT is primarily an issue of categorisation.
Very similar to CDSS, a continuum exists as to what the
connected device is capable of doing. There are simple
sensors which merely pass along information, through to
more complex devices e.g. a mattress that detects movement
and provides an alert. Aspects of intended use may impact
categorisation, as may its role in a hospital ecosystem.

[ 3D Printing/Bioprinting
The use of 3D printing brings in the regulatory frame-
work concerning custom-made medical devices, which has
recently undergone significant reform. Depending on the
type of product being printed, and the frequency of its use,
different regulatory obligations will apply. This includes
differences in the need to register a product, as well as the
need for ongoing reporting to the TGA. There is also a
question regarding the consumables for such printing,
their categorisation and place in the regulatory framework.
There are also potential patent and design infringement
issues associated with some categories of bioprinting,.

m  Digital Therapeutics
Categorisation of these devices is important, as is their
cyber-security. There are concerns around the ability
of such devices to be hacked or interfered with, and the
appropriate treatment of software updates, and the appli-
cable regulatory oversight of these.

m  Natural Language Processing
Appropriate categorisation of the product as a medical
device will be an issue for these, primarily the question
of whether it satisfies the regulatory definition. We might
expect that from a regulatory perspective the fallback
of the relevance of the device to patient safety might be
the determinative factor, with the TGA providing clarity
through the use of included and excluded orders.

3.2 What are the key issues for digital platform

providers?

Digital platform providers sit in a difficult space as to whether
they are within the regulatory framework or not. There are also
potential exposures under the ACL. Digital platform providers
need to understand the precise scope of their platform and the
extent to which such a platform falls within the definition of a
medical device. It is also necessary to consider whether a rele-
vant exemption might assist.

Another key issue for digital platform providers is the privacy
and security of the data housed in the platform. Any informa-
tion a digital platform provider collects, uses, stores or discloses,
will need to comply with the APPs contained in the Privacy Act.
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The APPs are legally binding principles that are the cornerstone
of the privacy protection framework in Australia. The APPs
set out standards, rights and obligations in relation to handling,
holding, accessing and correcting personal information.

For digital platform providers, the APPs of greatest relevance
regarding health information is the disclosure to other entities
(APP 0), especially cross-border entities (APP 8). While disclo-
sure can be legitimised by obtaining informed consent from the
individual to which the information relates, it is important that
digital platform providers also remain vigilant in complying
with the APPs.

Digital platform providers must also ensure that they have
appropriate data management systems and security measures in
place, so as to protect against unauthorised access and misuse of
personal information it collects. For companies, compliance is
becoming even more important, following significant privacy
breaches to a number of entities in recent times, and very signif-
icant increases in fines.

4 DataUse

4.1 What are the key issues to consider for use of

personal data?

The use of personal data is subject to the APPs. The key issue
in relation to collection, use, storage and disclosure of personal
information is consent of the underlying individual, particu-
larly where the data is collected from a third person (such as a
healthcare professional). In such a case, the ability to demon-
strate consent is problematic. The de-identification of patient
data is also important, particularly where the information has
served its purpose. However, there are often issues in terms of
de-identification, particularly where other sources of informa-
tion can provide sufficient information to re-identify the indi-
vidual. Withdrawal of consent can also be problematic, particu-
larly since the express right to be forgotten does not exist under
Australian law. As such, the right to withdraw consent, or have
information deleted, is typically imposed as a matter of volun-
tary obligation by way of a privacy policy. This creates issues
as to how the information is deleted, particularly if it has been
passed to third parties or otherwise linked to other data sources.

Given the sensitive nature of health data and identifiers,
another important consideration is whether personal informa-
tion has been adequately de-identified or anonymised prior to
disclosure or use, particularly for digital health technologies.
Providers also need to contemplate the extent to which some
personal information, such as genetic information, can truly be
de-identified, especially in a healthcare environment.

A critically important consideration is whether the data is being
used for the primary purpose for which it was collected. Per APP
6, in the absence of the individual’s consent, health data can only
be used for the primary purpose for which it was collected, or for
secondary uses that are directly related to the primary purpose.
Hssentially, any information collected in the context of the provi-
sion of health services will be sensitive information.

Where data is being used and shared in cross-border settings, it
is important to consider whether the recipient is willing and able
to comply with the requirements contained in the APPs. Often,
transfers of data within a family of companies occurs without
sufficient consideration of the privacy issues this might cause.

4.2 How do such considerations change depending on

the nature of the entities involved?

In Australia, Government entities are held to a higher standard
than regular entities. Additionally, contracts with Government
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entities often impose obligations on service providers to comply
with the Privacy Act as though the party is a Government entity.
Further, State and Territory Governments and their instrumen-
talities, such as the public hospital system, will often mandate
compliance with separate State and Territory privacy laws,
which are typically more restrictive in terms of data transfer.

Generally, an APP entity will not include a small business
operator, registered political party, State or Territory authority
or a prescribed instrumentality of a State, though small busi-
nesses which hold or collect health information are fully subject
to the Privacy Act.

4.3 Which key regulatory requirements apply?

The Privacy Act is the primary federal law related to protecting
patient health information. It is important to note that Austral-
ia’s Privacy Act has recently undergone a significant review and
broad reforms are expected. The Privacy Act limits the use of
key identifiers, such as a Medicare number (the key primary
identifier used throughout the health systems), being used by
private enterprises to identify a patient.

Additionally, the Commonwealth has recently passed the
Security of Critical Infrastructure Act 2018 (Cth) (‘SOCI Act’). The
SOCT Act applies to regulate Australia’s critical infrastructure
sectors and assets. Notably, the SOCI Act applies to the health-
care and medical sectors.

The SOCI Act requires the responsible entity for a critical infra-
structure asset to have a critical infrastructure risk-management
programme. Where a cyber-security incident occurs which has a
relevant impact on a critical infrastructure asset, the responsible
entity is required to notify Australia’s Cyber and Infrastructure
Security Centre.

The implications of this legislation are still being played out,
and will likely be driven by the larger private, rather than public,
hospitals pushing down a range of cyber-security-related require-
ments on to their providers of relevant digital healthcare solutions.
A high-profile example of this is patient information systems, the
failure of which can virtually render a hospital non-functional.

4.4 Do the regulations define the scope of data use?

Generally, data use must be for the primary purpose for which
it was collected. This can typically be gleaned from disclo-
sures made to the individual at the time of collection, in either a
collection statement or privacy policy. This can create difficulty
in the case of collection from a third party, since the scope of
the primary purpose may be difficult to construe. In the context
of healthcare there are frequently disclosures of personal infor-
mation to service providers, such as pathology or radiology
services, followed by expert review. These persons may have no
way of contacting patients or obtaining consent, and therefore
rely upon the primary collector making sufficient disclosures to
the patient as to this purpose for collection.

Further, the data must be reasonably necessary for 