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Sephora Complaint and Cure Letter



State of the Union

AG Press Release:  “I hope today’s 
settlement sends a strong message 
to businesses that are still failing to 
comply with California’s consumer 
privacy law. My office is watching, 
and we will hold you accountable. 
It’s been more than two years since 
the CCPA went into effect, and 
businesses’ right to avoid liability 
by curing their CCPA violations after 
they are caught is expiring. There 
are no more excuses. Follow the 
law, do right by consumers, and 
process opt-out requests made via 
user-enabled global privacy 
controls.”



Cure Letter



Implications and Actions

Key Obligations and Areas of Focus

• Opt-out of sale or sharing for targeted advertising

• Opt-out preferences

• Data Minimization

• Consent

• Scanning sites for “low hanging fruit”

• Third party relationships

Immediate Actions

• Web portfolio inventory

• Cookie categorization

• Opt-out / preference banner (and supporting 
business processes)

• GPC enablement

• Google Restricted Data Processing (RDP) / Facebook 
Pixel Limited Data Usage (LDU) settings 

• Testing and validation 

• Contract review

• Update privacy notices



Future Enforcement 

Elimination of the cure period

Dual enforcement

Continued focus on websites user experience

Execution of Consumer Rights

Invitation for Preliminary Comments



Litigation Trends

Website Tools

• Entities collect information about the interaction of 
consumers with websites to improve such services 
and to offer additional and related services.

• Meta Pixel: captures and shares certain types of 
information about consumers’ interaction with 
specific websites.

• Session replay software:  monitors specific 
consumer interactions (mouse clicks, keyboard 
strokes, video activity, or cursor movements). 

• Chatbots: use artificial intelligence tools to assist 
and guide consumers who interact with certain 
websites. 

Types of Claims

• Federal and state anti-wiretapping laws

• Negligent misrepresentation

• Intrusion upon seclusion

• Invasion of privacy (CIPA)

• Breach of contract

• breach of fiduciary duty

• Video Privacy Protection Act



Litigation Avoidance

What the website collects, how it is collected, for what purpose, and with whom it is sharedKnow

Contracts with third-parties services used to improve the website and user experience or commercialize the collected data 
address data ownership, data privacy and data security concernsEnsure

Whether consent, and what format of consent, is necessary for processing activities.Consider

The options for modifying data collection and processing (GPC, RDP, LDU etc.) Understand

Website privacy policies and terms and conditions to provide clear and accurate disclosures, include resources required for 
state-specific compliance (such as CCPA), include enforceable terms, and satisfy consent requirements (including hyperlinks)Update



Putting It Into Practice

https://www.bobsfishshop-ca.com/



Data Collection



Data Collection



Cookies



Opt-Outs



Privacy Policy



Security



Questions & Contacts

Wynter Deagle 
wdeagle@sheppardmullin.com
o: 858-720-8947 
m: 401-439-0143
https://www.linkedin.com/in/wynterlavier/

Orson L ucas
olucas@kpmg.com
m: 704-502-1067
https://www.linkedin.com/in/orsonlucas/

Andy Medlin
amedlin@hottopic.com 
o: 626-667-3600 
https://www.linkedin.com/in/phillip-medlin-b1696858//

mailto:wdeagle@sheppardmullin.com
https://www.linkedin.com/in/wynterlavier/
mailto:olucas@kpmg.com
https://www.linkedin.com/in/orsonlucas/
mailto:amedlin@hottopic.com
https://www.linkedin.com/in/johnny-collins-949192128/

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16

