From: Barry Klinckhardt

To: Nonnie L. Shivers; Susan Wagner

Cc: Gregg M. Lemley; James M. Paul

Subject: Re: 2025 ACC Corporate Counsel Institute - ethics deck & materials
Date: Monday, March 31, 2025 6:50:04 PM

Attachments: FBI - Business Travel Guidance.pdf

STL ACC 2025 Ethics Briefing.pdf
2019-02  Office of Legal Ethics Counsel & Advisory Committee of the Supreme Court of Missouri.pdf
Rule 9.46. Reqistered in-house counsel Judicial Branch of California.pdf

Nonnie,

Thanks so much for sending this material. I've added our Chapter Administrator, Susan Wagner, to this email and
Sue will hopefully be able to answer your questions regarding the live version of the PowerPoint. We will be taking
care of copying the materials and making it available to our attendees.

Thanks again for your participation in this event. We are very much looking forward to having you here in St Louis
and your presentation.

Barry

Barry Klinckhardt

> On Mar 31, 2025, at 6:11 PM, Shivers, Nonnie L. <nonnie.shivers@ogletree.com> wrote:

>

> Barry:

>

> A PDF of the deck and background materials for my presentation are attached. Please let me know if you want
the live PowerPoint to load onto the laptop for that morning - it has notes so I just don't want the live version itself
shared without removing notes first. You all will take care of copies of the materials or does my STL team need to
do that? Please let me know if you have questions or need anything else.

>

> Thanks!

> Nonnie

>

>

>

>

> This transmission is intended only for the proper recipient(s). It is confidential and may contain attorney-client
privileged information. If you are not the proper recipient, please notify the sender immediately and delete this
message. Any unauthorized review, copying, or use of this message is prohibited.

>
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During Your Stay

Beware that your
conversations may not be
private or secure. Unlike

the United States, most other
. countries do not have legal
restrictions against technical

¥ surveillance. Most foreign
security services have various
means of screening incoming
visitors to identify persons of
potential intelligence interest.
They also have well established contacts with hotels
and common hosts that can assist in various forms
of monitoring you. Electronic eavesdropping has
been reported on airlines, in hotel rooms, taxis, and
meeting rooms.

Business and government travelers have reported
their hotel rooms and belongings were searched

while they were away. Sometimes there was no effort
to conceal the search.

Do not leave electronic devices unattended. Do
not transport them (or anything valuable) in your
checked baggage. Shield passwords from view.
Avoid Wi-Fi networks if you can. In some countries
they are controlled by security services; in all cases
they are insecure.

Clear your Internet browser after each use: delete

history files, caches, cookies, and temporary internet files.

If your phone or laptop is stolen, report it
immediately to the local US Embassy or Consulate.

Upon Your Return

Review your system access with your company’s
Information Security Officer. Access that is not
accounted for should be investigated.

It is not uncommon for foreigners to contact you
after your return. The FBI may be able to help you
determine if these contacts pose any risk to you or
your company.

Your local FBI office #:

Do not use non-company computers to log
into your company’s network. Always consider
any information conveyed through a non-company
computer to be compromised, even if encrypted.

Cyber criminals from numerous countries buy and sell
stolen financial information including credit card data

and login credentials (user names and passwords).

Do not allow foreign electronic storage devices to
be connected to your computer or phone. They
may contain malware or automatically copy your
stored electronic data. Do not use thumb drives given
to you — they may be compromised.

In most countries, you have no expectation

of privacy in Internet cafes, hotels, airplanes,
offices, or public spaces. All information you send
electronically can be intercepted, especially wireless
communications. If information might be valuable to
another government, company or group, you should
assume that it will be intercepted and retained.
Security services and criminals can track your
movements using your mobile phone and can turn on
the microphone in your device even when you think it
is turned off.

During the Beijing Olympics, hotels were required to
install software so law enforcement could monitor

the Internet activity of hotel guests.

Beware of “phishing.” Foreign security services and
criminals are adept at pretending to be someone you

trust in order to obtain personal or sensitive information.

be a target of a foreign

to increase their market

U.S. Department of Justice
Federal Bureau of Investigation

| of

“The willingness of US scientists and scholars to engage
in academic exchange make US travelers particularly

vulnerable not only to standard electronic monitoring
devices—installed in hotel rooms or conference centers—
but also to simple approaches by foreigners trained
to ask the right questions.” —ANNuAL ReporT TO CONGRESS ON
ForeicN Economic ColLLECTION AND INDUSTRIAL EspioNAGE, 2003.

SAFETY AND SECURITY

for the Business Professional Traveling Abroad
e

Business travelers
You or your firm may l should take measures

to ensure not only
country’s efforts to

obtain information or
technologies in order

the safety and
security of themselves

but also their
business information

share, build their

while traveling

Additional travel security tips and country threat assessments are available from the FBI upon request.

economies, or modernize
their militaries. Targeting
methods include luggage
searches, extensive
questioning, and B
unnecessary inspection
and downloading of

outside the
United States.

Change all your passwords including your voicemail
and check electronic devices for malware.

Report any unusual circumstances or noteworthy
incidents to your security officer and to the FBI.
Notifying the FBI will help ensure that future travel
advisories take into consideration the circumstances
and incidents you encountered.

information from

www.fbi.gov

laptop computers.

Overseas Security Advisory Council: www.osac.gov





Corporate espionage is an increasingly serious
threat for a business traveler. The perpetrator
may be a competitor, opportunist, or foreign
intelligence officer. In many countries, domestic
corporations collect competitive intelligence
with the help and support of their government.
To mitigate this risk, your organization’s critical
information and technologies should not reside
on any hard copy or electronic device you take
unless it is absolutely necessary, and if so, then
you must safeguard the physical access to the
information by using encryption and keeping the
material on your person at all times. Hotel safes
are not adequate protection.

Critical business information may include:

+Customer data *Phone directories
+*Employee data +Computer access
protocols
+Vendor information
+Computer network
+Pricing strategies design

*Proprietary formulas
and processes

+Acquisition strategies

*Marketing strategies
+Technical components
and plans ¢Investment data

+Corporate strategies +*Negotiation strategies

+Corporate financial data ¢Passwords (computer,
phone, accounts)

Before You Go

Familiarize yourself with local laws and customs
in the areas you plan to travel. You are expected to
obey their laws, which may include dress standards,
photography restrictions, telecommunication
restrictions, curfews, etc.

Plan your wardrobe so that
it does not offend the locals,
nor draw unwanted attention
to yourself. Americans are
perceived as wealthy and are
targeted for pick pocketing
and other crimes. Do not wear

- expensive-looking jewelry and
avoid wearmg Amerlcan team sports shirts or baseball
caps that might indicate you are an American.

Make copies of your passport, airplane ticket,
driver’s license, and credit cards that you take with
you. Keep one copy at home; carry a second copy with
you but separate from the originals. This will help speed
the replacement process if they are lost or stolen.

Do not take unnecessary identification or credit
cards in case they are stolen. Take only what is
necessary. Obtain traveler’s checks if needed.

Establish points of contact for your family to contact
and for your foreign hosts to contact in the event

of an emergency. Register your trip with the State
Department. Obtain the phone number and address
for the US Embassy or Consulate in the country(s)
you plan to visit.

Take any necessary medications with you in their
original containers and keep them in your carry-on
luggage (not checked baggage) during the flight.
Verify you have adequate medical insurance.

Obtain specific pre-travel country risk
assessments for the country(s) you plan to visit from
your security officer, the State Department, and/or
the FBI. There may be specific issues you should be
aware of and prepare for that will ensure your safety
and peace of mind.

Visit www.osac.gov for security news and reports for
the country(s) you plan to visit.

Sanitize your laptop, telephone, &
PDA, prior to travel and ensure no
sensitive contact, research, or personal
data is on them. Back-up all information
you take and leave that at home. If
feasible, use a “clean” laptop, phone and
a new email account while traveling. Or If you can
do without the device, Do Not Take It!

Cell phones can be hacked to steal contact lists,
usernames, passwords, and browser history.

Use up-to-date protections for antivirus, spyware,
security patches, and firewalls.

Clean out your voice mail. When you access your
messages, the pass code may become compromised
and others may then retrieve your messages.

State Department’s travel website: www.state.gov/travel

During Your Stay

Protect your passport! Theft of American tourist
passports is on the rise. It is recommended that you
carry your passport in a front pants pocket or in a
pouch hidden in your clothes, and that it remain with
you at all times. Some hotels require you to leave it
at the desk during your stay and they may use it to
register you with the local police--a routine policy. Ask
for a receipt and be sure to retrieve your passport
before continuing your trip. If your passport is lost or
stolen, report the situation immediately to the nearest
US Embassy or Consulate.

Be courteous and cooperative when processing
through customs. Do not leave your bags
unattended. Stay alert.

Use authorized taxis. You could be overcharged,
robbed or kidnapped when using “gypsy” taxis.

Do not invite strangers into your room.

Avoid traveling alone, especially after dark. Be
conscious of your surroundings and avoid areas you
believe may put your personal safety at risk. Be wary
of street vendors and innocent-looking youngsters.
While one person has your attention, another might
be picking your pocket.

Do not carry large amounts of cash.
Always deal with reputable currency
exchange officials or you run the risk of
receiving counterfeit currency. Keep a
record of your financial transactions.

Beware that theft from sleeping compartments on
trains is common.

Do not leave drinks unattended — someone could
slip a drug into it that causes amnesia and sleep.

Avoid long waits in lobbies and terminals, if
possible. These areas may harbor pickpockets,
thieves, and violent offenders. Laptop theft is
especially common in airports.

At the airport, a thief preceded a traveler through a
security checkpoint. After the traveler placed his
laptop computer on the x-ray machine conveyer belt,

a second thief set off the metal detector causing a
delay. The first thief then stole the traveler’s laptop
after it passed through the x-ray machine.

If you are arrested for any reason, ask to notify the
nearest US Embassy or Consulate.

Beware of new acquaintances who probe for
information about you or who attempt to get you
involved in what could become a compromising situation.

Avoid civil disturbances and obey local laws. If
you come upon a demonstration or rally, be careful; in
the confusion you could be arrested or detained even
though you are a bystander. Be mindful that in many
countries, it is prohibited to speak derogatorily of the
government and its leaders. It may be illegal to take
photographs of train stations, government buildings,
religious symbols, and military installations.

Avoid any actions that are illegal, improper or
indiscreet. Avoid offers of sexual companionship; it
may lead to a room raid, photography, and blackmail.
Do not attempt to keep up with your hosts in social
drinking. Do not engage in black market activities. Do
not sell your possessions. Do not bring in or purchase
illegal drugs or pornography. Do not seek out political
or religious dissidents. Do not accept packages or
letters for delivery to another location.

An American was given a letter by a man he had never
met. He tried to return the letter but the man ran away.

That evening national security officers visited the
American and admonished him for taking the letter.

Keep a low profile and shun publicity. Do not
discuss personal or business information with local
news media and be careful what type of information
you share with foreigners. They may have been
directed to obtain information in order to exploit you or
your company. Politely redirect the topic. The FBI can
provide tips on how to recognize deceitful elicitations.

Evade criminals and terrorists by being aware
of your surroundings and alert to the possibility of
surveillance. Take mental notes of anyone following
you and promptly report it to the appropriate security
officials and/or the US Embassy or Consulate. In
general, criminals will strike when their target seems
most lax about his/her security. If anyone grabs you,
make a scene—yell, kick and try to get away! If you
are kidnapped, remain alert and establish a program
of mental and physical activity for yourself; try to
remain calm and non-threatening.

Do not gossip about character flaws, financial
problems, emotional relationships, or other difficulties
of your fellow Americans or yourself. This information
is eagerly sought by those who want to exploit you or
your fellow travelers.

Center for Disease Control for Travelers’ Health: www.cdc.gov
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Ethics Through Memes

Nonnie L. Shivers, Esq.
Nonnie.Shivers@ogletree.com
602.778.3706
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IT’S TIME FOR.. ..
Ethical

www.ogletree.com






Today’s Ethical Memes Agenda

Special Dedication under Rule 4-8.3
Ethical Attorney Referrals

In-House Counsel Vacation
Registration?

Ethical of Attorneys’ Fees Applications
Hot Issues in Attorney-Client Privilege
Ethical Perils of Auto-Fill

Technology Mastery Ethical
Obligations
m Settlement Conference Contempt
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EXCELLENCE
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4 What is your obligation to report
" BOSSTRO to the Missouri Bar?

. R u Ie 4-8 . 3 Most common legal conversation
m Knowledge?

m Substantial Question?

e Honesty
e Trustworthiness "

¢

Is it legal? It depends

e Fitness in other respects et crally speaking B Buein somié

it's legal cases.=
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% Negligent Referral Risks

m American Bar Association (ABA)
Model Rule 7.2(b) allows
attorneys to refer clients to each
other as long as any agreement
is disclosed to the client

,,,,,,

III

A “negligent referral” happens
when a lawyer refers a person to
an incompetent or dishonest
lawyer
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4 Viabili

FL, IL, TX, NJ and NY permit

negligent referral claims Co-Worker Can
you handle this

PA and MI| do not permit

ligent referral claims
negligentre | matter for me?

CA is the most recent state to it's super simple.
pass legislation that prevents The Matter:
clients from bringing '
negligence claims against a

referring attorney
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4 Negligent Referral in Missour

m Rules 4-7.1 Communication Concerning a
Lawyer’s Services | think | found my new Lawyer

m 4-7.2 “A lawyer shall not give anything of
value to a person for recommending the
lawyer’s services.”

m Comment: “This restriction does not
prevent an organization or person other
than the lawyer from advertising or
recommending the lawyer’s services.”

m  Non-disclosure of formal referral
relationship is misleading.
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m Exercise “due care” in
identifying referrals to counsel

Is the referral attorney licensed
in the state?

Does the attorney specialize in
the area of the law the
potential client needs?

Consider indemnification/hold
harmless language?
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| COULD GIVE YOU FREE
LEGAL ADVICE
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Practical Negligent Referral Risk Avoidance

m Avoid conflicts of interest
. . “What kind of law do you practice?”
m Provide multiple suggested referrals Lawyer: |ust commereial. Nathing else.

'OK, | have a family law guestion for you,'

m Do not recommend using your name to get  Lawyer
in the door

m Do not provide endorsements, experiences
or results

m Check your states of licensure for any
restrictions

Avoid being the middle person

www.ogletree.com
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Vacation All You Ever Wanted? In-
House Counsel Registration

2 Zi"ow Q Save /> Share (@) Hide o0 More

$439,999 2bd 2ba 952sqft

2645 Nakai Trl, Flagstaff, AZ 86005
® For sale Zjersrtjmg[e" $438,114

Est. payment: $2,535/mo © © Get pre-qualified

Al Contact agent
as early as today at 4:00 pm

o .
Overview Facts and features Hoj i 2 ZI"OW QO save > Share (@ Hide oco More

Single family residence — — - y $1,499,500 3bd 2ba 1,684 sqft

Builtin 1989 N\ Price cut: $95.5K (6/1)
] 1199 Pacific Hwy UNIT 2001, San Diego, CA 92101

Electric ® Forsale Zestimate®: $1,474,508

No data . 5 5 Est. payment: $11,266/mo © @ Get pre-qualified

Rv access/parking - = . = 4 ; x Request a tour ‘ Contact agent
] = 1 as early as today a

8,276 sqft

Overview Facts and features Home value Price and tax | >

ﬁ Likely to sell faster than 91% nearby.
Schedule a tour

All other attached, high rise (5+ stories), condominium

ER Ruilr in 2004

www.ogletree.com






California Rule 9.46 — Registered
In-House counsel

Rule 3. Scope of Practice

Under California Rules of Court, rule 9.46 and these rules, Registered In-House Counsel
1s permitted to practice law in California exclusively for a Qualifying Institution that
employs him or her. Registered In-House Counsel is not permitted to provide personal or
individual representation to any customers, shareholders, owners, partners, officers,
employees, servants, or agents of the Qualifying Institution.

Registered In-House Counsel is not permitted to make court appearances in California
state courts or to engage in any other activities for which pro hac vice admission is
required if they are performed in California by an attorney who is not a member of the
State Bar of California.

Registered In-House Counsel shall practice for a single qualifying institution, except that,
while practicing as Registered In-House Counsel, an attorney may, if so qualified,
simultaneously practice law as a Registered Legal Services Attorney.

www.ogletree.com






Plaintiff’s
Counsel’s
Attorneys’ Fee
Application: How

Does One Bill

More Than 24
Hours in One

Day?

Me in bed billing for the 12
minutes it took for a
document to open






ABA Ethics Opinion 93-379

In addressing the hypotheticals regarding (a) simultaneous appearance on behalf of three
clients, (b) the airplane flight on behalf of one client while working on another client's
matters and (c) recycled work product, it is helpful to consider these questions, not from the
perspective of what a client could be forced to pay, but rather from the perspective of what
the lawyer actually earned. A lawyer who spends four hours of time on behalf of three
clients has not earned twelve billable hours. A lawyer who flies for six hours for one client,
while working for five hours on behalf of another, has not earned eleven billable hours. A
lawyer who is able to reuse old work product has not re-earned the hours previously billed
and compensated when the work product was first generated. Rather than looking to profit
from the fortuity of coincidental scheduling, the desire to get work done rather than watch a
movie, or the luck of being asked the identical question twice, the lawyer who has agreed to
bill solely on the basis of time spent is obliged to pass the benefits of these economies on to
the client. The practice of billing several clients for the same time or work product, since it
results in the earning of an unreasonable fee, therefore is contrary to the mandate of the
Model Rules.

www.ogletree.com






WELL. IT'S TIME TO TALK ABOUT
SUPREME COURT ETHICS. . AGAIN.

www.ogletree.com






Dual-Purpose Communications

m Examples referenced at oral argument:

e Discussions about settling claims against a company

e Internal investigations conducted by in-house
counsel, such as employment-related investigations

e Business meetings attorneys may sit in on to
observe and listen for potential legal issues
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m ER 1.6: Confidentiality of ATTORNEY.GENT PRIVILEGES

Information

m Work product doctrine
m Attorney-client privilege






Attorney-Client Privilege — Federal

Between the corporation’s employees and counsel,

For the purpose of securing legal advice for the
corporation,

Concerning matters within the scope of the
employees’ duties, and

Made in confidence with an intent that they remain
confidential
e Upjohn Co. v. United States, 449 U.S. 383, 39495 (1981).

www.ogletree.com
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Best Practices

m Written at the direction of counsel instruction

m Segregate communications

m Document the purpose of your
correspondence

m Limit the people in the room
m Know your role

7\ vegg,coweaxerz 1S
ALKlN‘@@BOUT
SOMETHING THATS
CONFIDENTIAL.
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4 Common Factors Leading to Waiver

m |nadvertent disclosures

m Failure to maintain confidentiality

m Reliance on attorney-client communications to support
an asserted claim

Forwarding emails
Sharing discussion points

Mixing purposes

, -, 7 o R
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Arthur Grand Technologies Inc
Dallas, TX

Job details

Salary
$75 an hour

Job Type
Contract
Role: Business Analyst [Salesforce & Insurance Claims]

Location: Dallas, TX [Hybrid]

Duration: Long term contract

e: $75/Hou

note: Only Born US Citizens [White] who are local within 60
miles from Dallas, TX [Don't share with candidates]

Berkshire Hathawa

This project includes the implementation of Salesforce for
the claim'’s portfolio.

5+ years of experience
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Texting
the
bankruptcy

lawyer "Don't §

pick up
your phone."

Copy
the email

to opposing §
counsel

Emailing

the bankruptcy |#

lawyer

"Court is going |

to call you.
Don't pick up."

Copy
the email

to opposing §

counsel

www.ogletree.com
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Attorn Rprided for Email and
R Text Instructing Lawyer Not to Answer

Judge’s Call

m A judge began calling a bankruptcy attorney to verify whether
both of the defendants were filing for bankruptcy, and the
defendants’ counsel texted and emailed the lawyer to ignore the
judge’s call

m The lawyer accidentally copied opposing counsel on the email

m The lawyer violated ER 1.1 and 8.4 as his actions were dishonest
and did not put his clients in a good light
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Practlcal Takeaways

Keep your inbox Organized "Hope this email finds you well..."
Don’t use your inbox as a to do list T
Calling may be better than emailing
Review emails before sending them
Save emails before sending

Disable auto fill
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How to Disable Autofill in Outlook:

You're welcome! It was

| SEIECt File the least | could do.

| always do the least |

|| SeleCt Options could do.

m Select Mail your@cards _

m Under Send messages, untick the Use
Auto-Complete List to suggest names
when typing in the To, Cc,
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Develop Teach
a it to
powerful Al write code

Have
the Al
replace you
as developer |

Have
the Al
replace you
as developer

imgflip.com

www.ogletree.com
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Client-Lawvyer Relationship

A lawyer shall provide competent representation to a client. Competent representation
requires the legal knowledge, skill, thoroughness and preparation reasonably necessary for the
representation.

[8] To maintain the requisite knowledge and skill, a lawver should keep abreast of changes in
the law and its practice, including the benefits and risks associated with relevant technology;

engage in continuing study and education and comply with all continuing legal education
requirements to which the lawver is subject.

www.ogletree.com






Lies, Damn Lies and Statistics

m 4 organizations use Al software to support HR-related activities
® 69% say the time it takes them to fill positions is better due to Al

e 85% say Al saves time or increases efficiency

m Large employers leading the charge

e 16% of employers with <100 workers use Al
o 42% of employers with 5,000+ workers use Al

m Bias in applicant filtration

e 64% of HR professionals say Al automatically filtered out unqualified applicants
e 19% have experienced Al accidentally overlooking qualified candidates
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70% Of Workers Using
ChatGPT At Work Are Not
Telling Their Boss; Overall
Usage Among

Professionals Jumps To
Rt
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% Should We Have a Policy?

m Questions to consider:

e Does your company want to
ban it altogether?

-

e May employees use it to
assist with work tasks?

e How will you protect your
company’s data?
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Three Top Issues to Address in a
Workplace Al Policy

1. Inaccurate content

Possible solution: employees review all information produced by Al

2. Disclosure of confidential information

Possible solution: clear guidelines on which kinds of data can be inputted

3. Infringement on IP rights

Possible solution: limits to guide how employees use Al-generated content
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All Al-generated output must be carefully reviewed and
evaluated, not relied upon as authoritative

Sample Al Policy

No Confidential Information may be loaded into any
external Al application, unless advance approval

No Al-generated output may be presented as one’s own
work

Use of Al is not a substitute for independent legal
judgment and skill
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Deep Fakes in Your Legal Practice

m A casino restaurant employee sued after a “Fat Andy” sign
was put up at his place of work in an effort to “mock and
embarrass” him.

The employee claimed that the “Fat Andy” sign remained
posted for three months.

But after an expert analyzed the metadata of the two
photographs, the jury’s verdict was overturned because
the expert found that the plaintiff altered the dates on the
images, making the images false evidence.
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How to Spot Deep Fakes

Look for inconsistent lighting or shadows

Always examine images, videos, and audio closely

Look for blurry edges and misaligned visuals

Inconsistent noise/audio
Look at the meta-data of the evidence

Hire specialized experts

Be skeptical during investigations — texts, audio, video and
of course documents can all be doctored
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ER 1.6: Confidentiality of
Information

Client-Lawyer Relationship

(a) A lawver shall not reveal information relating to the representation of a client unless the
client gives informed consent, the disclosure is impliedly authorized in order to carry out the
representation or the disclosure is permitted by paragraph (b).

() Alawver shall make reasonable efforts to prevent the inadvertent or unauthorized
disclosure of, or unauthorized access to, information relating to the representation of a client.
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Getting free
iIn-flight Wi-Fi

Immediately
getting hacked
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ER 1.6 and Airline Wi-FI

- VPNs don’t usually work with airline Wi-Fi, so
hackers could eavesdrop on your data, including
confidential client information

- Protections
.« Only visit websites that start with “https”
- Do not follow links from unfamiliar sources
- Forget public Wi-Fi networks from your devices
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Practical Steps to Avoid Violating ER 1.6

m Provide privacy screen to every employee at onboarding: physical
(magnetic, attached filter, etc.) or software-based

Require all employees to use privacy screen via policy and practice
Obtain signed acknowledgement

Step up other security, such as laptop locks and usage of hotel safes
Educate often (such as don’t plug into public USB)

Provide a stipend to buy laptop bags with anti-theft features

Uglify your device to make it less attractive or use disguise covers
Avoid social media location sharing

GPS tracking

Biometric security
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Prepare for International Travel

with Electronic Devices Carefully

m FBI Safety and Security for the Business Professional Traveling Abroad

m Use a “clean” laptop if time permits
m  Understand which countries prohibit encryption on laptops/devices

m Leverage objections professionally and calmly to review of privileged and
confidential information

m Looperv. Morgan, Civ. No. H-92-0294, 1995 U.S. Dist. LEXIS 10241 (S.D.
Tex. June 23, 1995) (when a lawyer asserts attorney-client privilege, “a
Customs official ... may not read the document without a warrant or
subpoena.”).
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Coming to an Order Near You!

“Settlement Authority: Representatives
for [disgruntled former employee] and
[Employer] who have full authority to settle
this case are required to attend the
mediation conference.”
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“Full Settlement Authority”

» Courts’ differing conceptions of what is required:

« “authority to dismiss the complaint with prejudice in
exchange for a settlement”

= “authority to pay the full amount of the requested
relief”

« “authority to explore settlement options fully and to
agree at that time to any settlement terms acceptable
to the parties”
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Best Practices

S

- -

Follow the court’s specific order
Seek clarification BEFORE appearing

YOU KEEP USING THAT WORD |-

Someone with full authority
standing by telephonically is not _
sufficient — they must actually be &{
present if required L&

Seek a continuance if the DO NOT THINK IT MEANS WHAT YOU THINKIT MEANS
representative’s authority becomes
a real or perceived impediment
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Ethics Through Memes
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3/31/25, 10:23 AM 2019-02 | Office of Legal Ethics Counsel & Advisory Committee of the Supreme Court of Missouri

Informal Opinion Number: 2019-02

Adoption Date: 2019

Rules: 4-3.1;4-4.1; 4-4.4; 4-8.3; 4-8.4; 4-8.5; Preamble and Scope

Advocate
Transactions with Persons Other than Clients
Maintaining the Integrity of the Profession

Subject: Employment; Misconduct - Conduct Prejudicial to the Administration of Justice;
Reporting Misconduct of Another Lawyer; Threat of Criminal Prosecution or Disciplinary

Complaint
Summary: threat of criminal prosecution or disciplinary complaint; duty to report

Attorney represents Employer in the defense of a civil employment matter related to the
employment and subsequent discharge of Plaintiff. Employer believes Plaintiff engaged in
criminal conduct during employment. Based on information Attorney has learned during
discovery, Attorney has reason to believe evidence of Plaintiff’s criminal conduct during

employment, which was in the possession of Plaintiff’s counsel, has been destroyed.

Question 1: Is it permissible for Attorney to inform Plaintiff’s counsel that unless Plaintiff
dismisses the civil matter or enters into a settlement as proposed by Employer, Attorney will

refer Plaintiff’s employment-related conduct to the prosecutor for possible criminal charges?

Answer 1: Attorney’s threat to refer the employment-related conduct of Plaintiff for criminal
prosecution would constitute conduct prejudicial to the administration of justice in violation
of Rule 4-8.4(d) unless Attorney has actual intent to refer the matter for prosecution if the
matter is not dismissed or settled (see Rule 4-4.1); the conduct underlying the alleged criminal
offense is related to the civil action and the use of the threat does not constitute a crime (see
Rule 4-8.4(b)); Attorney has a non-frivolous, good faith belief based in law and fact that the

employment-related conduct of Plaintiff was unlawful (see Rule 4-3.1); and Attorney’s use of

https://mo-legal-ethics.org/informal-opinion/2019-02/ 1/3
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the threat would not lack a substantial purpose other than to embarrass, delay, or burden the
Plaintiff or another person (see Rule 4-4.4(a)). See also Informal Opinions 990042 and
20010149. Because some jurisdictions consider the use of a threat to file criminal charges to
gain leverage in civil litigation to be a violation of the Rules of Professional Conduct regardless
of the circumstances, Attorney should use caution if the conduct could be judged by the rules

of professional conduct of another jurisdiction. See Rule 4-8.5.

Question 2: In the course of settlement negotiations, may Attorney inform Plaintiff’s counsel
that a lawyer’s unlawful destruction of documents with potential evidentiary value is
unethical, and unless Plaintiff dismisses the lawsuit or reaches a settlement as proposed by
Employer, Employer or Attorney will file a disciplinary complaint or report against Plaintiff’s

counsel?

Answer 2: If Attorney has a duty under Rule 4-8.3 to report the conduct of Plaintiff’s counsel
to the Office of Chief Disciplinary Counsel, any offer by Attorney to forego the complaint or
report would violate Rule 4-8.4(a) as an attempt by Attorney to violate the Rules of
Professional Conduct or to do so through the acts of another. Attorney’s threat may violate
Rule 4-3.1 if Attorney lacks a well-founded basis for believing Plaintiff’s counsel violated the
Rules of Professional Conduct. Attorney’s threat is likely to violate Rule 4-4.4, Respect for
Rights of Third Persons, and/or Rule 4-8.4(d), which prohibits conduct prejudicial to the
administration of justice, if threatening to file a disciplinary report or complaint in order to
extract settlement concessions is likely to be a factor Plaintiff or Plaintiff’s counsel will have to
consider in the representation. Finally, a threat which itself constitutes criminal conduct
would violate Rule 4-8.4(b), which prohibits criminal acts that reflect adversely on a lawyer’s
honesty, trustworthiness, or fitness as a lawyer in other respects. Attorney should also be
mindful of the Scope paragraph of Rule 4 at [20], which explains that the Rules are to provide
guidance for lawyers and a structure for regulating conduct through discipline, but “the
purpose of the Rules can be subverted when they are invoked by opposing parties as

procedural weapons.”’

Informal Opinions are ethics advisory opinions issued by the Office of Legal Ethics Counsel to members of the Bar about Rule
4 (Rules of Professional Conduct), Rule 5 (Complaints and Proceedings Thereon), and Rule 6 (Fees to Practice Law) pursuant

https://mo-legal-ethics.org/informal-opinion/2019-02/ 2/3
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to Missouri Supreme Court Rule 5.30(c). Written summaries of select Informal Opinions are published for informational
purposes as determined by the Advisory Committee of the Supreme Court of Missouri pursuant to Rule 5.30(c). Informal
opinion summaries are advisory in nature and are not binding. These opinions are published as an educational service and do
not constitute legal advice.

To request an Informal Opinion, please visit: http://mo-legal-ethics.org/for lawyers/requesting-an-informal-advisory-opinion/.

© Copyright 2024
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CALIFORNIA RULES OF COURT | 2025

Rule 9.46. Registered in-house counsel
(a) Definitions
The following definitions apply to terms used in this rule:

(1) "Qualifying institution" means a corporation, a partnership, an association, or other legal entity, including its subsidiaries
and organizational affiliates, which has an office located in California. Neither a governmental entity nor an entity that
provides legal services to others can be a qualifying institution for purposes of this rule. A qualifying institution must:

(A) Employ at least 5 full time employees; or

(B) Employ in California an attorney who is an active licensee in good standing of the State Bar of California.

(2) strong] "Active licensee in good standing of the bar of a United States state, jurisdiction, possession, territory, or
dependency" means an attorney who:

(A) Is a licensee in good standing of the entity governing the practice of law in each jurisdiction in which the attorney is
licensed to practice law, who has not been disbarred, has not resigned with charges pending, or is not suspended
from practicing law for disciplinary misconduct in any other jurisdiction; and

(B) em] Remains an active licensee in good standing of the entity governing the practice of law in at least one United

States state, jurisdiction, possession, territory, or dependency, other than California, while practicing law as
registered in-house counsel in California.

(Subd (a) amended effective March 1, 2019; adopted as subd (j) effective November 15, 2004; previously relettered effective January 1,
2007; previously amended effective January 1, 2019.)

(b) Scope of practice

Subject to all applicable rules, regulations, and statutes, an attorney practicing law under this rule is:
(1) Permitted to provide legal services in California only to the qualifying institution that employs him or her;

(2) Permitted to provide pro bono legal services under supervision of a California attorney for either eligible legal aid

organizations as defined by Rules of Court, rule 9.45(a)(1), or the qualifying institution that employs him or her;

(3) Not permitted to make court appearances in California state courts or to engage in any other activities for which pro hac

vice admission is required if they are performed in California by an attorney who is not a licensee of the State Bar of
California; and

(4) Not permitted to provide personal or individual representation to any customers, shareholders, owners, partners,
officers, employees, servants, or agents of the qualifying institution, except as described in subdivision (b)(2).

(Subd (b) amended effective March 1, 2019; adopted as subd (a) effective November 15, 2004; previously amended and relettered
effective January 1, 2007; previously amended effective January 1, 2019.)

(c) Requirements
For an attorney to practice law under this rule, the attorney must:

(1) Be an active licensee in good standing of the bar of a United States state, jurisdiction, possession, territory, or
dependency;

(2) Meet all of the requirements for admission to the State Bar of California, except that the attorney:

(A) Need not take the California bar examination or the Multistate Professional Responsibility Examination; and

https://courts.ca.gov/cms/rules/index/nine/rule9 46 1/3
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(B) May practice law while awaiting the result of his or her Application for Determination of Moral Character;
(3) Comply with the rules adopted by the Board of Trustees relating to the State Bar Registered In-House Counsel Program;

(4) Practice law exclusively for a single qualifying institution, except that, while practicing under this rule, the attorney may
provide pro bono services through eligible legal aid organizations;

(5) Abide by all of the laws and rules that govern licensees of the State Bar of California, including the Minimum Continuing
Legal Education (MCLE) requirements;

(6) Satisfy in his or her first year of practice under this rule all of the MCLE requirements, including ethics education, that
licensees of the State Bar of California must complete every three years and, thereafter, satisfy the MCLE requirements
for the registered in-house counsel's compliance group as set forth in State Bar Rules 2.70 and 2.71. If the registered in-

house counsel's compliance group is required to report in less than thirty-six months, the MCLE requirement will be
reduced proportionally; and

(7) Reside in California.

(Subd (c) amended effective March 1, 2019; adopted as subd (b) effective November 15, 2004; previously relettered effective January 1,
2007; previously amended effective January 1, 2019.)

(d) Application
The attorney must comply with the following registration requirements:

(1) Register as an in-house counsel; submit an application for the qualifying institution; file an Application for Determination

of Moral Character with the State Bar of California; and comply with Rules of Court, rule 9.9.5. governing attorney
fingerprinting;

(2) Submit a supplemental form identifying the eligible legal aid organizations as defined by Rules of Court, rule 9.45(a)(1)

and the supervising attorney, through which an in-house counsel intends to provide pro bono services, if applicable;

(3) Submit to the State Bar of California a declaration signed by the attorney agreeing that he or she will be subject to the
disciplinary authority of the Supreme Court of California and the State Bar of California and attesting that he or she will
not practice law in California other than on behalf of the qualifying institution during the time he or she is registered in-

house counsel in California, except if supervised, a registered in-house counsel may provide pro bono services through
eligible legal aid organization; and

(4) Submit to the State Bar of California a declaration signed by an officer, a director, or a general counsel of the applicant's
employer, on behalf of the applicant's employer. The declaration must attest:

(i) that the applicant is employed as an attorney for the employer;
(i) that the nature of the employment conforms to the requirements of this rule;

(iii) that the employer will notify the State Bar of California within 30 days of the cessation of the applicant's
employment in California; and

(iv) that the person signing the declaration believes, to the best of his or her knowledge after reasonable inquiry,

that the applicant qualifies for registration under this rule and is an individual of good moral character.

(Subd (d) amended effective March 1, 2019; adopted as subd (c) effective November 15, 2004; previously relettered effective January 1,
2007.)

(e) Duration of practice

Aregistered in-house counsel must renew his or her registration annually. There is no limitation on the number of years in-

house counsel may register under this rule. Registered in-house counsel may practice law under this rule only for as long as he
or she remains employed by the same qualifying institution that provided the declaration in support of his or her application. If
an attorney practicing law as registered in-house counsel leaves the employment of his or her employer or changes employers,
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he or she must notify the State Bar of California within 30 days. If an attorney wishes to practice law under this rule for a new
employer, he or she must first register as in-house counsel for that employer.

(Subd (e) amended and relettered effective January 1, 2007; adopted as subd (d) effective November 15, 2004.)
(f) Application and registration fees

The State Bar of California may set appropriate application fees and initial and annual registration fees to be paid by registered

in-house counsel.

(Subd (f) relettered effective March 1, 2019; adopted as subd (f) effective November 15, 2004; previously amended and relettered as
subd (g) effective January 1, 2007.)

(g) State Bar Registered In-House Counsel Program

The State Bar must establish and administer a program for registering California in-house counsel under rules adopted by the

Board of Trustees.

(Subd (g) relettered effective March 1, 2019; adopted as subd (g) effective November 15, 2004; previously amended and relettered as
subd (h) effective January 1, 2007; previously amended effective January 1, 2019.)

(h) Inherent power of Supreme Court

Nothing in this rule may be construed as affecting the power of the Supreme Court of California to exercise its inherent

jurisdiction over the practice of law in California.

(Subd (h) relettered effective March 1, 2019; adopted as subd (h) effective November 15, 2004; previously amended and relettered as
subd (i) effective January 1, 2007.)

(i) Effect of rule on multijurisdictional practice

Nothing in this rule limits the scope of activities permissible under existing law by attorneys who are not licensees of the State

Bar of California.

(Subd (i) relettered effective March 1, 2019; adopted as subd (i) effective November 15, 2004; previously relettered as subd (j) effective
January 1, 2007; previously amended effective January 1, 2019.)

Rule 9.46 amended effective March 1, 2019; adopted as rule 965 by the Supreme Court effective November 15, 2004; previously amended

and renumbered effective January 1, 2007; previously amended effective January 1, 2019.
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