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The global remote working landscape

3

Impact of the COVID-19 
Pandemic

Benefits for employees 
and employers

Defining new remote 
working arrangements 

Why is it a hot topic?
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Remote working models
Common scenarios 

Employee based in one country/state working at a place 
other than their main office in that country/state

Employee working remotely from another country or 
State (permanently or temporarily) to their main office

Employee who is location-independent and uses 
technology to perform their job from anywhere in the 
world (Digital Nomads)
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Remote working considerations 
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Employment and benefits

Immigration

Tax 

Protecting legitimate interests
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US
Remote work considerations

7

─ Be aware of minimum wage requirements and salary thresholds for exempt employees

─ Exempt employee salary thresholds are governed by both federal and state laws

─ Be aware of local paid sick leave laws

─ Be aware of treatment for vacation time

─ Whether state or local law permits use-it-or-lose-it 

─ Whether state or local law requires pay out of accrued vacation time upon termination

─ Be aware of remote work expenses that need to be reimbursed

─ During the pandemic, employees had to work remotely, so many costs became 
reimbursable expenses (for example, internet, cell phone, paper/ink for printer, etc.)

─ Generally, where remote work is an option, the employer need not reimburse expenses 
other than items used solely/predominantly for the benefit of the employer
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US
Remote work considerations
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─ Be aware of any local family and medical leave laws that require employee or employee and 
employer contributions

─ Leave laws tend to provide time off due to certain conditions or circumstances, others 
provide for pay or partial pay during an approved unpaid leave (such as during FMLA 
leave)

─ Some localities have an employee work-hour requirement or number of employee-
threshold for participation

─ Many new laws: CA, CO, CT, DC, DE, HI, ME, MA, MN, NH, NJ, NY, OR, RI, VT, WA, WI

─ Required work posters should be transmitted electronically to comply with posting 
requirements.  Refer to requirements in applicable states or under applicable federal laws.
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US
Remote work considerations
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Remote Work Policies:

─ Employees should maintain a safe working environment at their remote location 

─ Workers’ compensation likely covers them while they work remotely, so employees may be 
required to allow safety inspection and/or give statement/assurances that the work 
location is safe (no toys, pets, items to trip on)

─ Ergonomic equipment may be needed at home if also used at the office

─ Timekeeping requirements

─ Non-exempt employees should continue tracking and recording all time worked.  If 
supervisor approval is needed before overtime can be worked, that should continue to be 
the policy for remote work.

─ Exempt employees need not track work time

─ Employees must still call in when sick or using sick time for doctor appointments

─ Employees must still request vacation time in the same manner as when working in the 
office
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Applicable law

Contractual requirements

Providing a safe place of work

Pay and benefits, including expenses

Changing/terminating the arrangement

Employment law considerations
Cross-border arrangements - Rest of world

Top tips

• Know where your 
employees are

• Be clear on 
applicable law and 
any regulatory 
requirements

• Future-proof 
contracts and 
policies

• Have a mechanism 
for assessing H&S

• Don’t forget 
benefits
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Applicable law
Cross-border arrangements - Rest of world

Cross border working

Rome Convention/Rome I (593/2008/EC)(pre/post 7 
Dec 2009) – in the UK applicable as retained EU law 
post-Brexit (UK-Rome I) under the European Union 
(Withdrawal) Act 2018 :

- choice of law - but: not to deprive employee of 
protection by mandatory laws of “default” law

- if no choice (“default” law):

- habitual place of work

- if no habitual place of work: employer place of 
business

- unless closer connection to other country

─ overriding mandatory provisions (public 
interest)

Outside the EEA and the UK: Other conflicts of law 
rules but typically choice of law in employment 
contracts restricted to protect the employee.
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Benefits 
Cross-border arrangements - Rest of world

- For retirement plans, it may not always be possible under home plan terms 
to continue to cover employees hired by local entity or third-party.
- Home plan terms may not work for local compensation/employment 

situation, e.g., different compensation elements or payroll process; and
- Coverage under local plan may create inequities among employees, tax 

issues for the covered employee 

- For countries that provide employer-sponsored medical coverage 
(e.g., US), international coverage presents challenges.
- Coverage such as life insurance, disability, and travel accident may 
not be available for remote workers or employees in certain locations
- Locally-provided coverages may be duplicative or create disparities 
among employees internationally



Tax 
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US
Remote work considerations
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If employer is doing business for the first time in a new location, be sure:

─ To know appropriate withholding for local, state, and federal taxes

─ Employer withholding

─ Non-resident withholding

─ State employment taxes

─ State business taxes

─ To know whether the location has additional requirements besides workers’ compensation to 
protect employees:

─ For example, NY requires disability/liability insurance coverage in addition to workers’ 
compensation
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Getting it wrong can have adverse implications

Income Tax 

will there be a  liability in 
the host country/state ?

will tax still be payable in 
the home country/state ?

who is responsible for 
paying the tax ? 

Social Security 

where will social security 
be payable ? 

 who will be responsible for 
paying the social security ? 

Permanent Establishment 

will the employee’s presence 
create a permanent 
establishment in the host 
country ? 

if so, what are the 
implications ? 

Top Tips
• Ensure you know what taxes are payable, where they are payable and by whom
• Make sure applications for exemptions are made in plenty of time
• If possible, design arrangements to avoid permanent establishments being created
• Put in place mechanisms to deal with tax implications e.g. engage a third party payroll provider in

the host country or consider moving employment to a local group member or an employer of record
to deal with withholding obligations

Tax considerations 
Cross-border arrangements - Rest of world
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Immigration considerations - US
Immigration considerations
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Key issues for consideration:
─ Eligibility to work

─ I-9 (verification within first 3 days of hire)

─ E-Verify (required for government contractors and for private employers in certain states based on number of 
employees)

─ Tourist visas – answering emails, sitting in on meetings

─ Overview of USA Immigration Laws

─ Employment Authorization

─ ESTA

─ Political Considerations

─ Tax issues from US employment

─ US Source Income

─ Tax Resident Status
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A geographically dispersed workforce
Immigration considerations 

Key issues for consideration:
─ Is the employee working or visiting?
─ Do they have the an automatic right to work in that location (i.e. 

are they a national)?
─ Is permission required? Digital nomad visa?
─ Approach to regulated activities
─ Is this is business led request or an employee led request? 
─ Can this be accommodated now or will it need to be reviewed in 

future? 
─ Nuanced local requirements: Consider employment, pensions, 

health & safety, social security and tax
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Failure to obtain the correct permission 

─ Civil and/or criminal sanctions may be imposed 
on the individual and/or the employer

─ Potential restrictions on both the employer and 
the individual

─ Detention/deportation of the individual by the 
authorities – distress and inconvenience

─ Operational impact, which may include future 
restrictions on the individual’s travel elsewhere

─ Reputational risk

19

For example, in the Netherlands failure to obtain a visa can result in:

- for the individual: a requirement to leave  the country (in some cases, immediately); 
and 

- for the employer: a fine of EUR 8,000 for each individual in breach (increased by 50-
200% for repeat offences within 5 years)



Protecting legitimate interests
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Protecting legitimate interests  
Global considerations

Risks and how they arise

Intellectual property

Restrictive covenants

Physical assets



Solutions
What are the potential 
solutions for remote 
working?
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US
Remote work considerations
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Remote Work Policies and Agreements:

─ Good to set expectations and boundaries, reserve rights to the employer to make changes as 
business necessitates

─ General policies are appropriate where much of the workforce works a hybrid schedule

─ Individual agreements are likely appropriate where an employee works remotely for all work 
time or nearly all worktime’

─ Where employees are able to request remote work, be sure there is a non-discriminatory 
process in place for requests and approvals
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Some key items to include in remote work policies:

─ Employer should consider reserving the right to adjust the hybrid schedule as deemed 
necessary or desirable in the sole discretion of the employer

─ Require that employees inform/receive approval from HR/supervisor if the employee will be 
working from a location other than their usual/home remote work location

─ Work from a foreign country may cause tax liabilities to the employer (and the employee) 
if employee works there long enough

─ Work from a foreign country without proper visa can be problematic

─ Require protections for confidential information

─ Secure storage and working space at remote work location

─ Secure electronic connectivity

─ No public Wi-Fi; no public USB ports

US
Remote work considerations

24



Eversheds Sutherland | November 15, 2023

US

Key items to include in remote work agreements:

─ Reiterate that all job expectations remain the same whether working in the workplace or 
remotely

─ Employee must be available and working during business hours unless they have notified 
the employer otherwise (sick leave, vacation time, etc.)

─ Employees continue to be bound by all workplace policies and procedures, including all remote 
work policies, notification requires for illness or injury (whether time off or workplace injury)

─ Employer should consider reserving the right to adjust the hybrid schedule or revoke the 
remote work arrangement as deemed necessary or desirable in the sole discretion of the 
employer

─ Reiterate at-will nature of employment

─ Helpful to reiterate or expand on IT compliance, security, and protection of confidential 
information (which may include not allowing others – including family members – to use 
company laptop or other devices) 

Remote work considerations

25
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US
Remote work considerations
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Key items to include in remote work agreements:

─ May need to expressly state that only company IT can address any issues with company-
issued technology, such as laptop and devices; employee may not hire or entrust devices to 
a third party.

─ Provide contact information for IT assistance

─ Agreement to return, and perhaps an itemized list of any equipment provided for remote 
work (printers, docking stations, cameras, microphones, etc.)

─ Reserving the right of the employer to monitor employee’s work and productivity remotely

─ Company can use software that counts key strokes

─ Company should NOT activate laptop camera remotely
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Approaches to remote working

Work anywhere policies

Recruitment and 
retention

Limitations to manage 
risk:
Countries
Time
Work authorisations

Individual assessments

Time and cost 
implications

Consistency

Global approach

Must take account of local 
nuances, including in 
respect of recording / 
tracking working time

Cybersecurity

Maintaining culture and 
values
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Approach to international working requests
3 options

Option 1

•Reject all requests*

•Consistent and easy to apply
•Eliminates all immigration, tax, 
regulatory and other country 
employment law risk
•Avoids cyber security issues of 
working in another country
•Carries some employment law risk
•May be seen as unaccommodating 
by employees

Option 2

•Allow request but for up to 30 
(or 60) days only

•Consistent and easy to apply
•Reduces tax, immigration and 
other country employment law risk
•May not eliminate cyber-security or 
regulatory risk
•May be regarded by employees as 
a  reasonable benefit but won’t work 
for everyone 

Option 3

•Accept request for maximum 
period requested
•Significant management and 
administration burden

•High tax, regulatory, local 
employment law and cyber-
security risk

•Immigration risks if employee not 
a national of the country in which 
working and difficulty returning to 
the UK

•Employee friendly

*It may be possible to accommodate such requests in some countries in which the employer operates without giving rise to tax, immigration and regulatory issues
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The global approach

29

Option 1 – reject all 
requests 

Option 2 – allow request but 
for up to 30 (or 60) days only

Option 3 – Accept request 
for maximum period 
requested

Practicality Consistent and easy to apply 
but may be seen as 
unaccommodating by 
employees, and employers 
must take into account any 
obligations relating to flexible 
working 

Consistent and easy to apply Significant management and 
administration burden 

Employment 
law 

No change to applicable 
employment law 

Remains likely that home 
employment law will continue to 
apply, with small risk that local 
host laws will apply 

Significant risk that other 
country’s laws will apply 

Immigration No immigration issues to 
consider 

Most jurisdictions will allow short 
periods of working for non-
nationals. No immigration law 
implication if employee is a 
national of the host country

No immigration law 
implications if the employee is 
a national of host country but 
immigration law implications if 
not 

Tax No tax issues to consider Short periods of overseas working 
carry less risk of triggering tax 
implications for employee and 
employer

Likely tax implications for 
employee and employer 
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Questions?

30
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Agenda

1. Illinois Biometric Information Privacy Act (BIPA)

2. Illinois Genetic Information Privacy Act (GIPA)

3. “Mini-TCPAs”

3
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Evaluating the BIPA landscape
Where do we stand?
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Finger-
print

Iris

Face

DNA Heartbeat

Hand 
geometry

Gait

Voice

Handling 
style

Key 
stokes

Signature

Characteristic

Biological Behavioral

Biometrics: The features that make you unique

5
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What is “Biometric 
Information” under BIPA?

Illinois Biometric 
Information Privacy Act 
(BIPA)

6

“[A]ny information . . . based on an individual’s [retina or iris scan, 
fingerprint, voiceprint, or scan of hand or face geometry used to 

identify an individual] used to identify an individual.”
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BIPA: History
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Concern by lawmakers 
over use and 

implementation in the 
workplace

Enacted in 2008 and 
requires:

Written consent
Limited disclosure
Prohibition on sale

Publication of policies
Security and limited retention 

periods

Spike in class actions 
filed since 2015
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BIPA: Private Right of Action

─ Negligent violation:
• $1,000 for each violation; or
• Actual damages, whichever is 

greater

─ Intentional or reckless violation:
• $5,000 for each violation; or
• Actual damages, whichever is 

greater

─ Reasonable attorneys’ fees

─ Other relief, including an 
injunction

8
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BIPA: Exemptions

─ Government actors

─ Financial institutions 
subject to the privacy 
notice provisions of the 
Gramm-Leach-Bliley Act of 
1999 (GLBA)

9



Eversheds Sutherland

BIPA: Significant decisions

─ Rosenbach v. Six Flags Ent. Corp., 2019 IL 123186
• BIPA: Right of action to “any person aggrieved by a violation” 
• A plaintiff need not have suffered actual damages to bring a BIPA 

claim

─ Tims v. Black Horse Carriers, Inc., 2023 IL 127801
• Statute of limitations for BIPA claims is five years

─ Cothron v. White Castle Sys., Inc., 2023 IL 128004
• Each violation of BIPA is a separate claim, allowing multiple 

accruals

10
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Illinois Genetic Information Privacy Act (GIPA)
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Illinois Genetic 
Information 
Privacy Act 
(GIPA)

12

-Encourage voluntary and confidential genetic testing
-Originally enacted in 1998
-Ignored for over 20 years
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GIPA: Prohibitions
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Involuntary Disclosure by any person

Requests/Use by employers

Underwriting Use by insurers
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GIPA: What does it cover?

─ Genetic information 

─ Borrows definition from HIPAA

─ Includes 
• an individual’s genetic tests 
• an individual’s family members’ genetic tests 
• the manifestation of a disease or disorder in an individual 

or his family members
• any request for or receipt of genetic services

14
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GIPA: Private right of action

─ Negligent violation:
• $2,500 for each violation
• Actual damages, whichever is greater

─ Intentional or reckless violation:
• $15,000 for each violation
• Actual damages, whichever is greater

─ Reasonable attorneys’ fees

─ Other relief, including an injunction

15
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GIPA: A new tool for plaintiffs’ attorneys?
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GIPA: What plaintiffs’ attorneys see

17

17

Bridges: extends Rosenbach to GIPA: 
“Any person aggrieved by a violation”; 
procedural violation enough

Private right of action

Statutory damages (triple BIPA’s 
damages)

Broader range of potential defendants 
(no BIPA exemptions)
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GIPA: Bridges aftermath and race to the courthouse

18

 From 1998 to 2002, two cases filed

 From January 2023 until Bridges (July), six cases

 From Bridges until today, more than forty cases
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GIPA: Who are the targets?
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Employers Insurers
• Tyson Foods
• Ford
• Amazon
• FedEx
• Caterpillar
• Chicago Transit Authority
• Union Pacific Railroad
• Illinois State Police

• State Farm Life
• Pacific Life
• AIG
• Northwestern Mutual
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GIPA: Theories of liability
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Employers: Pre-
employment physicals 

with inquiries into family 
medical histories and/or 
genetic predisposition to 

certain diseases 

Insurers: Pre-
underwriting physical 

with inquiries into family 
medical histories and/or 
genetic predisposition to 

certain diseases 
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What’s next for GIPA litigation? 
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GIPA: Open questions

─ Will courts agree that “family medical history” is “genetic 
information” under GIPA?

─ Will they be persuaded by other arguments?

─ Will the Illinois legislature clarify the law?

─ What is the statute of limitations?

22
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GIPA: Does “genetic information” mean “family 
medical history?”

─ One major retailer is arguing “no” in a motion to dismiss, 
citing federal GINA case law

─ But: EEOC v. Dolgencorp, LLC, (N.D. Ala. July 26, 2022)
• Asking job candidates “Have your grandparents, parents, or 

children had significant medical problems?” violated GINA

─ May depend on specificity of allegations 

23
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GIPA: Other arguments and developments

─ Must also show discrimination?

─ The language of the section applying to insurers is 
inconsistent

─ Statute of limitations?

─ Illinois legislative developments

24
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TCPA and state “mini-TCPAs”
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Telemarketing Texts

Autodialers Faxes

Telephone Consumer Protection Act (TCPA)

─ Enacted in 1991
─ Regulates telemarketing

• Automatic dialing systems

• Prerecorded voice messages
• Text messages
• Faxes

26
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Eversheds Sutherland’s TCPA traffic light

27
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“Do Not Call” (DNC) restrictions/requirements

─ Applies to telemarketing

─ Restrictions are separate from (and 
in addition to) autodialer rules

─ Statutory damages of $500 per 
violation
• Each call is a $500 violation, even 

though consumers cannot sue for 
<2 calls

─ Federal, state, company-specific DNC 
lists

─ Exemptions if (1) consent, and (2) 
calls based on an “Established 
Business Relationship” (EBR)

28
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National DNC registry (for telemarketing)

29

TELEMARKETERS MUST 
REGISTER AND SCRUB CALL 

LISTS UPDATED WITHIN PAST 
31 DAYS

COMPANIES CAN DOWNLOAD 
THE LIST ONCE EVERY 24 

HOURS. THIS IS TO PROTECT 
SYSTEM INTEGRITY

SEVERAL STATES HAVE STATE-
SPECIFIC LISTS (MOST STATE 
LAWS RELY ON FEDERAL DNC 

LIST)
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DNC list exemptions

─ Prior written consent

─ Established Business Relationship 
(EBR)

• Three months for inquiries 
(prospective customers) 

• 18 months for past transactions 
(former customers/current 
customers) 

─ Calls by or on behalf of tax-
exempt non-profit organizations

─ Calls that are not commercial or 
do not include unsolicited 
advertisements

30
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State “mini-TCPAs”

31

 Arizona No single call/text safe harbor

 California No single call/text safe harbor; no private COA

 Connecticut No single call/text safe harbor

 Florida Recent amendments to stop flow of class actions

 Maryland Expanded auto-dialer definition

 Oklahoma Expanded auto-dialer definition

 Rhode Island No single call/text safe harbor; no 

 Virginia Single “solicitation” can trigger

 Washington Applies broadly to advertising 
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Questions?

32
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This informative video was 
presented during the panel discussion.  

Please click here to view.

https://www.youtube.com/watch?v=hGb9UZ8DyDc&ab_channel=Microsoft
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