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A New “Red Scare”?
The Ins and Outs of the US’s 
New Program to Regulate 
Outbound Investment in China 
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Current Administration’s Focus on China

China is “the only competitor with both 
the intent to reshape the international 
order and, increasingly, the economic, 
diplomatic, military, and technological 
power to advance that objective.”

National Security Strategy, The White House, 
October 12, 2022 at pgs. 5, 23
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“The situation with China is 
different than the Cold War. …. 
The concern with the Soviet 
Union was primarily military. 
Now it’s a concern about 
economic competitiveness.”

Toby Smith, VP for Policy at Association for 
American Universities
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Regulations to Address 
Competition with  
China
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Outbound 
Investment in China 
is the new frontier in 
China containment
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Executive Order 
(“EO”) 14,105

88 Fed. Reg. 54,867 
(Aug. 11, 2023)
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1. Prohibits “U.S. persons” from directly or 
indirectly entering into certain types of 
transactions with a “covered foreign 
person” engaged in activities involving 
specified “covered national security 
technologies and products”; and

2. Requires notification to Treasury by “U.S. 
persons” who participate in these 
transactions for “covered national 
security technologies and products.”

EO 14,105

9

SUMMARY
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3. Requires Review 1 year after Regulations

• assess whether to amend the regulations, 
including whether to adjust the definition of 
‘‘covered national security technologies and 
products’’ to add or remove technologies and 
products in the semiconductors and 
microelectronics, quantum information 
technologies, and artificial intelligence sectors.

4. Requires Report to the President 1 year 
after Regulations

• assessment of the effectiveness of the regulations
• advancements by China in covered technologies
• aggregate sector trends 
• Recommendations as to modifications

EO 14,105

10

SUMMARY
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Importantly, unlike CFIUS mandatory 
filing requirements, Treasury claims it is 
“not considering a case-by-case 
determination on an individual 
transaction basis as to whether the 
transaction is prohibited, must be 
notified, or is not subject to the 
program.” 88 Fed. Reg. 54971

Thus, private parties have 
obligation to determine on their 
own whether the prohibitions or 
notification requirements apply.

EO 14,105

11

SUMMARY
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“artificial intelligence”

12

‘‘covered national security technologies and products’’

“semiconductors and microelectronics”

“quantum information technologies”
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EO 14,105
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Specifically Targets China 



GTLAW.COM

• “Countries of concern” (i.e. CHINA) are
“exploiting …. outbound investments”

• “intangible benefits” of outbound 
investments including

• enhanced standing and prominence

• managerial assistance

• investment and talent networks, 

• market access

• enhanced access to additional financing.

EO 14,105
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What is the justification for the new 
regulations?
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National Security

• China “conduct[s] activities that threaten 
the national security of the United States” 

• Certain outbound investments “accelerate 
the development of advanced computational 
capabilities”

• development of more sophisticated weapons 
systems,

• breaking of cryptographic codes, 
• other applications that could provide these 

countries with military advantages.

EO 14,105

15

What is the justification for the new 
regulations?
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What is the justification for the new 
regulations?

EO 14,105
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“I hereby declare a national emergency to 
deal with this threat”
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Department of 
Treasury Advance 
Notice of Proposed 
Rulemaking (ANPRM)

88 Fed. Reg. 54,961-72 
(Aug. 14, 2023)
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• Published 3 days after EO

• Neither the EO nor the ANPRM directly 
implements new restrictions or 
obligations.

• Posed 83 questions across 17 topics

• 23 are directed at defining categories and 
subcategories of “covered national security 
technologies and products”

• Comment period closed on September 28, 
2023

• Over 60 comments submitted

ANPRM

18
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• Proposed definition of “U.S. person” includes “any United 
States citizen, lawful permanent resident, entity 
organized under the laws of the United States or any 
jurisdiction within the United States, including any 
foreign branches of any such entity, and any person in the 
United States.”

• Comports with the standard definition in U.S. sanctions 
practice

• Does not include foreign subsidiaries of U.S. businesses 
directly, but proposed rules would place obligations on U.S. 
parents, or other controlling U.S. entities, to enforce the 
rules at their non-U.S. controlled entities.

88 Fed. Reg. at 54,971

Who do the rules apply to? 

19
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• Proposed definition of “U.S. person” – Public Comments

• Does it apply only to the U.S. person entity or individual undertaking 
the covered transaction and not to other parties involved in or 
tangential to the transaction, including third-party financial 
institutions?

• How does it apply to dual citizens?

• Should the definition be mutually exclusive with definition of covered 
foreign person to prevent situations where a company is classified as 
both?

• Are non-U.S. companies that have U.S. nationals as board members or 
senior employees a “U.S. person”? 

• Are parent companies of U.S. subsidiaries considered “U.S. persons”? 

Who do the rules apply to? 

20
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• Proposed definition of “covered foreign person” 

1. a “person of a country of concern” (i.e. China) that is engaged 
in, or that a U.S. person knows or should know will be 
engaged in, an identified activity with respect to a “covered 
national security technology or product”; or 

2. a person whose direct or indirect subsidiaries or branches are 
referenced in item (1) and which, individually or in the 
aggregate, comprise more than 50 percent of that person’s 
consolidated revenue, net income, capital expenditure, or 
operating expenses. 

88 Fed. Reg. at 54,964

Who do the rules apply to? 

21
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• Proposed definition of “covered foreign person” – Public 
Comments

• Difficulty in making determination whether covered activity comprises more 
than 50 percent of a foreign person’s revenue, net income, or other metrics (“50% 
Rule”) due to unavailability of information such as Chinese banking and 
ownership information 

• 50% Rule is ambiguous as to whether it refers to an operating company 
employing personnel engaged in the covered activity, or whether a holding 
company may be considered “engaging in” the covered activity

• Requests for Treasury to publish and maintain a fixed list of entities determined 
to be “covered foreign persons,” along the lines of Commerce’s existing Entity 
List or Treasury’s sanction lists

Who do the rules apply to? 

22
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• A U.S. person’s direct or indirect:

• Acquisition of an equity interest or contingent 
equity interest in a covered foreign person;

• Provision of debt financing to a covered foreign 
person where such debt financing is convertible to 
an equity interest;

• Greenfield investment that could result in the 
establishment of a covered foreign person; or

• Establishment of a joint venture, wherever located, 
that is formed with a covered foreign person or 
could result in the establishment of a covered 
foreign person

What is a “covered transaction”?

23
88 Fed. Reg. at 54,964
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• PUBLIC COMMENTS

• Want clarification that passive investments by both 
LPs and non-LPs, venture capital and private 
equity investments, and other transactions are not 
covered 

• Major financial institution and investment 
commenters urged Treasury to clarify that 
regulations do not restrict services provided by 
these institutions to their customers

What is a “covered transaction”?

24
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What are Notifiable and Prohibited Transactions?

25
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• Technologies that Enable Advanced Integrated Circuits

• Software for Electronic Design Automation

• IC Manufacturing Equipment: development or production of 
front-end semiconductor fabrication equipment designed to be 
exclusively used for the volume fabrication of ICs

• Advanced Circuit Design and Production

• Advanced IC Design: Design of ICs that exceed the thresholds in 
Export Control Classification Number (“ECCN”) 3A090, or 
integrated circuits designed for operation at or below 4.5 Kelvin.

• Advanced IC Fabrication: Fabrication of IC (i.e. the process of 
forming devices such as transistors, poly capacitors, non-metal 
resistors, and diodes, on a wafer of semiconductor material) that 
meet any of the following criteria: 

26

Semiconductors and Microelectronics

Notifiable Prohibited

• Integrated Circuit Design – IC design 
which is not otherwise prohibited

• Integrated Circuit Fabrication: IC 
fabrication which are not otherwise 
prohibited

• Integrated Circuit Packaging: IC 
packaging which are not otherwise 
prohibited.

88 Fed. Reg. 54,967–68
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(i) Logic ICs using a nonplanar transistor 
architecture or with a technology node of 16/14 
nanometers or less, including but not limited to 
fully depleted silicon-on-insulator (FDSOI) 
integrated circuits; 
(ii) NAND memory with 128 layers or more; 

(iii) DRAM using 18μm half-pitch or less; 
(iv) Integrated circuits manufactured from a 
gallium-based compound semiconductor; 
(v) ICs  using graphene transistors or carbon 
nanotubes; or 
(vi) ICs designed for operation at or below 4.5 
Kelvin.

27

Semiconductors and Microelectronics

Notifiable Prohibited
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• Advanced IC Packaging: IC packaging that support 3-D 
integration of ICs, using silicon vias or through mold vias, 
where “packaging of integrated circuits” is defined as the 
assembly of various components, such as the IC die, lead 
frames, interconnects, and substrate materials, to form a 
complete package that safeguards the semiconductor 
device and provides electrical connections between 
different parts of the die.

• Supercomputers: 

• Installation or sale to third-party customers of a 
supercomputer, which are enabled by advanced ICs, that can 
provide a theoretical compute capacity of 100 or more 
double-precision (64-bit) petaflops or 200 or more single-
precision (32-bit) petaflops of processing power within a 
41,600 cubic foot or smaller envelope

28

Semiconductors and Microelectronics

Notifiable Prohibited
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• Quantum Computers and Components

• Production of a quantum computer (defined as a computer 
that performs computations that harness the collective 
properties of quantum states, such as superposition, 
interference, or entanglement), dilution refrigerator, or two-
stage pulse tube cryocooler.

• Quantum Sensors

• Development of a quantum sensing platform designed to be 
exclusively used for military end uses, government 
intelligence, or mass-surveillance end uses.

• Quantum Networking and Quantum Communication Systems:

• Development of a quantum network or quantum 
communication system designed to be exclusively used for 
secure communications, such as quantum key distribution. 29

Quantum Information Technologies

Notifiable Prohibited

[NONE, as of now]

88 Fed. Reg. 54,968
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AI Systems

88 Fed. Reg. 54,969

PROPOSED DEFINITION:  “an engineered or 
machine-based system that can, for a given set of 
objectives, generate outputs such as predictions, 
recommendations, or decisions influencing real or 
virtual environments. AI systems are designed to 
operate with varying levels of autonomy.”
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• Development of software that incorporates an AI system and is 
designed to be exclusively (or primarily) used for military, 
government intelligence, or mass-surveillance end uses.

31

AI Systems

Notifiable Prohibited
• Development of software that 

incorporates an AI system and is 
designed to be exclusively (or 
primarily) used for:
i. Cybersecurity applications, digital 

forensics tools, and penetration 
testing tools;

ii. Control of robotic systems;
iii. Surreptitious listening devices 

that can intercept live 
conversations without  consent of 
parties involved;

iv. Non-cooperative location tracking 
(including international mobile 
subscriber identity (IMSI) 
Catchers and automatic license 
plate readers); or

v. Facial recognition.
88 Fed. Reg. 54,968–69
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Treasury is considering a category of “excepted transactions” that 
“present a lower likelihood of concern”:

• Investments in publicly traded securities, index funds, mutual funds, ETFs, or 
similar instruments (including associated derivatives) offered by an investment 
company or by a private investment fund; 

• Passive investments by a limited partner (“LP”) into a VC fund, PE, fund of 
funds, or other pooled investment funds below a to be determined de minimis
threshold (to be set by Treasury).

• Acquisitions of equity or other interest owned or held by a “covered foreign 
person” in an entity or assets located outside of a “country of concern” (i.e. 
China) where the “U.S. person” is acquiring all interests in the entity or assets 
held by “covered foreign persons”;

• An intracompany transfer of funds from a U.S. parent company to a subsidiary 
located in China; or

• A transaction made pursuant to a binding, uncalled capital commitment 
entered into before the date of the EO.

Are there exceptions? 

32

88 Fed. Reg. 54,965
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EXCEPTION TO THE EXCEPTION

NOT an “excepted transaction” if the transaction 

• Provides a U.S. person “rights beyond those reasonably 
considered to be standard minority shareholder 
protection”

• “Membership or observer rights on, or the right to 
nominate an individual to a position on, the board 
of directors or an equivalent governing body of the 
covered foreign person”; or

• “Any other involvement, beyond the voting of 
shares, in substantive business decisions, 
management, or strategy of the covered foreign 
person.”

Are there exceptions? 

33

88 Fed. Reg. 54,965
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Treasury also identified transactions that would not fall within the 
definition of “covered transaction” 

1. University-to-university research collaborations;
2. Contractual arrangements or the procurement of material 

inputs for any of the “covered national security technologies or 
products” (such as raw materials);

3. Intellectual property licensing arrangements;
4. Bank lending;
5. Processing, clearing, or sending of payments by a bank;
6. Underwriting services;
7. Debt rating services;
8. Prime brokerage;
9. Global custody;
10. Equity research or analysis; or
11. Other services secondary to a transaction.

Are there exceptions? 

34

88 Fed. Reg. 54,965
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PUBLIC COMMENTS

• Requests for a waiver application system

• Requests for an advisory opinion process, through which 
Treasury could provide advance notice of whether a particular 
transaction would be notifiable or prohibited. 

Are there exceptions? 

35
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1. Notify Treasury of “any transaction by a foreign entity 
controlled by such United States person that would be a 
notifiable transaction if engaged in by a United States 
person” and 

2. “take all reasonable steps to prohibit and prevent any 
transaction by a foreign entity controlled by such United 
States person that would be a prohibited transaction if 
engaged in by a United States person.”

What are obligations of US Persons with respect 
to controlled foreign entities? 

36
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Such reasonable steps could explicitly include the following:

i. Relevant binding agreements between a U.S. person and the 
relevant controlled foreign entity or entities;

ii. Relevant internal policies, procedures, or guidelines that are 
periodically reviewed internally;

iii. Implementation of periodic training and internal reporting 
requirements;

iv. Implementation of effective internal controls;

v. Testing and auditing function; and

vi. The exercise of governance or shareholder rights, where applicable

What are reasonable steps to prohibit a transaction by a foreign 
entity controlled by United States person? 

37

88 Fed. Reg. at 54,971
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• Most Treasury sanctions programs typically apply a 
strict liability standard

• ANPRM states that a “knowledge standard” could 
be adopted across the program. 88 Fed. Reg. 
54,969–70

• Most likely a U.S. person would “need to know, or reasonably 
should know” from an appropriate amount of due diligence, 
“that it is undertaking a transaction involving a covered 
foreign person and that the transaction is a covered 
transaction.” 88 Fed. Reg. 54,970

• Knowledge would also be inferred from a conscious or willful 
avoidance of facts. 88 Fed. Reg. 54,969

Is there a knowledge requirement? 

38
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1. Defines this standard to capture actions where a 
U.S. person “orders, decides, approves, or 
otherwise causes to be performed a transaction 
that would be prohibited under these regulations if 
engaged in by a U.S. person,” 

2. U.S. person has “actual knowledge, or should have 
known, about the conduct, the circumstance, or the 
result.”

88 Fed. Reg. at 54,971

What is “knowingly directing” transactions? 

39
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What is “knowingly directing” transactions? 

40

• Proposed due diligence and knowledge requirements – Public Comments

• Should there be a “safe harbor” or a “reasonable reliance” standard, to allow 
U.S. persons to rely on diligence responses from the prospective investee or 
foreign partner?

• Should knowledge requirement be based only on information available to the 
U.S. person at the time of the transaction, not based on information available 
later?

• Should Treasury to publish extensive guidance that describes relevant due 
diligence steps, red flags, and other specific examples of sufficient practices to 
meet the standard for “reasonable and appropriate” due diligence? 
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EO envisions both civil and criminal penalties for violations of the 
proposed regulations. 88 Fed. Reg. at 54,870

1. CRIMINAL Penalties – “refer potential criminal … violations 
to the Attorney General.’’

2. CIVIL Injunctive Relief

‘‘nullify, void, or otherwise compel the divestment of any 
prohibited transaction entered into after the effective date’’ of 
the implementing regulations. 

What are the penalties? 

41

88 Fed. Reg. 54,972
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3. CIVIL Monetary Penalties

Penalties up to the maximum allowed under International 
Emergency Economic Powers Act (currently US $356,579 per 
violation) (88 Fed. Reg. 2,229 Jan. 13, 2023) for:

i. Material misstatements made in or material omissions 
from information or documentary material submitted or 
filed with Treasury;

ii. The undertaking of a prohibited transaction; or

iii. The failure to timely notify a transaction for which 
notification is required.

What are the penalties? 

42

88 Fed. Reg. 54,972
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• Almost all commenters agreed that the EO 
and the regulation should be prospective, not 
retroactive, 

• Only apply to transactions and investments made 
after rules finalization 

• Currently, the proposed rules are ambiguous 
as to whether Treasury would seek to exercise 
authority to unwind transactions completed 
before final rules are adopted

Will the Regulations Apply Retrospectively 
or Prospectively?

43
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• HOWEVER

• Treasury intends definition of covered transaction “to 
be forward-looking, and not to cover transactions and 
the fulfillment of uncalled, binding capital 
commitments with cancellation consequences made 
prior to the issuance of the Order.” 88 Fed. Reg. 54964

• Treasury states that it “would not use [its] authority 
to unwind a transaction that was not prohibited at the 
time it was completed.” 88 Fed. Reg. 54972

Will the Regulations Apply Retrospectively 
or Prospectively?

44
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• SHORT ANSWER:  There is no effective 
date set, but probably Q4 2024 or Q1 2025

• Usually an extended timeline for regulations

• Broad list of 83 specific questions for public comment

• Public comments closed on September 28, 2023 

• At some undefined point, Treasury will issue a Proposed 
Notice of Rulemaking setting out the near-final version of 
the regulations and allowing for one more period of public 
comment. 

• Final rules will come into effect at some point after public 
comment period ends, which is very likely months away. 

• CFIUS is illustrative.  Took about 18 months (August 2018 
law passage to February 2020 final rules effective)

When will the regulations come into effect?

45
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• Chairman McHenry raised legal issues 
with the proposed regulations:

• Asserting that the Office of Investment 
Security cannot statutorily implement the 
regulation, and

• Questioning reliance on the International 
Emergency Economic Powers Act (IEEPA) as 
part of the authority for the regulation, 
describing its use as “novel.”

• Could set up litigation over final 
regulations

Potential Legal Challenge

46
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• Monitor final regulations to determine scope of rules on outbound 
foreign investment

• Carefully trace and document due diligence efforts when investments 
may relate to China and covered technologies; 

• Ensure that agreements between a U.S. person and the relevant 
controlled foreign entity or entities have binding requirements not to 
enter prohibited transactions under the new rules;

• Include a representation and warranty regarding compliance with new 
regulations;

How to Prepare for the Impending 
Regulations

47
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• Review client internal policies, procedures, or guidelines; 

• Ensure proper reporting procedures are in place to prevent unauthorized 
investments

• Implement periodic training on reporting requirements

• Review current and future mergers, acquisitions, and investments 
for with regard to ownership, board membership, and technologies 
involved.

How to Prepare for the Impending 
Regulations

48



GTLAW.COM

Harold Davis
Shareholder

Intellectual Property and Technology / 
International Trade Practice

49


