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User’s Guide
Welcome to OIG’s General Compliance Program Guidance
(GCPG).
The GCPG is a reference guide for the health care

compliance community and other health care stakeholders.
The GCPG provides information about relevant Federal
laws, compliance program infrastructure, OIG resources,
and other information useful to understanding health care
compliance.

The GCPG is voluntary guidance that discusses general
compliance risks and compliance programs. The GCPG is not binding on any individual or

entity. Of note, OIG uses the word “should” in the GCPG to present voluntary, nonbinding ( .
guidance.

The GCPG’s detailed table of contents allows the user to directly access the specific topic (
are interested in, such as the Federal anti-kickback statute, the compliance officer role, orr\

quality considerations. Many sections contain links to other parts of the GCPG, OIG’s website,

or other Internet locations that contain useful information, including related topics within the

GCPG, OIG compliance resources, the current text of laws and regulations, and other

information OIG believes users may find valuable.

The GCPG may be accessed on the Internet, downloaded to the user’s computer, ofprinted and
distributed in hard copy. Using the GCPG on a computer will allow the user to efficiently
navigate the GCPG and access the links OIG has embedded throughout the document.

The GCPG contains some unique defined terms. These terms are hyperlinked to their
definition. Users who choose to print a hard copy of one or more sections of the GCPG, ks
the GCPG in its entirety, should be mindful that the definitions may not be contained in
printed sections. Users should consider copying definitions of any terms defined outside o
their individualized sections and including those definitions with the hard-copy document.

Users who read the GCPG from beginning to end may find that it repeats certain information.
This is because OIG recognizes that users may read, or may later reference, specific sections
only, and not the whole document. Therefore, relevant information may be included and
repeated in multiple sections.
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l. Introduction

Since its establishment in 1976 and consistent with its
statutory charge, the Department of Health and Human Who We Are
Services (HHS) Office of Inspector General (OIG) has been at
the forefront of the Nation’s efforts to fight fraud, waste, and
abuse and improve the efficiency of Medicare, Medicaid, and more than 100 other HHS
programs. OIG is the largest civilian inspector general’s office in the Federal Government.

A. OIG’s History of Compliance Program Guidance:
Commitment to Preventing Health Care Fraud and Abuse

OIG developed compliance program guidance documents
(CPGs) as voluntary, nonbinding guidance documents to Existing Compliance
support health care industry stakeholders in their efforts to program Guidance
self-monitor compliance with applicable laws and program
requirements. These include CPGs directed at: (1) hospitals;
(2) home health agencies; (3) clinical laboratories; (4) third-party medical billing companies;
(5) the durable medical equipment, prosthetics, orthotics, and supply industry; (6) hospices;
(7) Medicare Advantage (formerly known as Medicare+Choice) organizations; (8) nursing
facilities; (9) physicians; (10) ambulance suppliers; and (11) pharmaceutical manufacturers.

B. OIG’s Current Compliance Guidance Approach:
A Roadmap Going Forward

Based on feedback received as part of OIG’s Modernization Initiative and other input, we
understand that CPGs have served as an important and valuable OIG resource for the health
care compliance community and industry stakeholders since publication of the first CPG in
1998. OIG has carefully considered ways to improve and update existing CPGs and to deliver
new CPGs specific to segments of the health care industry and to entities involved in the health
care industry that have emerged in the past two decades. In modernizing OIG’s CPGs, our goal
is to produce useful, informative resources to help advance the industry’s voluntary compliance
efforts in preventing fraud, waste, and abuse in the health care system.

In an effort to produce user-friendly and accessible information and to promote greater
flexibility to update CPGs as new risk areas emerge, OIG will no longer publish updated or new

Return HHS Office of f2.2)\
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CPGs in the OIG will no longer publish updated or new CPGs in the Federal Register. All current,
updated, and new CPGs will be available on our website with interactive links to resources. OIG
is using the following format to make our guidance
more user-friendly and accessible:

Y GCPG

e Key Federal authorities for

First, our General CPG (GCPG) applies to all entities engaged in health

individuals and entities involved in the health care care business

industry. The GCPG addresses: key Federal e Seven elements of a compliance
authorities for entities engaged in health care program

business; the seven elements of a compliance e Adaptations for small and large
program; adaptations for small and large entities; entities

other compliance considerations; and OIG processes ~ ® Other compliance considerations
and resources. We anticipate updating the GCPG as * OIG process and resources
changes in compliance practices or legal ICPGs

requirements may warrant. e For different types of providers,

suppliers, and other participants

Second, starting in 2024, we will be publishing in health care industry subsectors
industry segment-specific CPGs (ICPGs) for different or ancillary industry sectors

types of providers, suppliers, and other participants e Tailored to fraud and abuse risk
in health care industry subsectors or ancillary areas for each industry subsector

e Compliance measures that
participants can take to reduce
risk.

industry sectors relating to Federal health care
programs. ICPGs will be tailored to fraud and abuse
risk areas for each industry subsector and will
address compliance measures that the industry
subsector participants can take to reduce these risks. ICPGs are intended to be updated
periodically to address newly identified risk areas and compliance measures and to ensure
timely and meaningful guidance from OIG.

OIG welcomes feedback from the health care community and other stakeholders in
connection with the GCPG and forthcoming ICPGs. We have designated an email inbox at
Compliance@oig.hhs.gov where any such feedback can be submitted.
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@Tip It is important to note that OIG has several options for receiving
communications about questions unrelated to the GCPG or ICPGs.

For example, questions regarding exclusions can be directed to
exclusions@oig.hhs.gov, and questions of a general nature can be
directed to Public.Affairs@oig.hhs.gov. For a full list of how best to

contact OIG, see the agency’s Contact Us website.

For the GCPG, the type of feedback sought includes general compliance considerations and
suggestions for general risk areas to include in the GCPG or other resources. For the ICPGs, we
are seeking suggestions for risk areas specifically related to the different types of providers,
suppliers, and other participants in health care industry subsectors or ancillary industry sectors
that are addressed in a particular ICPG. Submissions will generate an automated confirmation
of receipt, which will be the only response to a submission unless additional follow-up is
needed. In that instance, OIG may reach out directly to the sender for the relevant submission.

C. Application of the GCPG and ICPGs

OIG’s existing CPGs, this GCPG, and our forthcoming ICPGs do not

constitute a model compliance program. The GCPG and ICPGs

are for use as a resource by the health care community; they are

not intended to be one-size-fits-all, completely comprehensive, GCPG
or all-inclusive of compliance considerations and fraud and abuse
risks for every organization. Rather, the goal of these documents
has been, and will continue to be, to set forth voluntary
compliance guidelines and tips and to identify some risk areas —
that OIG believes individuals and entities engaged in the health
care industry should consider when developing and
implementing a new compliance program or evaluating and
updating an existing one. Our existing CPGs and supplemental CPGs will remain available for
use as an ongoing resource to help identify risk areas in particular industry subsectors as we
develop the ICPGs. Existing CPGs will be archived but still available on our website when ICPGs
are issued.
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SECTION Il

Health Care Fraud Enforcement and
Other Standards: Overview of Certain
Federal Laws
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Il. Health Care Fraud Enforcement and
Other Standards: Overview of Certain
Federal Laws

This guidance does not create any new law or legal obligations, and the discussions in this
guidance are not intended to present detailed or comprehensive summaries of lawful or
unlawful activity.

Critical to understanding compliance risks and the framework overlaying compliance programs
is a working knowledge of applicable law. Consequently, the GCPG begins with an overview of
certain Federal authorities that may apply to entities involved in health care, which include the
primary Federal fraud and abuse laws and the Health Insurance Portability and Accountability
Act of 1996 (HIPAA) Privacy and Security Rules. These overviews are intended to be summaries
only and they do not address every legal obligation that may be imposed on the health care
community and affiliated partners. For example, we note that this guidance—and these legal
overviews—do not address State fraud and abuse laws. In addition, these overviews do not
establish or interpret any program rules or regulations. Our goal in summarizing certain key
Federal authorities is to create awareness and provide tools and resources to aid compliance
efforts in both preventing violations and identifying potential red flags early with respect to
these laws and regulations. Government agencies, including the Department of Justice (DOJ),
OIG, the Centers for Medicare & Medicaid Services (CMS), and the HHS Office for Civil Rights
(OCR), are charged with interpreting and enforcing these laws and regulations. It is crucial to
understand these authorities not only because following them is the right thing to do, but also
because violating them could result in an obligation to repay overpayments, criminal penalties,
civil or administrative fines, and exclusion from the Federal health care programs.

A. Federal Anti-Kickback Statute

The Federal anti-kickback statute prohibits entities involved in Federal health care program
business from engaging in some practices that are common in other business sectors, such as
offering or receiving gifts to reward past or future referrals. As a general matter, the Federal
anti-kickback statute is an intent-based, criminal statute that prohibits remuneration, whether
monetary, in-kind, or in other forms, in exchange for referrals of Federal health care program
business. More specifically, under the Federal anti-kickback statute, it is a criminal offense to
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knowingly and willfully offer, pay, solicit, or receive any remuneration to induce, or in return
for, the referral of an individual to a person for the furnishing of, or arranging for the furnishing
of, any item or service reimbursable under a Federal health care program.' The statute’s
prohibition also extends to remuneration to induce, or in return for, the purchasing, leasing, or
ordering of, or arranging for or recommending the purchasing, leasing, or ordering of, any
good, facility, service, or item reimbursable by a Federal health care program.? The statute
covers activity occurring directly or indirectly as well as overtly or covertly in all instances.

For purposes of the Federal anti-kickback statute, “remuneration” includes anything of value,
whether in cash, in kind, or other form. By way of example only, remuneration may take the
form of cash, cash equivalents, cost-sharing waivers or subsidies, an opportunity to earn a fee,
items, space, equipment, and services—regardless of the amount of remuneration—and in
some circumstances, where the remuneration has been determined to be fair market value in
an arm’s-length transaction. The statute has been interpreted to cover any arrangement where
one purpose of the remuneration is to induce referrals for items or services reimbursable by a
Federal health care program.3

Violation of the Federal anti-kickback statute constitutes a felony punishable by a maximum
fine of $100,000, imprisonment up to 10 years, or both. Conviction also will lead to mandatory
exclusion from Federal health care programs, including Medicare and Medicaid. Liability under
the Federal anti-kickback statute is determined separately for each party involved. In addition,
a person who commits an act described in section 1128B(b) of the Social Security Act (the
“Act”) may be subject to False Claims Act liability* and civil monetary penalties (CMPs).> OIG
also may initiate administrative proceedings to exclude such person from Federal health care
programs.®

Congress has developed several statutory exceptions to the Federal anti-kickback statute.” OIG
has promulgated safe harbor regulations that specify certain practices that are not treated as
an offense under the Federal anti-kickback statute and do not serve as the basis for an

! Section 1128B(b) of the Social Security Act (the “Act”), 42 U.S.C. § 1320a-7b(b).

2 Section 1128B(b) of the Act, 42 U.S.C. § 1320a-7b(b).

3 E.g., United States v. Nagelvoort, 856 F.3d 1117 (7th Cir. 2017); United States v. McClatchey, 217 F.3d 823 (10th
Cir. 2000); United States v. Davis, 132 F.3d 1092 (5th Cir. 1998); United States v. Kats, 871 F.2d 105 (9th Cir. 1989);
United States v. Greber, 760 F.2d 68 (3d Cir. 1985).

#31U.S.C. §§ 3729-3733.

5 Section 1128A(a)(7) of the Act, 42 U.S.C. § 1320a-7a(a)(7).

6 Section 1128(b)(7) of the Act, 42 U.S.C. §§ 1320a-7(b)(7).

7 Section 1128B(b)(3) of the Act, 42 U.S.C. § 1320a-7b(b)(3).
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lusion.® In short, the safe harb o e oy
excsion. T shorh, The sate naraors Individuals and entities
protect remuneration from resulting in

liability under the statute. Compliance  Shiould evaluate arrangements

with a safe harbor is voluntary. Safe that implicate the statute and
harbor protection is afforded only to dO not flt into a safe harbor by
those arrangements that squarely meet . . .

all conditions set forth in the safe reviewing the .tOtahty Of the
harbor; the protection no longer applies facts and circumstances,
if even one condition is not met. That including the intent of
said, failure to meet a safe harbor does the parties.

not render an arrangement
automatically illegal. Individuals and entities should evaluate arrangements that implicate the
statute and do not fit into a safe harbor by reviewing the totality of the facts and
circumstances, including the intent of the parties.

. When attempting to identify problematic
Problematic I
arrangements under the Federal anti-kickback
Arrangments

statute, some relevant inquiries to explore and

consider can include the following. This list of questions is illustrative, not exhaustive,
and the answers to these questions alone are not determinative as to whether an arrangement
violates the Federal anti-kickback statute.

Key Questions

Nature of the relationship between the parties.

e What degree of influence do the parties have, directly or indirectly, on the generation of
Federal health care program business for each other?

Manner in which participants were selected.

e Were parties selected to participate in an arrangement in whole or in part because of
their past or anticipated referrals?

Manner in which the remuneration is determined.

e Doesthe remuneration take into account, either directly or indirectly, the volume or
value of business generated?

842 C.F.R. § 1001.952. OIG most recently published a final rule, Revisions to Safe Harbors Under the Anti-Kickback
Statute, and Civil Monetary Penalty Rules Regarding Beneficiary Inducements, 85 Fed. Reg 77684 (Dec. 2, 2020)
(the “OIG Final Rule”), which implemented seven new safe harbors, modified four existing safe harbors, and
codified one new exception under the CMP provision prohibiting inducements to beneficiaries.
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e |sthe remuneration conditioned in whole or in part on referrals or other business
generated between the parties?
Is the arrangement itself conditioned, either directly or indirectly, on the volume or
value of Federal health care program business? Is there any service provided other than
referrals?

Value of the remuneration.

e [sthe remuneration fair market value in an arm’s-length transaction for legitimate,
reasonable, and necessary services that are actually rendered?

e Isthe entity paying an inflated rate to a potential referral source?
Is the entity receiving free or below-market-rate items or services from a provider,
supplier, or other entity involved in health care business?

e |s compensation tied, either directly or indirectly, to Federal health care program
reimbursement?

e [sthe determination of fair market value based upon a reasonable methodology that is
uniformly applied and properly documented?

Nature of items or services provided.

e Aretheitems and services actually needed and rendered, commercially reasonable, and
necessary to achieve a legitimate business purpose?

Federal program impact.
e Does the remuneration have the potential to affect costs to any of the Federal health
care programs or their beneficiaries?
e Could the remuneration lead to overutilization or inappropriate utilization?

Clinical decision making.
e Doesthe arrangement or practice have the potential to interfere with, or skew, clinical
decision making?
e Does the arrangement or practice raise patient safety or quality of care concerns?
e Could the payment structure lead to cherry-picking healthy patients or lemon-dropping
patients with chronic or other potentially costly conditions to save on costs?

Steering.

e Does the arrangement or practice raise concerns related to steering patients or health
care entities to a particular item or service, or steering to a particular health care entity
to provide, supply, or furnish items or services?

Potential conflicts of interest.
e Would acceptance of the remuneration diminish, or appear to diminish, the objectivity
of professional judgment?
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e If the remuneration relates to the dissemination of information, is the information
complete, accurate, and not misleading?

Manner in which the arrangement is documented.

e [sthe arrangement properly and fully documented in writing?

e Are the parties documenting the items and services they provide? Are the entities
monitoring items and services provided?

e Are arrangements actually conducted according to the terms of the written agreements
(when written to comply with the law)?

What to Do if You Individuals or entities that have identified potentially
Identify a Problem problematic arrangements or practices, through these
inquiries or other inquiries, can take several steps to

reduce or eliminate the risk of a Federal anti-kickback statute violation, including evaluating
whether an arrangement can be structured or restructured to fit within a safe harbor. If a party
determines, through self-discovered evidence, that it has engaged in problematic conduct
under the Federal anti-kickback statute and would like to resolve potential CMP liability with
OIG, the Health Care Fraud Self-Disclosure Protocol is available to health care providers,
suppliers, or other individuals or entities subject to CMPs to voluntarily self-disclose the
evidence of potential fraud. More detailed information about the OIG Health Care Fraud Self-
Disclosure Protocol is available here.
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B. Physician Self-Referral Law

The Federal physician self-referral (PSL) law, also known as the “Stark law,” prohibits a
physician from making referrals for certain designated health services (DHS) payable by
Medicare® to an entity with which the physician (or an immediate family member) has a
financial relationship, unless an exception applies and its requirements are satisfied.!’ Financial
relationships include ownership and investment interests as well as compensation
arrangements. For example, if a physician invests in an imaging center to which the physician
refers Medicare beneficiaries for DHS, the PSL requires that the financial relationship satisfies
all requirements of an applicable exception. If it does not, the PSL prohibits the physician from
making a referral for DHS to be furnished by the imaging center and prohibits the imaging
center from billing Medicare (or any individual, third-party payor, or other entity) for the
improperly referred DHS.

Designated health services are:

e clinical laboratory services; e parenteral and enteral nutrients,

e physical therapy, occupational therapy, equipment, and supplies;

and outpatient speech-language e prosthetics, orthotics, and prosthetic
pathology services; devices and supplies;

e radiology and certain other imaging e home health services;
services;

e outpatient prescription drugs; and

e radiation therapy services and supplies; inpatient and outpatient hospital

e durable medical equipment and services.
supplies;

Because CMS’s regulations define certain categories of DHS by Current Procedural Terminology
(CPT) and Healthcare Common Procedure Coding System (HCPCS) codes, CMS publishes an
updated list of codes for the relevant DHS annually.

%1n 1993, section 13624 of the Omnibus Budget Reconciliation Act (P.L. No. 103-66), “Application of Medicare
Rules Limiting Certain Physician Referrals,” added a new paragraph (s) to section 1903 of the Act, to extend aspects
of the physician self-referral prohibitions to Medicaid. This section in part states that “no payment shall be made
to a State under this section for expenditures for medical assistance under the State plan consisting of a
designated health service (as defined in subsection (h)(6) of section 1877) furnished to an individual on the basis of
a referral that would result in the denial of payment.”

10 Section 1877 of the Act, 42 U.S.C. § 1395nn; 42 C.F.R. §§ 411.350-11.389.
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When analyzing an arrangement under the PSL, it is important to determine whether certain
key elements are present. The PSL is implicated only when all six of the following elements are
present:!!

the entity or a compensation arrangement
with the entity).

1. A physician 6. With which the physician (or an immediate

2. Makes a referral famlly member) or the thS|C|an organization
in whose shoes the physician stands has a

3. For designated health services financial relationship (which could be a direct

4. Payable by Medicare or indirect ownership or investment interest in

5.

To an entity

Where all six elements exist, the PSL prohibits a physician from making a referral for DHS to the
entity with which they have the financial relationship unless an exception applies and its
requirements are satisfied.

The PSL is a strict-liability statute, which means proof of intent to violate the law is not
required. Penalties for physicians and entities that violate the PSL include fines as well as
exclusion from participation in the Federal health care programs.'?

Here are some examples of referrals that are likely to be prohibited
under the PSL:

e Dr. X works in a physician practice located in a major city. Dr. X’s sister owns a free-
standing laboratory located in the same city. Dr. X refers all orders for clinical
laboratory tests on Medicare patients to the sister’s free-standing laboratory.

e Dr.Y agreed to serve as the medical director of a home health agency (HHA) and was
paid a sum substantially above the fair market value for their services. Dr.Y routinely
referred Medicare patients to the HHA for home health services.

e After 10 years of having Dr. Z on its medical staff, a hospital began paying Dr. Z a
monthly stipend of $500 to assist in meeting practice expenses. Dr. Z performs no
specific service for the stipend and has no obligation to repay the hospital. Dr. Z refers
Medicare patients to the hospital for inpatient surgery.

11 Definitions and exceptions to the PSL are found at Section 1877 of the Act, 42 U.S.C. § 1395nn and at 42 C.F.R.
§§411.350-411.389.

12 Violations of the PSL subject the billing entity to denial of payment for the DHS, refund of amounts collected
from improperly submitted claims, and a CMP of up to $15,000 for each improper claim submitted. Physicians
who violate the PSL may also be subject to additional fines per prohibited referral. Also, providers that enter into
an arrangement that they know or should know circumvents the law may be subject to a CMP of up to $100,000
per arrangement. Section 1877(g) of the Act, 42 U.S.C. § 1395nn.
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What to Do if You Fro-m- a complian-ce perspective, it is important for
Identify a Problem entities thaTt furnish DHS t? h-ave a-methoc-j to kfaep t-rack
of, and review closely, their financial relationships with
physicians who refer Medicare patients to them. CMS, which is the Government agency
charged with interpreting the PSL, has a CMS Voluntary Self-Referral Disclosure Protocol (SRDP)
that enables providers of services and suppliers to self-disclose actual or potential violations of
the PSL.23 Visit CMS SRDP FAQs for additional guidance and information about the SRDP.

Through the SRDP, CMS has the authority to reduce the amount due and owing for PSL
violations. For additional information regarding the PSL, including FAQs, visit CMS’s Physician
Self-Referral website.

@Tip It is important to understand that the PSL and the Federal anti-
kickback statute are two different laws requiring separate

evaluations. Once an arrangement that may implicate the PSL,
the Federal anti-kickback statute, or both is identified, it is usually
best to start with an assessment under the PSL because it is a
strict liability statute. If the arrangement is permissible under the
PSL, it still needs to be analyzed for compliance with the Federal
anti-kickback statute.

C. False Claims Act

The civil False Claims Act provides a way for the Government to recover money when an
individual or entity knowingly submits or causes to be submitted false or fraudulent claims for
payment to the Government. The False Claims Act,'* among other things, prohibits:

e knowingly presenting or causing to be presented to the Federal Government a false or
fraudulent claim for payment or approval;

e knowingly making or using or causing to be made or used a false record or statement to
have a false or fraudulent claim paid or approved by the Government; and

13 pSL violations may give rise to FCA violations, as described in |l. C. False Claims Act.
1431 U.S.C. §§ 3729-3733.
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e knowingly making or using or causing to be made or used a false record or statement to
conceal, avoid, or decrease an obligation to pay or transmit money or property to the
Government.

The False Claims Act defines “knowing” and “knowingly” to mean that “a person, with respect
to information—(i) has actual knowledge of the information; (ii) acts in deliberate ignorance of
the truth or falsity of the information; or (iii) acts in reckless disregard of the truth or falsity of
the information; and . . . no proof of specific intent to defraud is required.”'® In short, the False
Claims Act defines “knowing” and “knowingly” to include not only actual knowledge but also
instances in which the person acted in deliberate ignorance or reckless disregard of the truth or
falsity of the information. This means individuals and entities cannot avoid liability by
deliberately ignoring inaccuracies in their claims.

Filing false claims may result in liability of up to three times the programs’ loss plus an
additional penalty per claim filed.!® Under the False Claims Act, each instance of an item or a
service billed to Medicare or Medicaid counts as a claim, so liability can add up quickly. A few
examples of health care claims that may be false include claims where the service is not actually
rendered to the patient, is already provided under another claim, is upcoded, or is not
supported by the patient’s medical record. A claim that is tainted by illegal remuneration under
the Federal anti-kickback statute or submitted in violation of the PSL is also false or fraudulent,
creating liability under the civil False Claims Act.

Further, the False Claims Act contains a whistleblower provision that allows a private individual
to file a lawsuit on behalf of the United States and, if appropriate, entitles that whistleblower to
a percentage of any recoveries. Anyone with knowledge of potential fraud can be a
whistleblower, including current or ex-business partners, hospital or office staff, patients, or
competitors. There is also a criminal False Claims Act;!” criminal penalties for submitting false
claims include imprisonment and criminal fines.

1531 U.S.C. § 3729(b).

16 per claim penalty amounts are updated periodically and published in the Federal Register (e.g., 88 Fed. Reg.
5776 (Jan. 30, 2023)).

1718 U.S.C. § 287.
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Health care providers and other
industry stakeholders should take

If an entity identifies billing

proactive measures to ensure mistakes or other non-compliance
compliance with program rules, with program rules leading to an
m_cl_udmg regul_ar rewevx_/s to keep overpayment, the entity must
billing and coding practices up-to- h

date as well as regular internal . repay the ove'rpqyments J.[O
billing and coding audits. Even if Medlcare and Medlcald to aVOld
an entity makes an innocent billing False Claims Act hablhty

mistake, that entity still has an

obligation to repay the money to the Government. The Affordable Care Act included a
requirement that entities must report and repay overpayments to Medicare and Medicaid by
the later of: “(A) the date which is 60 days after the date on which the overpayment was
identified; or (B) the date any corresponding cost report is due, if applicable.”'® If an entity
identifies billing mistakes or other non-compliance with program rules leading to an
overpayment, the entity must repay the overpayments to Medicare and Medicaid to avoid
False Claims Act liability.

D. Civil Monetary Penalty Authorities

OIG is authorized to pursue monetary penalties and exclusion through a variety of civil
authorities—most notably, the Civil Monetary Penalties Law (CMPL). Under the CMPL, OIG can
pursue assessments in lieu of damages, CMPs, and exclusion from participation in the Federal
health care programs. With this authority, OIG can address a wide variety of improper conduct
related to Federal health care programs and other HHS programs.'® The CMPL principally
addresses fraudulent and abusive conduct. In addition to OIG’s CMP authorities that closely
parallel the False Claims Act, OIG has additional CMP authorities aimed at certain specific types
of conduct unique to HHS and the Federal health care programs—for example, the “patient
dumping” CMP.?° While False Claims Act cases are pursued by DOJ on behalf of HHS in
Federal court, CMP cases are administrative and pursued by OIG before an HHS
administrative law judge. By statute, different categories of conduct result in different penalty
amounts (for example, false claims result in penalties of up to $20,000 per item or service

18 Section 1128J of the Act, 42 U.S.C. § 1320a-7k(d); see also, 42 C.F.R. §§ 401.301-305.
19 See OIG Civil Monetary Penalty Authorities.
20 Emergency Medical Treatment & Labor Act (EMTALA), Section 1867(d)(1) of the Act, 42 U.S.C. § 1395dd(d)(1).
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falsely claimed, and improper kickback conduct results in penalties of up to $100,000 per

violation).?!

Potential We provide more detailed descriptions of certain CMP
CMP Liability authorities in this section, but some illustrative examples of
conduct that could lead to potential CMP liability include:

e presenting a claim that the person knows or should know is for an item or service that
was not provided as claimed or is false or fraudulent;?2

e arranging for or contracting (by employment or otherwise) with an individual or entity
that the person knows or should know is excluded from participation in a Federal health
care program for the purpose of providing items and services for which payment may be
made by a Federal health care program;?3

e presenting a claim for a pattern of medical or other items or services that a person
knows or should know are not medically necessary;?*

e committing acts described in the Federal anti-kickback statute;?’

e failing to report and return a known overpayment;2°

e failing to provide an adequate medical screening examination for patients who present
to a hospital emergency department with an emergency medical condition or in labor;?’
and

e making a false record or statement material to a false or fraudulent claim for payment
for items and services furnished under a Federal health care program.?®

1. Beneficiary Inducements CMP

The Beneficiary Inducements CMP?’ provides for the imposition of CMPs against any person
who offers or transfers remuneration to a Medicare or State health care program that the
person knows or should know is likely to influence the beneficiary’s selection of a particular

21 Sections 1128A(a)(1)(A)—(B) of the Act, 42 U.S.C. §§ 1320a-7a(a)(1)(A)—(B); Section 1128A(a)(7) of the Act, 42
U.S.C. § 1320a-7a(a)(7).

22 Sections 1128A(a)(1)(A)—(B) of the Act, 42 U.S.C. §§ 1320a-7a(a)(1)(A)—(B).

23 Section 1128A(a)(6) of the Act, 42 U.S.C. § 1320a-7a(a)(6).

24 Section 1128A(a)(1)(E) of the Act, 42 U.S.C. § 1320a-7a(a)(1)(E).

25 Section 1128A(a)(7) of the Act, 42 U.S.C. § 1320a-7a(a)(7).

26 Section 1128A(a)(10) of the Act, 42 U.S.C. § 1320a-7a(a)(10).

27 Section 1867(d)(1) of the Act, 42 U.S.C. § 1395dd(d)(1).

28 Section 1128A(a)(12) of the Act, 42 U.S.C. § 1320a-7a(a)(12).

29 Section 1128A(a)(5) of the Act, 42 U.S.C. § 1320a-7a(a)(5).
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provider, practitioner, or supplier for the order or receipt of any item or service for which
payment may be made, in whole or in part, by Medicare or a State health care program.

There are exceptions to the definition of “remuneration” under the Beneficiary Inducements

CMP. For any applicable exception to apply, each condition of the exception must be squarely
satisfied. The exceptions include, for example:

e nonroutine waivers of copayments and deductibles based on individualized
determinations of financial need;

e preventive care incentives;
e items and services that promote access to care and pose a low risk of harm;

e retailer rewards; and

e items and services tied to medical care for financially needy beneficiaries.>°

The Beneficiary Inducements CMP is distinct from the Federal anti-kickback statute and the
corresponding anti-kickback CMP, but the Beneficiary Inducements CMP and Federal anti-
kickback statute often prohibit overlapping conduct. The Beneficiary Inducements CMP “is a
separate and distinct authority, completely independent of the [Federal] anti-kickback
statute.”3! It is narrower than the Federal anti-kickback statute and the anti-kickback CMP in
several ways. For example: The Federal anti-kickback statute’s prohibition applies to
remuneration to induce or reward, among other things, referrals of an individual to a person for
the furnishing of any item or service, and purchases of any good, facility, service, or item,
payable by a Federal health care program. In contrast, the prohibition under the Beneficiary
Inducements CMP applies to remuneration that is likely to influence a beneficiary’s selection of
a particular provider, practitioner, or supplier for items or services reimbursable by Medicare or
a State health care program. Here are some additional distinctions:

e The Beneficiary Inducements CMP applies only to the person offering or transferring the
remuneration. The Federal anti-kickback statute and anti-kickback CMP apply to both
the person offering or paying the remuneration and the person soliciting or receiving it.

e The Beneficiary Inducements CMP applies only to items and services reimbursable by
Medicare or a State health care program (e.g., Medicaid and Children’s Health Insurance
Program (CHIP)). The Federal anti-kickback statute and anti-kickback CMP apply to

30 See Section 1128A(i)(6) of the Act, 42 U.S.C. § 1320a-7a(i)(6); 42 C.F.R. § 1003.110 for the requirements for these
exceptions as well as other exceptions.

31 See Revised OIG Civil Money Penalties Resulting From the Health Insurance Portability and Accountability Act of
1996, 63 Fed. Reg. 14393, 14395 (Mar. 25, 1998).
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items and services payable by any Federal health care program (e.g., Medicare,
TRICARE, and CHAMPVA) or by a State health care program.

e The Beneficiary Inducements CMP uses a definition of “remuneration” that does not
apply for purposes of the Federal anti-kickback statute and the anti-kickback CMP.
“Remuneration” for purposes of the Beneficiary Inducements CMP is defined as
including transfers of items or services for free or for other than fair market value.*
OIG has determined that incentives that are only nominal in value are not prohibited by
the Beneficiary Inducements CMP and currently interprets “nominal in value” to mean
no more than $15 per item or $75 in the aggregate on an annual basis.>

e The Beneficiary Inducements CMP also has exceptions to the definition of
“remuneration” that do not apply for purposes of the Federal anti-kickback statute or
the anti-kickback CMP.3*

Individuals and entities should be mindful of the potential applicability of these statutes to
the same or similar conduct, as well as the differences in these statutes, when conducting
training, designing risk assessments, and developing and implementing policies regarding
remuneration to beneficiaries.

2. Information Blocking

Pursuant to the 21st Century Cures Act, OIG has the authority to investigate claims that health
information technology (IT) developers of certified health IT (including entities offering certified
health IT), health information exchanges and networks, and health care providers have engaged
in conduct constituting “information blocking.”*> A health IT developer of certified health IT3¢
and health information exchanges and networks commit information blocking when they
engage in a practice that is likely to interfere with, prevent, or materially discourage the access,
exchange, or use of electronic health information (EHI) and they know, or should know, the
practice is likely to interfere with, prevent, or materially discourage the access, exchange, or
use of EHI. A health care provider commits information blocking when the provider engages in
a practice that is likely to interfere with, prevent, or materially discourage the access, exchange,
or use of EHI, and the provider knows the practice is unreasonable and is likely to interfere
with, prevent, or materially discourage the access, exchange, or use of EHI. Information

32 Section 1128A(i)(6) of the Act, 42 U.S.C. § 1320a-7a(i)(6).

33 See, e.g., Medicare and State Health Care Programs: Fraud and Abuse; Revisions to the Safe Harbors Under the
Federal anti-kickback statute and Civil Monetary Penalty Rules Regarding Beneficiary Inducements, 81 Fed. Reg.
88368, 88394 (Dec. 7, 2016); Office of Inspector General Policy Statement Regarding Gifts of Nominal Value to
Medicare and Medicaid Beneficiaries.

34 Section 1128A(i)(6) of the Act, 42 U.S.C. § 1320a-7a(i)(6); 42 C.F.R. § 1003.110.

35 Section 4004 of the 21st Century Cures Act, 42 U.S.C. § 300jj-52.

3¢ This includes entities that offer certified health IT as defined in 45 C.F.R. § 171.102.
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blocking does not include any practice that is required by law or that meets an exception. The
Office of the National Coordinator for Health Information Technology (ONC) has promulgated
regulations setting forth important definitions and exceptions,*” and has also issued several
guidance documents.®® It is important to understand that ONC’s regulations define the conduct
that constitutes information blocking.

The penalties for engaging in information blocking depend on the type of individual or entity. A
health IT developer of certified health IT, health information exchange, or network that engages
in information blocking may be subject to CMPs of up to $1 million per violation. OIG has
issued a Final Rule®® on its investigations of and the imposition of CMPs on health IT developers
of certified health IT (which includes entities that offer health IT), health information
exchanges, and health information networks. A health care provider may be subject to the
appropriate disincentives as set forth by HHS in a future rulemaking.*’ Individuals and entities
that meet the definition of health care provider under ONC’s regulations should be mindful that
they may be subject to CMPs if they meet the definition of health IT developers of certified
health IT or health information exchanges and networks under ONC’s regulations.*!

3. CMP Authority Related to HHS Grants, Contracts, and
Other Agreements

OIG has the authority to impose CMPs, assessments, and exclusion against individuals or
entities that engage in a variety of fraudulent and other improper conduct related to HHS
grants, contracts, and other agreements.*’ For instance, OIG may pursue individuals or entities
that, with regard to HHS grants, contracts, or other agreements:

e present a false or fraudulent specified claim;

e make a false statement or omission;

e make or use a false record;

e conceal or improperly avoid an obligation owed to HHS; or

e fail to grant access to OIG for the purpose of audits, investigations, or evaluations.

3745 C.F.R. part 171.

38 See ONC Information Blocking Resources; OIG Information Blocking Resources.

39 0IG Information Blocking Final Rule, 88 Fed. Reg. 42820 (July 3, 2023); 42 C.F.R. § 1003.1400.

40 At the time of publication of the GCPG, HHS has a pending rulemaking in the Unified Agenda at Regulation
Identifier No. 0955-AA05.

41 This is discussed both in ONC’s rule and in OIG’s rule.

42 Section 1128A(o) of the Act, 42 U.S.C. § 1320a-7a(o).
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Here is an example of conduct that would create grant fraud CMP liability:

A grantee was awarded HHS grant funds for the purposes of paying for substance use
disorder treatment services to members of a local community. Instead of limiting use of the
funds for such treatment services, the grantee knowingly used the funds to also pay for
prohibited expenses, such as the clients’ rent, mortgage, utilities, and auto repairs.

@Tip It is important for HHS awardees to understand what conduct
leads to liability under OIG’s authority, as well as under other
fraud and abuse laws, and to put internal controls into place to

prevent and identify these issues early.

More information about fraud areas of concern related to grants, contracts, and other
agreements is available here. In addition, self-disclosure information specific to HHS grants and
contracts are discussed in section VI.G, OIG Self-Disclosure Information.

E. Exclusion Authorities

OIG has the legal authority to exclude individuals and entities from participation in all Federal
health care programs under section 1128 of the Act (42 U.S.C. § 1320a-7). Federal health care
programs include all plans and programs that provide health benefits funded directly or
indirectly by the United States (except for the Federal Employees Health Benefits Program) or
any State health care program.*® State health care programs include State Medicaid programs,
the Maternal and Child Health Services Block Grant program under Title V of the Act, Block
Grants to States for Social Services under subtitle A of Title XX of the Act, and the Children’s
Health Insurance Program under Title XXI.** OIG maintains a list of all currently excluded
individuals and entities called the List of Excluded Individuals/Entities (LEIE). Information about
the LEIE may be found on the OIG’s Exclusions Page.

Mandatory Exclusions

OIG is required by law to exclude from participation in all Federal health care programs
individuals and entities convicted of certain types of criminal offenses, including:

e offenses related to the delivery of an item or service under Medicare or a State health
care program;

43 Section 1128B(f) of the Act, 42 U.S.C. § 1320a-7b(f).
4 Section 1128(h) of the Act, 42 U.S.C. 1320a-7(h).
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e patient abuse or neglect;

e felony convictions for other health care-related fraud, theft, embezzlement, breach of
fiduciary responsibility, or other financial misconduct; and

e felony convictions relating to the unlawful manufacture, distribution, prescription, or
dispensing of controlled substances.*’

Permissive Exclusions

OIG has discretion to exclude individuals and entities on a number of grounds, including (but
not limited to):

e misdemeanor convictions related to health care fraud not involving Medicare or a State
health program;

e fraudin a program (other than a health care program) funded by any Federal, State, or
local government agency;

e misdemeanor convictions relating to the unlawful manufacture, distribution,
prescription, or dispensing of controlled substances;

e suspension, revocation, or surrender of a license to provide health care for reasons
bearing on professional competence, professional performance, or financial integrity;

e provision of unnecessary or substandard services;

e submission of false or fraudulent claims to a Federal health care program;

e engaging in arrangements that violate the Federal anti-kickback statute;

e defaulting on health education loan or scholarship obligations; and

e controlling a sanctioned entity as an owner, officer, or managing employee.*°
The effect of an OIG exclusion is that no Federal health care program payment may be made for
any items or services furnished: (1) by an excluded person, or (2) at the medical direction or on
the prescription of an excluded person.*” Payment for claims submitted to a Federal health
care program for items or services furnished by an excluded individual or entity results in an

overpayment, regardless of whether the excluded individual had a provider identification
number and the ability to bill separately.*®

OIG has the legal authority to impose CMPs on individuals and entities that arrange or contract
(by employment or otherwise) with an individual or entity that the person knows or should

4> Section 1128(a) of the Act, 42 U.S.C. § 1320a-7(a).

46 Section 1128(b) of the Act, 42 U.S.C. § 1320a-7(b).

4742 C.F.R. § 1001.1901.

48 See, e.g., Section 1128J(d) of the Act, 42 U.S.C. § 1320a-7k(d).
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know is excluded from participation in a Federal health care program for the purpose of
providing items and services for which payment may be made by a Federal health care
program.*® OIG may impose penalties for each item or service furnished by the excluded
individual or entity for which a claim was submitted to a Federal health care program.

0OIG recommends that employers study the resources provided on OIG’s website to fully
understand the effects of exclusion.

@Tip Many providers and their staff employ excluded individuals
because they incorrectly believe it is permissible (for example,
because an employee obtains a new health care license or has
received permission from a State agency to practice, has an
administrative role, cannot separately bill).

Some of these resources can be found at the following links: Updated Special Advisory Bulletin
on the Effect of Exclusion on Participation in the Federal Health Care Programs and Frequently
Asked Questions.

To avoid overpayment and CMP liability, entities participating in Federal health care programs
should check the LEIE before employing or contracting with individuals and entities, and
periodically check the LEIE to determine the exclusion status of current employees and
contractors. The LEIE is a tool that OIG has made available to providers and others to enable
them to identify potential and current employees or contractors that are excluded by OIG.

@Tip If an entity discovers that it has employed or contracted with an
excluded individual or entity, the entity should evaluate its
overpayment and CMP liability. We recommend that entities in
this situation consider whether to submit a self-disclosure through
the Health Care Fraud Self-Disclosure Protocol.

OIG updates the LEIE monthly, so screening each month best minimizes potential overpayment
and CMP liability.

Many State Medicaid programs now have their own exclusion authorities and maintain their
own State exclusion lists. If an entity employs or contracts or otherwise engages with
individuals or entities excluded from a State Medicaid program in which it participates, the

49 Section 1128A(a)(6) of the Act, 42 U.S.C. § 1320a-7a(a)(6).
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entity may incur overpayment liability. It may also incur CMP liability. OIG recommends that
entities check employees, contractors, and other individuals or entities that provide items and
services that may be paid for by the State Medicaid programs in which they participate against
such State Medicaid program exclusion lists.

@Tip For example, if an entity has a hospital in lllinois that participates
in the lllinois and lowa state Medicaid programs, OIG
recommends that the entity screen all employees and contractors
who provide items or services at the facility, or who provide
support to the facility, against both the lllinois and lowa state
Medicaid exclusion lists.
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F. Criminal Health Care Fraud Statute

There is a criminal health care fraud statute that makes it a criminal offense to

defraud a health care benefits program. The criminal health care fraud

statute prohibits knowingly and willfully executing, or attempting to execute,

a scheme to either: (1) defraud any health care benefit program; or (2) to

obtain, by means of false or fraudulent pretenses, representations, or

promises, any money or property from any health care benefit

program.’® The Government must prove its case beyond a reasonable

doubt and prove that the defendant acted with intent to defraud;

however, specific intent to violate this statute is not required for a

conviction. DOJ, OIG, and other law enforcement partners have successfully used this statute
to pursue defendants who orchestrate complex health care fraud schemes. Cases that involve
violations of the criminal health care fraud statute also often involve complex money
laundering, tax, and other associated financial criminal offenses. The penalties for violating the
criminal health care fraud statute may include fines of up to $250,000, imprisonment of not
more than 10 years, or both.

G. HIPAA Privacy and Security Rules

HHS’s OCR is responsible for administering and enforcing the HIPAA Privacy, Security, and
Breach Notification Rules. The Standards for Privacy of Individually Identifiable Health
Information, known as the Privacy Rule, addresses the use and disclosure of individuals’
identifiable health information (protected health information or PHI) by covered entities, !
including health plans, health care clearinghouses, and those health care providers that conduct
certain health care transactions electronically, and their business associates.’> 3> The Privacy
Rule requires appropriate safeguards to protect the privacy of PHI and sets limits and
conditions on the uses and disclosures that may be made of such information without an
individual’s authorization. The Privacy Rule also gives individuals rights over their protected
health information, including rights to examine and obtain a copy of their health records, to
direct a covered entity to transmit to a third party an electronic copy of their protected health
information in an electronic health record, and to request corrections.

5018 U.S.C. §1347.

51 The definition of “covered entity” is available at 45 C.F.R. § 160.103. CMS offers a Covered Entity Decision Tool
to help entities determine if they are a covered entity.

52 The definition of “business associate” is available at 45 C.F.R. § 160.103.

5345 C.F.R. parts 160 and 164, subparts A and E.
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@Tip An entity regulated by Privacy Rule requirements should ensure
that it is compliant with all applicable provisions of the Privacy
Rule, including provisions pertaining to required disclosures (and
permitted uses and disclosures), when developing its privacy
procedures that are tailored to fit the entity’s particular size and
needs.

The Security Standards for the Protection of Electronic Protected Health Information, known as
the Security Rule,>* was also promulgated pursuant to HIPAA. It specifies a series of
administrative, physical, and technical safeguards for covered entities and their business
associates to ensure, among other provisions, the confidentiality,
integrity, and security of electronic PHI. Covered entities and their
business associates can consider their organization and capabilities,
as well as costs, in designing their security plans and procedures to
comply with Security Rule requirements. Notably, OCR and ONC
jointly launched a HIPAA Security Risk Assessment Tool. The tool’s
features make it useful in assisting small and medium-sized health
care practices and business associates as they perform a risk
assessment. Also, the National Institute of Standards and Technology (NIST) developed the
NIST HSR Toolkit, which is a self-assessment survey intended to help organizations better

%

understand the requirements of the Security Rule, implement those requirements, and assess
those implementations in their operational environment.

The Notification in the Case of Breach of Unsecured Protected Health Information, known as
the Breach Notification Rule,> was promulgated pursuant to the Health Information
Technology for Economic and Clinical Health Act, passed as part of American Recovery and
Reinvestment Act of 2009. The Breach Notification Rule requires covered entities and their
business associates to provide notification following a breach of unsecured PHI. A breach is,
generally, an impermissible use or disclosure under the Privacy Rule that compromises the
security or privacy of the PHI. Covered entities and business associates must only provide the
required notifications if the breach involved unsecured PHI. Unsecured PHI is PHI that has not
been rendered unusable, unreadable, or indecipherable to unauthorized persons through the
use of a technology or methodology specified by the Secretary in guidance.

5445 CFR parts 160 and 164, subparts A and C.
5545 CFR parts 160 and 164, subparts A and D.
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The statutory and regulatory background for the Privacy, Security, and Breach Notification
Rules>® can be found on HHS’s website. A wealth of other resources, including FAQs and
information specific to compliance and enforcement, is also publicly available on the website.

With increasing numbers of cybersecurity attacks aimed at HIPAA-
regulated entities of all sizes, compliance with Privacy, Security, and
Breach Notification Rule requirements should be a top compliance
priority and included in all risk assessments.

56 45 CFR Parts 160 and 164, subparts A and E.
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lll. Compliance Program Infrastructure:
The Seven Elements

In this section, we discuss the seven
elements of an effective compliance Elements

program. Acknowledging the broad of a Successful

spectrum of entities playing a role in I
health care delivery today, our Comp lance Program

discussion below provides guidance

. . 1. Written Policies and Procedures
generally applicable across the entire
spectrum. We discuss modifications 2. Compliance Leadership and Oversight
small entities may use to implement 3. Training and Education
these sections in section IV.A.

4. Effective Lines of Communication with the

Our guidance in this section reflects Compliance Officer and Disclosure Program
our prior guidance; more than 25 years 5. Enforcing Standards: Consequences
of experience monitoring Corporate and Incentives
Integrity Agreements (ClAs); feedback 6. Risk Assessment, Auditing, and Monitoring

received in various forms from industry
stakeholders; lessons learned from 7. Responding to Detected Offenses and

enforcement actions and Developing Corrective Action Initiatives

investigations; and the ongoing
evolution of the health care delivery system and technology used to support that delivery
system.

OIG’s longstanding belief is that an entity’s leadership should commit to implementing all seven
elements to achieve a successful compliance program. The guidance in this section is intended
to help entities fulfill that commitment in a robust and meaningful way.
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Element 1—Written Policies and Procedures

Generally, health care entities instruct their employees, contractors, and medical staff on
certain duties and any standard parameters around the performance of such duties through
policies and procedures. More specifically, through written policies and procedures, entities
developing workflow management, imposing documentation requirements, defining individual
and organizational oversight roles, and implementing controls entity-wide to mitigate
compliance risks specific to the entity. Policies and procedures also demonstrate to
stakeholders and other interested parties, including Government regulators, how the entity
strives to comply with applicable laws, regulations, and requirements.

A code of conduct and compliance policies are critical elements of any compliance program.
The compliance program should also require that all the entity’s policies and procedures
incorporate a culture of compliance into its day-to-day operations. The code of conduct and
compliance policies and procedures should be developed under the direction and supervision
of the compliance officer and the Compliance Committee and should be made available to all
relevant individuals within the organization. Compliance with the code of conduct and
applicable policies and procedures should be part of the performance evaluations of all
employees and contractors.

1. Code of Conduct

A code of conduct is an important tool to communicate an organization’s mission, goals, and
ethical requirements central to its operations. The code articulates the entity’s commitment to
comply with all Federal and State laws and regulations. It defines the entity’s ethical standards
necessary to fulfill its mission and govern the conduct of its officers, employees, contractors,
medical staff, and others who work with or on behalf of the organization.

@Tip CEOs can demonstrate their embrace of the organization's
commitment to compliance with a signed introduction in the
code. To demonstrate broader organizational commitment to
compliance, the board also may wish to include a signed
endorsement or a similar written statement.

Although the code by its design may not need regular review, any handbook delineating or
expanding upon the code of conduct should be regularly updated as applicable statutes,
regulations, and Federal health care program requirements change.
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@Tip Entities may wish to review their codes when a new CEO is hired,
particularly if the code contains a letter, quotations, or other
endorsements by the preceding CEO. Leadership change provides
an opportunity for the entity to ensure that its code reflects the
entity’s ongoing commitment to compliance.

2. Compliance Policies and Procedures

Compliance policies and procedures should encompass at least two areas: (1) the
implementation and operation of the entity’s compliance program, including the seven
elements discussed in this section; and (2) processes to reduce risks caused by noncompliance
with Federal and State laws. A discussion of Federal fraud and abuse authorities is included in
Section |l above. Entities should assess how their operations may present risk areas specific to
them and design policies and procedures that address these risks.

Some common compliance risk areas are:

e billing;
e coding;
e sales;

e marketing;
e quality of care;
e patient incentives; and

e arrangements with physicians, other health care providers, vendors, and other potential
sources or recipients of referrals of health care business.

@Tip OIG recommends that entities review the current health care
subsector Compliance Program Guidance on the OIG website for a
further discussion of subsector-specific risks.

The Compliance Committee should ensure that a system exists to ensure that the entity’s
policies and procedures foster rather than undermine the entity’s compliance culture. When
the entity creates, revises, or deletes a policy, it should consider whether the change affects the
entity’s compliance with government health care program requirements, encourages or
incentivizes noncompliance, or impairs the entity’s risk-mitigation efforts.
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All organizations should have a policy and procedure on the screening of employees,
contractors, and other individuals and entities that furnish items and services for or on behalf
of the organization against the LEIE and any applicable State Medicaid program exclusion lists.
The policy should clearly identify which individual(s) in the organization are responsible for
conducting the screening, the process for performing the screening and verifying any potential
matches, and the steps that should be taken in the event an entity learns that an individual or
entity that has been excluded by the OIG or a State Medicaid program. More information on
screening may be found in the Updated Special Advisory Bulletin on the Effect of Exclusion

From Participation in Federal Health Care Programs.

@Tip Entities may choose to rely on screening conducted by a

contractor (e.g., staffing agency, physician group, or third-party
billing or coding company), but OIG recommends that entities
validate that the contractor is conducting such screening on
behalf of the provider (e.g., by requesting and maintaining
screening documentation from the contractor). The entity
remains responsible for any overpayment or CMP liability that
may result from employing or contracting with an excluded
individual or entity in a manner that violates the exclusions
authorities.

Policy Maintenance

procedures. Many entities now maintain their code, policies, and procedures on an internal
intranet site or use other electronic communication tools to ensure that everyone has access to
the same documents. If the entity’s communication method does not provide access to all
relevant individuals, the entity should employ an alternative mechanism for such individuals to
obtain access to the code, policies, and procedures. Besides being accessible, the code,
policies, and procedures also should be comprehensible by all relevant individuals (e.g.,
translated into other languages, where appropriate, and written at appropriate reading levels).

Return HHS Office of
to TOC Inspector General ¥


https://oig.hhs.gov/
https://www.oig.hhs.gov/exclusions/files/sab-05092013.pdf
https://www.oig.hhs.gov/exclusions/files/sab-05092013.pdf

36

The organization’s compliance officer should ensure that compliance policies and procedures
are effectively created, coordinated, and maintained.

DOJ has compiled a useful set of questions for entities to consider in setting up and
reviewing their system of policies and procedures. These may be found at DOJ Evaluation of

Corporate Compliance Programs.

The OIG’s toolkit on Measuring Compliance Program Effectiveness also provides useful tools
for evaluating policies and procedures, as well as identifying gaps that may require new or
revised policies and procedures. It may be found on the OIG’s Compliance Toolkits page.

@Tip Entities should set up a regular schedule for reviewing and
revising, as necessary, all policies and procedures. OIG
recommends that entities review policies and procedures at least
annually to ensure that such policies and procedures reflect any
modifications to applicable statutes, regulations, and Federal
health care program requirements.

Up-to-date policies and procedures are a
critical element of a compliance program.
Entities should ensure that they finalize and
or revised policies and procedures before
implementing or altering practices and
processes. The entity’s employees,
contractors, and other relevant individuals
should be able to rely on an entity’s policies
and procedures as the entity’s current
instructions on a particular subject. Having
policy and procedure documents that are not
up to date diminishes their credibility to the
users of such policies and procedures and

Who is a relevant individual?

For the purposes of this GCPG, a
“relevant individual” means a person
whose responsibilities or activities are
within the scope of the code, policy, or
procedure. Relevant individuals could
include employees, contractors, patients,
customers, agency staff, medical staff,
subcontractors, agents, or people in
other roles, or a subset of the above.
Each entity needs to determine for itself
who their relevant individuals are.”

other interested parties, including Government regulators. Inaccurate or unreliable policies
and procedures also reduce the compliance program’s authority, credibility, and effectiveness

at the entity.

OIG encourages entities to include in their disclosure program (discussed further in section Ill.D
below) a means for employees, contractors, and other relevant individuals to contact the
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compliance officer or members of the Compliance Committee with questions about a policy or
procedure.

@Ti If the procedure for policy revision and approval impedes rapid
p implementation of a needed process change, OIG recommends

that the entity devise a means of communicating and
documenting interim policies and procedures to the relevant
impacted individuals.

B. Element 2—Compliance Leadership and Oversight

effective compliance programs. An effective
compliance program reduces and mitigates risk,
provides patients safe and high-quality care, For the purposes of the GCPG, “senior
and saves costs. To be effective, a compliance leadership means the group of Igaders
program should have a board and senior ;Nhg_ rer)tc;]rt d'r:j'ftly e tlf:e f;(ei:l:ztge
. . eading the entity, usua e .

leadership that understand its value and are & .\ v y

) ) j Some entities refer to this group by
committed to its success. One of these senior

) i other names, such as executive
leaders should be the Compliance Officer. erdEre e,

Senior Leadership

1. Compliance Officer

Every entity should designate a leader as the entity’s compliance officer. A key indicator of the
board and senior leadership’s commitment to compliance is the appointment and support of a
compliance officer who has the authority, stature, access, and resources necessary to lead an
effective and successful compliance program. Designating a compliance officer with
appropriate authority is essential to the success of the compliance program.

The compliance officer should:

report either to the CEO with direct and independent access to the board>’ or to the board
directly;

have sufficient stature within the entity to interact as an equal of other senior leaders of the
entity;
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demonstrate unimpeachable integrity, good judgment, assertiveness, an approachable
demeanor, and the ability to elicit the respect and trust of entity employees; and

have sufficient funding, resources, and staff to operate a compliance program capable of
identifying, preventing, mitigating, and remediating the entity’s compliance risks.

The Compliance Officer’s Primary Responsibilities

These should include:

overseeing and monitoring the implementation and operation of the compliance program;

compliance risks related to strategic and operational decisions of the entity, and the
operation of the entity’s compliance program;

chairing the Compliance Committee;

reporting to the board on the implementation, operation, and needs of the compliance
program, the compliance risks the entity faces, and the methods through which the entity is
addressing or can address those risks;

revising the compliance
program periodically in light of

The Compliance Officer's primary

changes in the needs of the responsibilities should include
organizgt.ion, applicable law, advising the CEO, board, and
and policies and procedures of h . 1 d
third-party payors; other senior leaders on
coordinating with Human compliance I‘l.SkS faC}ng the entity,
Resources to ensure that all comphance I‘lSkS related to
directors, officers, employees, strategic and operational
contractors, and medical staff, L. .

if applicable, are screened deCISIOHS Of the entlty, and the
before appointment or operation of the entity’s

engagement and monthly
thereafter against the LEIE and
any applicable State Medicaid
program exclusion lists;

compliance program.
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coordinating with other relevant entity .

components (e.g., as applicable, Internal Qual'ty

plans for reviewing, monitoring, and auditing For the purposes of this GCPG, “quality”
compliance risks; means both quality in manufacturing and
supplying drugs, devices, and other
items, and quality of care in the
provision of items and services.

independently investigating and acting on
matters related to compliance, including the
flexibility to design and coordinate internal
investigations (e.g., responding to reports
involving, for example, compliance concerns or suspected legal violations) and to make
recommendations for process and policy changes and corrective action; and

developing policies and programs that encourage personnel to report suspected fraud and
other improprieties without fear of retaliation.

To fulfill their duties, the compliance officer should be empowered, and independent of other
duties to the entity that might impair their ability, to identify and raise compliance risks and
advise on how to mitigate risks, achieve and maintain compliance with Federal health care
program requirements, and succeed as a compliant entity. Thus, the compliance officer should
not lead or report to the entity’s legal or financial functions, and should not provide the
entity with legal or financial advice or supervise anyone who does. The compliance officer
should report directly to the CEO or the board. Usually, leaders of these functions are the
general counsel and the chief financial officer, but some entities give them different titles.

To be effective, the compliance officer should also maintain a degree of separation from the
entity’s delivery of health care items and services and related operations. Thus, the compliance
officer should not be responsible, either directly or indirectly, for the delivery of health care
items and services or billing, coding, or claim submission. In addition, involvement in functions
such as contracting, medical review, or administrative appeals present potential conflicts.
Whenever possible, the compliance officer’s sole responsibility should be compliance.

@Tip Some compliance officers have the dual role of privacy officer. In
that case, OIG recommends that the entity ensure that the
compliance officer has sufficient staff and resources to perform
the additional duties associated with that
expanded role.
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Coordination and communication are the compliance officer’s key

tools for planning, implementing, and monitoring an effective %}2*\8
L] L

compliance program. The compliance officer should strive to
develop, and the entity should strive to promote, productive
working relationships with organizational leaders. Coordinating

work and sharing information with leaders of other support = -
functions, including (as applicable), Legal, Internal Audit, IT and = .
Health Information Management (HIM), Human Resources,

Quality, Risk Management, and Security will enhance the strength
and success of the compliance program.

The compliance officer should have the authority to review all documents, data, and other
information that are relevant to the organization’s compliance activities. This includes, but is
not limited to, patient records, billing records, sales and marketing records, and records
concerning the entity’s arrangements with other parties, including employees, independent
contractors, suppliers, physicians, and other health care professionals. The compliance officer
also should have the authority to interview anyone within or connected to the organization in
connection with a compliance investigation, or designate an appropriate person to conduct
such an interview.

2. Compliance Committee

The Compliance Committee’s purpose is to aid and support the compliance officer in
implementing, operating, and monitoring the Compliance Program. The Compliance
Committee should meet no less than quarterly. Having a regularly scheduled meeting may
enhance routine attendance.

The Compliance Committee’s Primary Duties

These should include:

analyzing the legal and regulatory requirements applicable to the entity;
assessing, developing, and regularly reviewing policies and procedures;
monitoring and recommending internal systems and controls;

assessing education and training needs and effectiveness, and regularly reviewing required
training;
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developing a disclosure program and promoting compliance reporting;

assessing effectiveness of the disclosure program and other reporting mechanisms;
conducting annual risk assessments;

developing the compliance workplan;

evaluating the effectiveness of the compliance workplan and any action plans for risk
remediation; and

evaluating the effectiveness of the compliance program.

The compliance officer should be the chair of the Compliance Committee. The Compliance
Committee should be comprised of the relevant leaders of both operational and supporting
departments, which could include Billing and Coding, Clinical and Medical, Finance, Internal
other operational managers. All members should be sufficiently knowledgeable regarding their
department’s subject area. All members should have the authority and ability to speak for the
department they represent.

@T- Before joining the Compliance Committee, provide training to the

Ip new member on the committee’s duties and responsibilities and
the entity’s expectations of them in their role as a committee
member.

Actively leading the Compliance Committee and its meetings is an important and integral
function of the compliance officer. As the Compliance Committee chair, the compliance officer
should establish and facilitate committee discussion and encourage active participation by all
committee members.

@Ti Circulating an agenda before the meeting will inform members of
p the meeting topics and give them an opportunity to prepare.

The compliance officer should assist with the identification of risk areas and monitor and report
on progress toward committee objectives. The compliance officer should mediate any
disagreement between or among committee members and escalate committee matters that
remain unresolved to the CEO. Throughout each meeting of the Compliance Committee, the
compliance officer should continue to focus the committee’s attention on compliance program
effectiveness and the benefits of an effective compliance program to the organization.
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@Ti Keeping minutes of Compliance Committee meetings will provide
p a documentary record of the Committee's activities and
accomplishments.

The tone for all aspects of the
Compliance Program, including

Member attendance, active

the Compliance Committee, participation, and contributions
should be established and should be included in each
maintained by an organization’s member’s performance plan and

leadership, including the board
and the CEO. Expectations for
regular, diligent member
attendance at Compliance Committee meetings should be set by the board and enforced by the
CEO. Member attendance, active participation, and contributions should be included in each
member’s performance plan and compensation evaluation. In their communications with
individual committee members, the board and the CEO should regularly convey the importance
of, and their interest in, the member’s Compliance Committee responsibilities and
participation.

compensation evaluation.

The compliance officer should periodically provide a report to the board assessing the
Compliance Committee’s performance. This report should compare the entity’s expectations of
the committee’s performance with its actual performance. As part of the assessment, the
compliance officer should seek input from the members of the Compliance Committee, the
CEO, and the board. The compliance officer also should examine how the entity implemented
committee decisions and recommendations.
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Indicators of Committee Success

¢ substantive committee discussions;
¢ active engagement by committee members;

¢ demonstrations of authority and autonomy (within the scope of the
Compliance Committee’s charter);

¢ accountability and follow-through of committee determinations;
¢ establishment of a robust, detailed work plan;

¢ and mitigation of compliance risks.

In their report to the board, the compliance officer should include any recommendations they
may have on adjustments to improve the Compliance Committee’s performance. Adjustments
could include revisions to committee charter, scope, or membership, expectations regarding
membership, and methods of ensuring committee and member accountability.

3. Board Compliance Oversight

7 "

The United States Sentencing Commission’s Guidelines require that an entity’s “governing
authority shall be knowledgeable about the content and operation of the compliance and ethics

program and shall exercise reasonable oversight with respect to the implementation and
758

effectiveness of the compliance and ethics program.

@Tip Boards should pay attention to the Commission's Guidelines
because federal courts consult when determining criminal

sentences. Corporate boards also have a fiduciary duty of care,
which requires that boards assure that “information and reporting
systems exist in the organization that are reasonably designed to
provide to senior management and to the board itself timely,
accurate information to allow management and the board, each
within its scope, to reach informed judgments concerning ... the

58 United States Sentencing Commission, Guidelines Manual, § 3E1.1 (Nov. 2021)
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corporation’s compliance with the law ....” Inre Caremark, 698
A.2d 959, 970 (Del. Ch. 1996).

The board’ ise of thi
© hoare s erercse o1 This The board should ensure that the
responsibility should include ) . o
overseeing the compliance officer compliance officer has sufficient
and the Compliance Committee power, independence, and
and receiving and reviewing resources to implement, maintain,
information necessary to and monitor the entity’s
understand the entity’s . -
compliance risks. The board also compliance program and advise
should have access to sufficient the board about the entity’s

knowledge and resources to allow
it to fulfill its compliance-related
obligations competently.Oversight
of the compliance officer is a critical component of the board’s compliance role. The board
should ensure that the compliance officer has sufficient power, independence, and resources to
implement, maintain, and monitor the entity’s compliance program and advise the board about
the entity’s compliance operations and risk.

compliance operations and risk.

To ensure the compliance officer is sufficiently empowered, the board should assure that the
compliance officer’s stature is commensurate with their responsibilities and those of other
inform the board of challenging compliance risks without fear of personal or financial
repercussions. Regardless of the reporting structure, the board should also ensure that the
compliance officer has direct and uninhibited access to the board at any time.

To ensure the compliance officer’s independence, the board should determine that the
compliance officer is free of organizational responsibilities that would impede the compliance
officer’s ability to evaluate and report on compliance risk. The Compliance Officer section
discusses roles and responsibilities for which the compliance officer should not be
responsible. The board also should regularly review whether the compliance officer and the
compliance program have sufficient staff and resources for an entity of its size, complexity, and
interaction with Federal health care programs.

The board should meet with the compliance officer on a regular basis and no less than
quarterly. The compliance officer should provide the board with regular reports regarding the
entity’s compliance program, activities, and risks, and participate in an oral discussion of the
report with board members. The board should reserve time at each session for an executive
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meeting with the compliance officer, without non-board members present, to permit the board
and the compliance officer to have an uninhibited discussion of compliance risks of concern,
including the adequacy of compliance staff and resources.

@Tip As OIG has stated in the Practical Guidance for Health Care Boards
on Compliance Oversight, “[s]cheduling regular executive sessions
creates a continuous expectation of open dialogue, rather than
calling such a session only when a problem arises, and is helpful to
avoid suspicion among management about why a special

executive session is being called.”

Another important component of the board’s compliance role is Compliance Committee
oversight. The board should ensure that: (1) the Compliance Committee fully understands and
exercises its role, (2) the Compliance Committee’s decisions and activities are appropriately
implemented and performed, and (3) the board understands and evaluates how the
Compliance Committee addresses risk. Compliance Committee members sometimes
mistakenly see their role as overseeing the compliance officer and the compliance program,
rather than supporting and working with the compliance officer on the compliance program.
Boards should strive to ensure that Compliance Committee members correctly understand their
role.

The Compliance Committee should provide the board with regular reports on member
attendance and the board should ensure that the CEO enforces accountability. The board
should also assure that Compliance Committee members’ role and performance on the
committee are reflected in their performance plans and considered in compensation and
promotion decisions.

The board should take every opportunity to communicate to each of its audiences its
commitment to compliance. Every board has a variety of audiences, which could include
entity leaders, personnel, individual owners, shareholders, customers, patients, payors,
Federal and State Governments, and the public.

Committee decisions are implemented and supported by leaders throughout the organization.
The board also should ensure that it understands how the Compliance Committee identifies

and addresses risks, including health care compliance risks and any other risks that impact the
entity’s direct or indirect interaction with Federal health care programs and beneficiaries (e.g.,
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effectiveness in addressing and resolving committee-identified risks. The board also should
periodically evaluate the effectiveness of the Compliance Committee’s risk assessment process.

@Tip Although it was written before OIG began recommending that the
Compliance Committee be responsible for the risk assessment and
internal review process, the Measuring Compliance Effectiveness
Toolkit, which may be accessed here, provides useful tips on
evaluating the effectiveness of the risk assessment process.

The Practical Guidance for Health Care Boards on Compliance Oversight provides specific
suggestions for how boards can effectively exercise their oversight role.

C. Element 3—Training and Education

Providing appropriate education and training is a vital component of an effective compliance
program. The compliance officer, with the support and aid of the Compliance Committee,

should develop and coordinate a multifaceted education and training . Al ng
program specific to the needs of and risks presented by the entity. The fb\“ p/Q
program should include education and training on the entity’s Ié Q -
compliance program, Federal and State standards applicable to the

entity, and board governance and oversight of a health care entity. QQ

The compliance officer should develop an annual training plan that
includes the training topics to be delivered and the target audience for
each topic. The annual training plan should incorporate material
addressing any concerns identified in audits and investigations. The Compliance Committee
should review the training plan at least annually to ensure that compliance training topics and
materials address current needs, including any issues identified through monitoring and
auditing and changes to Federal and State health care requirements.

All board members, officers, employees, contractors, and medical staff (if applicable) of
the entity should receive training at least annually on the entity’s compliance program and
potential compliance risks.

The training should describe the entity’s commitment to complying with Federal and State
standards and review the applicable fraud and abuse laws (e.g., the Federal False Claims Act,
the Federal anti-kickback statute, PSL, and any applicable State fraud and abuse laws). This
training also should explain the elements of the entity’s compliance program.
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Specific topics should include, for example:

e theidentity and role of the compliance officer;
e therole of the Compliance Committee;
e theimportance of open communication with the compliance officer;

e the various ways individuals can raise compliance questions and concerns with the
compliance officer;

e nonretaliation for disclosing or raising compliance concerns; and

e the means through which the entity enforces its written policies and procedures
equitably and impartially.

An entity also may develop and require trainings reflective of risks specific to the entity’s
business, role in the health care delivery system, or any d T
risks revealed through prior investigations or audits. %e‘-e "ai,7

’
2 % o

Targeted training sessions should be developed and
assigned based on individuals’ roles and responsibilities
and any compliance risks specific to those roles and

responsibilities. These training sessions should address «
Federal health care program rules applicable to the entity’s
business. The training sessions should cover any
compliance risks specific to the learners’ roles and
responsibilities. Depending on the learners’ roles, these
may include, for example, billing, coding, documentation, medical necessity, beneficiary
inducements, gifts, interactions with physicians and other sources or recipients of referrals of
Federal health care program business, and sales and marketing practices. The education and

training program also should include a requirement that licensed personnel must complete all
education and training mandated by the licensing board that governs their license.

Targeted training also should be developed for board members. New board members should
receive training on their governance and compliance oversight roles promptly after joining the
board. The initial board training should address the specific responsibilities of health care
board members, including the risks, oversight areas, and approaches to conducting effective
oversight of a health care entity. The compliance officer should consider arranging additional,
periodic training to update the board on the entity’s compliance risks, including changes to
applicable Federal and State health care requirements.
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An entity may choose to develop its own training materials, purchase training materials from a
third-party vendor, or contract with an external party to develop the training materials. The
Compliance Committee should ensure that the training materials, whether developed internally
or purchased externally, appropriately address the entity’s compliance program and specific
compliance risks.>®

The Compliance Committee should also ensure that the training materials are accessible to all
members of the designated audience. For example, if an entity has a culturally diverse staff,
training materials may need to be available in several languages. Training may be provided in
many formats—live (in-person or via videoconference), a computer-based training, or through
watching a pre-recorded video. Regardless of the format, the Compliance Committee should
ensure that there is a mechanism for participants to ask questions about the content. For
example, the training materials could encourage individuals to submit questions to the
compliance officer via email.

The entity may incorporate a process through which contracting entities’ employees may
receive a training waiver by demonstrating that the contracting entity’s compliance training and
education program satisfies certain requirements. The compliance officer should ensure that
outside contractors receiving any such waiver inform its employees of the entity’s disclosure
program and the ways in which the contractor’s employees may report compliance concerns to
the entity directly.

Participation in required compliance training programs should be made a condition of
continued employment or engagement by the entity. Failure to comply with training
requirements should result in consequences, up to and including possible termination of
employment or engagement when warranted by the circumstances. Completion of mandatory
training should be a basic requirement of each employee’s annual performance evaluation.
Completion of mandatory training should also be a required component of evaluation of
contractors. Hospitals and other entities with medical staff should work closely with their chief
medical officers and chiefs of staff to ensure all members of the medical staff complete
required compliance training.

Education should not be limited to annual formal training requirements. The compliance
officer should seek and develop opportunities to provide education on compliance topics and
risks throughout the year.

%9 For example, a compliance training course developed for hospitals would not be applicable to a home health
agency.
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Some ideas to provide compliance-related education include:
e developing and updating FAQs on the entity’s electronic communication site or on
posters in employee common areas;
e having a standing compliance item on the agenda for regularly scheduled meetings;
e writing a regular column in the entity’s newsletter;
e posting video clips;
e participating in the annual sales meeting;
e occasionally dropping in on an informal morning huddle; and
e walking the floors.
The compliance officer also should consider working with the Compliance Committee to have
various committee members and entity leaders deliver compliance training in meetings and

settings where they already appear. This will help normalize compliance as an integral part of
the entity’s culture.

. Having a standing compliance item on the agenda of regular
Tip oo . .
meetings is an excellent way to share information and underscore
the entity’s commitment to compliance. For example, this could
include executive leadership meetings, entity all-hands meetings,
and medical staff meetings.
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D. Element 4—Effective Lines of Communication with the
Compliance Officer and Disclosure Programs

An open line of communication between the compliance officer and entity personnel (including
contractors and agents) is critical to the successful implementation of a compliance program
and the reduction of any potential for fraud, waste, and abuse. Entity personnel should be
informed about the ways they can reach the compliance officer directly (e.g., via email,
telephone, messaging). This information also should be posted in commonly frequented
physical and virtual spaces. The compliance officer may wish to occasionally poll entity
personnel on means of reaching the compliance officer to ensure that diverse personnel
(including personnel of different generations and communication preferences) have familiar
means of communicating with the compliance officer.

Entity personnel should be encouraged to bring compliance questions to the compliance
officer. Such questions can be a useful source of information for the compliance officer and
may help:

e create ideas for new FAQs;
e evaluate the effectiveness of training and compliance messaging;
e determine whether policy or process changes may be needed; and

e identify potential compliance risks.

Written confidentiality and nonretaliation policies should be developed and distributed to all
employees to encourage communication with the compliance officer and the reporting of
incidents of potential fraud and other compliance concerns.

@Tip OIG believes that whistleblowers should be protected against
retaliation, a concept embodied in the provisions of the False
Claims Act. In some cases, employees may sue their employers
under the False Claims Act’s qui tam provisions out of frustration
because of the company’s failure to act when a questionable,
fraudulent, or abusive situation was brought to the attention of
senior leaders.
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The Compliance Committee also should develop several independent reporting paths for an
employee to directly report violations of Federal and State health care requirements, such as
fraud, waste or abuse, and violations of entity policy, so that such reports cannot be diverted by
supervisors or other personnel. The Compliance Committee should ensure that the entity does
not deter individuals from coming forward with compliance concerns by, for example,
requesting or requiring that personnel first bring such concerns to their manager or supervisor
before contacting the compliance officer.

@Tip Frequent communications with the compliance officer from the
same department or employees of the same supervisor may
identify an area of concern to be investigated for possible
compliance or human resources issues.

The entity should have at least one reporting path independent of the business and operational
functions that permits individuals to report concerns anonymously. This could be through a
hotline, a website, an email address, or a mailbox. Options for anonymous reporting should
be publicly posted in physical and virtual spaces frequently accessed by entity personnel.

Information about communicating compliance concerns, including the option to report
anonymously, should be included in entity training about its compliance program.

The entity should always strive to maintain the confidentiality of the reporting employee’s
identity. But it also should explicitly communicate to any individual reporting a compliance
concern that there may be a point where the individual’s identity may become known or may
have to be revealed. For example, in certain instances the entity may be required to inform
governmental authorities.

All disclosures of compliance concerns, including potential violations of

entity policies or Federal or State requirements, should be recorded in

a log maintained by the compliance officer or their designee. All

disclosures should be logged regardless of how they are made.

whether made directly to the compliance officer or other compliance

personnel, to another entity leader, or through the anonymous

reporting mechanism, The entity’s policies should require the

compliance officer or their designee to record the disclosure promptly following receipt by the
compliance officer or their designee.
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@Tip Some entities may have compliance departments, any member of

whom may receive compliance concerns. Other entities may have
facilities in multiple locations, each with their own facility

compliance officer. Any of these would be considered designees.

The disclosure log should include pertinent information regarding each disclosure, such as the
date received, the individual or department responsible for review, a description of the
investigation’s findings, any corrective actions taken, any policy or process changes made as a
result of the investigation, the date resolved, and, if applicable, any resulting referral or
disclosure to Federal or State authorities.

@Tip The compliance officer may take responsibility for reviewing some
reported concerns, some reported concerns may be referred to
other leaders or departments, for example, Human Resources,
and some reports, such as those involving substantial legal
violations, may be referred to counsel or law enforcement. The
compliance officer should remain involved in all health care
compliance investigations in which counsel takes the lead.

The compliance officer should regularly include information about concerns received and
investigations conducted in their communications with the Compliance Committee and in their
reports to the CEO and the board.
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E. Element 5—Enforcing Standards:
Consequences and Incentives

For a compliance program to be effective, the organization should establish appropriate
consequences for instances of noncompliance, as well as incentives for compliance.
Consequences may involve remediation, sanctions, or both, depending on the facts. Incentives
may be used to encourage compliance performance and innovation. Both incentives and
consequences are important to enforcing compliance.

1. Consequences

Consequences, as used here, are the result of noncompliant actions. Consequences may be
educational or remedial and non-punitive, they may be punitive sanctions, or they may involve
both. Consequences may be appropriate where a responsible individual’s failure to detect a
violation is attributable to their ignorance, negligence, or reckless conduct. Intentional or
reckless noncompliance should subject individuals to significant sanctions.

The organization should establish and publicize its procedures for identifying, investigating, and
remediating (including re-training or discipline for the involved individuals) actions that do not
comply with the entity’s standards of conduct, policies and procedures, or Federal and State
laws. The procedures should identify: the various consequences that may be imposed under
specific circumstances involving noncompliance and the functions (e.g., manager, human
resources) that will be involved in making decisions regarding appropriate consequences.

The entity should include in its guidance and compliance communications its commitment to
take disciplinary action or impose other, remedial consequences on a fair and equitable basis.
The compliance officer should monitor investigations and resulting discipline to ensure
consistency. Managers and supervisors should be made aware that they have a responsibility
to impose consequences for noncompliant behavior in an appropriate and consistent manner.

To deter noncompliant conduct, the consequences of noncompliance should be consistently
applied and enforced. All levels of employees should be subject to the same consequences for
the commission of similar offenses. The commitment to compliance applies to all personnel
levels within an entity, including contractors and medical staff. OIG believes that corporate
officers, managers, supervisors, health care professionals, and medical staff should be held
accountable for failing to comply with, or for the foreseeable failure of their subordinates to
adhere to, the applicable standards, laws, policies, and procedures.
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2. Incentives

Entities also should develop appropriate incentives to encourage
participation in the entity’s compliance program. The compliance officer,
Compliance Committee, and other entity leaders should thoughtfully
consider the compliance performance or activities they would like to
incentivize, both across the entity and within specific departments or
positions. Excellent compliance performance or significant contributions
to the compliance program could be the basis for additional compensation,
significant recognition, or other, smaller forms of encouragement.

@Tip Although an entity may not be able to publicly recognize an
individual who raises a substantiated concern that results in the

mitigation of harm or risk, the entity should find a way to
recognize this in the performance reviews of individuals. This, of
course, is not possible for people who wish to remain anonymous.
Also, this does not apply to individuals who raise compliance or
legal violations for which they themselves committed or were
responsible.

Other behavior that entities may want to incentivize could include:

e the achievement of compliance goals that are specific to a department or a specific
position description;

e achievements that reduce compliance risk (e.g., a team that develops a process that
reduces compliance risk or enhances compliant outcomes, or an individual who suggests
a method of attaining a strategic goal with less risk); or

e performance of compliance activities outside of the individual’s job description (e.g.,
mentoring of colleagues in compliant performance or performing as a compliance
representative within their department or team).

OIG encourages the compliance officer and the Compliance Committee to devote time,
thought, and creativity to the compliance activities and contributions that the entity would like
to incentivize.

The Compliance Committee and other entity leaders also should review whether the entity’s
other incentive plans can be achieved while operating in an ethical and compliant manner. The
Compliance Committee should ask whether, for example, sales goals or admission goals may
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inadvertently encourage risky or noncompliant behavior such as offering health care
practitioners things of value in exchange for ordering or prescribing an entity’s products or
referring patients to the entity’s hospital or nursing home. The Compliance Committee also
should examine whether setting certain performance goals may have unintended
consequences, such as falsifying documents or covering up incidents that would detract from
goal achievement.

Achievements in compliance should be treated commensurately with achievements in other
areas valued by the entity. Through the thoughtful and deliberate use of incentives, an entity
may reduce its compliance risk, enhance adherence to the entity’s compliance program, and
develop a positive association with the entity’s compliance culture.

F. Element 6—Risk Assessment, Auditing, and Monitoring

Risk assessment, auditing, and
monitoring each play a role in

...In recent years OIG, the

identifying and quantifying compliance community, and other
compliance risk. Although stakeholders have come to
identifying and addressing risk recognize and place increasing
have always been at the core of . .

compliance programs, in recent emphasis upon the importance of
years OIG, the compliance a formal Compliance risk
community, and other assessment process as part of the

stakeholders have come to
recognize and place increasing
emphasis upon the importance of
a formal compliance risk assessment process as part of the compliance program.

compliance program.

1. Risk Assessment

Risk assessment is a process for identifying, analyzing, and R‘SK
responding to risk. A compliance risk assessment is a risk assessment

process that looks at risk to the organization stemming from ‘ .
from violations of government health care program requirements

and other actions (or failures to act) that may adversely affect the entity’s ability to comply with

violations of law, regulations, or other legal requirements. For
those requirements.

entities participating in or affected by government health care

programs, a compliance risk assessment focuses on risks stemming
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Periodic compliance risk assessments should be a component of an entity’s compliance
program and should be conducted at least annually.

@Tip Entities that want to conduct compliance risk assessments more
often should ensure that they dedicate the necessary time and
resources for each compliance risk assessment they perform
during the year.

A formal compliance risk assessment process should pull information about risks from a variety
of external and internal sources, evaluate and prioritize them, and then decide which risks to
address and how to address them. The Compliance Committee should be responsible for
conducting and implementing the compliance risk assessment. The Compliance Committee
coordinate to conduct a joint risk assessment to maximize the use of entity resources and
reduce the number and potential redundancy of such assessments. With this information, the
Compliance Committee can work with the compliance officer to prioritize resources and
develop the compliance work plan, including audits and monitoring of identified risks based on
priority. (Some entity functions, such as audit, may need to perform additional risk
assessments to satisfy other requirements, such as fulfilling federal grant, contract, and other
award obligations under 45 CFR § 75.303, for example.)

Although conducting formal risk assessments may be new to many compliance programs, risk
assessments are an integral part of the fiscal internal control process and to enterprise risk
management, and are required for recipients of federal awards. Compliance Committees
should educate themselves on risk assessment methods when creating their own compliance
risk assessment process. A standard resource for risk assessments is Enterprise Risk
Management: Integrating with Strategy and Performance (2017), published by the Committee
of Sponsoring Organizations (COSO) of the Treadway Commission. The Society of Corporate
Compliance and Ethics and the Health Care Compliance Association, with COSO, subsequently
published Compliance Risk Management: Applying the COSO ERM Framework (2020), which
contains information on conducting a compliance risk assessment. Another standard resource
is The Green Book, published by the U.S. General Accountability Office, which contains a section
on risk assessments. Playbook: Enterprise Risk Management for the U.S. Federal Government
(Fall 2022 Update), published by the Chief Financial Officers Council and the Performance
Improvement Council, provides useful risk-assessment tools in Appendices F and G. Numerous

other guides and resources for conducting compliance risk assessments are available on the
Internet.
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Entities should consider using data analytics, i.e., analyzing its data, to . . .
identify compliance risk areas. All entities, regardless of size, should .

have access to the data they generate, either directly or through a third

party, such as a billing contractor. Data analytics efforts may range from

simple to complex depending on an entity’s volume of data as well as the

entity’s data analytics capabilities and resources.

All entities should be able to compare standard metrics of their health care operations
internally to determine whether there are any outliers in any particular area of focus. Entities
may use commonly available spreadsheet software to analyze their data. Other software
programs that entities already use, such as billing software and electronic health records, may
also have components that allow entities to analyze the data they contain. Larger entities or
those with more capabilities or resources should run more sophisticated data analytics
processes to assess any compliance risks presented by their operations. Analyzing data allows
entities to identify possible risk areas by highlighting outliers or other data trends indicating
potential noncompliance.

Between compliance risk assessments, the compliance officer should continue to scan for
unidentified or new risks, by, for example, monitoring for legal and regulatory changes,
enforcement actions and OIG work plan developments, and new entity acquisitions,
strategies, or initiatives, and evaluating audits and investigation results. When the
compliance officer or the Compliance Committee identifies a new risk, the risk should be
assessed with the same methods used in the compliance risk assessment. Based on this
information, the Compliance Committee can decide whether and how to address the newly
identified risk.
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2. Auditing and Monitoring

The Compliance Committee should include in the
compliance work plan a schedule of audits to be

conducted based on risks identified by the annual
risk assessment. The Compliance Committee also
should ensure that the compliance officer has the

=

capacity to perform or oversee additional audits based on risks identified throughout the year,
for example, as part of an investigation into an overpayment that uncovers a potential systemic
issue. The audits may be conducted by internal or external auditors who have expertise in
Federal and State health care statutes, regulations, and Federal health care program
requirements.

@Tip Medicare requires, as a condition of payment, that items and
services be medically reasonable and necessary. Therefore,

entities should ensure that any claims reviews and audits include
a review of the medical necessity of the item or service by an
appropriately credentialed clinician. Entities that do not include
clinical review of medical necessity in their claims audits may fail
to identify important compliance concerns relating to medical
necessity.

Depending on the entity’s size, the entity may decide to have dedicated compliance auditors
reporting to the compliance officer to conduct compliance audits.

The compliance work plan also should contain routine monitoring of ongoing risks, plus the
capacity to monitor the effectiveness of controls and risk remediation. Examples of routine
monitoring of known risks include:

e monthly screening of the LEIE and State Medicaid exclusion lists;
e regular screening of State licensure and certification databases; and
e annual review of the entity’s policies and procedures.
Entities may identify other areas appropriate for routine monitoring based on their risk

assessment and their interaction with the Federal health care programs, such as high-value
billing codes, medical record documentation, medical necessity of admission, or business-need
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justifications for contracts with referral sources. Short-term monitoring is
useful for determining the effectiveness of risk remediation. A

Entities may wish, either periodically or during the annual risk
assessment, to re-assess their ongoing monitoring program to determine
whether monitoring is effective, still needed, or performed at the
appropriate interval.

A

Entities also should periodically assess the compliance program’s effectiveness. The

review should include an assessment of how effective each element of the compliance program
is. OIG has published a toolkit, Measuring Compliance Program Effectiveness, which may assist
with this assessment. This toolkit provides a list of ideas, organized around the seven
compliance program elements, from which health care organizations can select evaluative tools
that will best serve their needs. It is intended to be a set of tools that any health care
organization, regardless of size or health care industry segment, can use.

@Tip As OIG noted in its Introduction to Measuring Compliance
Program Effectiveness, the toolkit is not intended to be a
checklist to assess an entire compliance program. Using all the
tools or many of them is impractical and not recommended.

The board should direct the entity to perform the compliance program effectiveness review
and have the reviewers report their findings and recommendations directly to the board.
Depending on the entity’s resources and recent compliance history (e.g., a large compliance
failure or a series of events the compliance program did not identify and address as risks), the
board may want to consider retaining an outside expert to conduct the review.

G. Element 7—Responding to Detected Offenses and
Developing Corrective Action Initiatives

No matter how strong an entity’s commitment to compliance or how effective the policies and
procedures, training, and risk assessment, it is inevitable that a compliance officer will receive
audit or monitoring results that raise concerns or receive a report through the disclosure
program that requires investigating.

@Ti If, over time, a compliance officer does not receive this type of
p information, the compliance officer should consider conducting a
compliance program effectiveness review.
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An investigation could show that nothing improper occurred, it could reveal an overpayment
that is owed, and it could uncover information indicating that misconduct has occurred,
resulting in violations of applicable Federal or State law. Consequently, a compliance program
should expect any outcome on this spectrum and plan accordingly through appropriate policies
and other resources.

More specifically, compliance programs should include processes and resources to thoroughly
investigate compliance concerns, take the steps necessary to remediate any legal or policy
violations that are found, including reporting to any Government program agencies or law
enforcement where appropriate, and analyze the root cause(s) of any identified impropriety to
prevent a recurrence. How an entity responds when it finds a violation resulting in a substantial
overpayment or serious misconduct sets apart those that have a strong compliance program
from those with a compliance program that is more form than substance.

1. Investigations of Violations

Violations of an entity’s compliance program, failures to comply with
applicable Federal or State law, and other types of misconduct threaten
an entity’s status as a trustworthy organization capable of participating
in Federal health care programs and the health care industry. Detected
but uncorrected misconduct can seriously endanger the mission,
reputation, and legal status of the entity. Consequently, it is important
that the compliance officer act promptly to notify appropriate leaders
and coordinate with entity counsel as needed upon receipt of reports or reasonable indications
of suspected noncompliance to determine whether a material violation of applicable law has
occurred.

Whether a material violation of applicable law exists must be determined on a case-by-case
basis. The existence, or amount, of a monetary loss to a Federal health care program is not
solely determinative of whether or not a violation has occurred. Allegations of noncompliant
conduct should be investigated and the outcome of the investigation should determine
whether, and what kind of, reporting to the Government is necessary. There may be material
violations of applicable law where no monetary loss to a Federal health care program or
Government entity has occurred; however, in these instances, corrective action and reporting
(e.g., to CMS or a State Medicaid program) are still necessary to protect the integrity of the
applicable program and its enrollees.
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Most internal investigations will require interviews and a review of

relevant documents. Data review, email searches, and audits may also

be required. The compliance officer or counsel should take

appropriate steps to secure or prevent the destruction of documents

or other evidence relevant to the investigation. Based on the

potential scope and severity of the suspected violation and the

necessary investigative tasks, entities should consider whether they

need to engage external counsel, auditors, or health care experts to aid with the investigation.
If counsel or the compliance officer believes the integrity of the investigation may be at stake
because of the presence of employees under investigation, those subjects should be removed
from their current work activity until the investigation is completed (unless an internal or
Government-led undercover operation is in effect).

Regardless of the size or severity of the violation being investigated, a contemporaneous record
of the investigation should be maintained, so that a record of the investigation can be
compiled. The record should include:

e documentation of the alleged violation;

e adescription of the investigative process;

e copies of interview notes and key document;

e alog of the witnesses interviewed and the documents reviewed;
e the results of the investigation; and

e any disciplinary action taken or corrective action implemented.

2. Reporting to the Government

This section endeavors to describe general guidelines related to reporting misconduct to the
government. It does not address specific reporting requirements mandated by certain laws
(e.g., HIPAA breach notification requirements; requirements related to reporting allegations of
abuse and neglect in nursing facilities).

As a general matter, if credible evidence of misconduct from any source is discovered and, after
a reasonable inquiry, the compliance officer or counsel has reason to believe that the
misconduct may violate criminal, civil, or administrative law, then the entity should promptly
(not more than 60 days after the determination that credible evidence of a violation exists)
notify the appropriate Government authority of the misconduct.
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Depending on the nature of the violation and the Government program involved, appropriate
Government authorities may include:

e the Criminal or Civil Divisions of DOJ;
e the United States Attorney’s Office for the entity’s district;
o OIG;

e CMS;

e the State Medicaid Fraud Control Units;

e the Defense Criminal Investigative Service;
e the Office of Inspector General for the Department of Veterans Affairs; and

e the Office of Personnel Management (which administers the Federal Employees Health
Benefits Program).

Prompt reporting will demonstrate the entity’s good faith and willingness to work with
governmental authorities to correct and remedy the problem.

Some violations may be so serious that they warrant immediate notification to governmental
authorities, prior to, or simultaneous with, commencing an internal investigation. This includes
conduct that:

e s a clear violation of criminal law;

e has a significant adverse effect on either patient safety or the quality of care provided to
patients (in addition to any other legal obligations regarding quality of care or abuse or
neglect); or

e indicates evidence of a systemic failure to comply with applicable laws, an existing CIA,
or other standards of conduct, regardless of the financial impact on Federal health care
programs.

OIG believes in the importance of self-reporting. To facilitate this, OIG maintains voluntary self-
disclosure programs for entities to use to report suspected fraud. OIG takes into consideration
the entity’s good-faith voluntary disclosure when resolving violations submitted through one of
the programs. For more information about the OIG’s voluntary self-disclosure programs and
how entities can benefit from using them, please see our discussion in section VI.G.
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3. Implementing Corrective Action Initiatives

Once the entity has gathered sufficient credible information to determine the nature of the
misconduct, it should take prompt corrective action, including:

e refunding of overpayments;
e enforcing disciplinary policies and procedures; and

e making any policy or procedure changes necessary to prevent a
recurrence of the misconduct.

If the entity determines that the misconduct resulted in an

overpayment, it should promptly repay the overpayment to affected

government agencies. Federal law requires entities repay any overpayments received from
Medicare or a State Medicaid program within 60 days after identification.®® The entity should
follow and enforce its policies and procedures against responsible individuals, including those in
leadership or supervisory roles whose neglect or reckless disregard of their duties allowed the
misconduct to occur unchecked or prevented the entity from identifying the misconduct earlier.

Throughout an investigation of any noncompliant

conduct the compliance officer should be gathering

information to aid them in determining the root causes

of the conduct. The compliance officer should, of course,

ensure that any ongoing noncompliant conduct is /
stopped and make any immediate changes necessary to

ensure that it does not resume. But the compliance

officer should also work with the appropriate individuals

to determine the root cause of the conduct so that the

entity can make the required changes to prevent a

recurrence. The compliance officer should also 7
determine whether the conduct exposed any compliance

weaknesses that could place the entity at risk for other,

unrelated misconduct. The Compliance Committee

should ensure that the entity takes the necessary steps

to prevent recurrence of the misconduct and to

AT

=

strengthen any identified areas of vulnerability.

0 Section 1128J of the Act, 42 U.S.C. § 1320a-7k(d).
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Compliance Program Adaptations for
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IV. Compliance Program Adaptations
for Small and Large Entities

Compliance programs may be structured differently
depending on the entity’s size. Small entities and large
organizations should think about how to right-size their
compliance program to meet their entity’s needs. Below,
OIG provides guidance on how small entities can implement a compliance program that meets
the seven elements even with limited resources. For large organizations, OIG discusses the role
of the compliance officer, the Compliance Committee, and the board in developing and
monitoring a compliance program capable of meeting the needs of a larger organization.

A. Compliance Programs for Small Entities

Small entities, such as individual and small-group physician practices, or other entities with a
small number of employees, may face financial and staffing constraints that other entities do
not. While still encompassing the seven elements discussed above, a small entity’s compliance
program should be structured so that the entity can gain the benefits and protection of a
compliance program within the constraints under which the entity operates. OIG offers the
following suggestions on how the seven elements can be successfully implemented at a small
entity.

1. Compliance Contact

Small entities that cannot support a compliance officer on either a full-time or part-time basis
should consider designating one person as the entity’s compliance contact and have them be
responsible for ensuring that the entity’s compliance activities are completed. This person
should not have any responsibility for the performance or supervision of legal services to the
entity and, whenever possible, should not be involved in the billing, coding, or submission of
claims. In the absence of a board, the compliance contact should report at least quarterly to
the owner or CEO on the status of the entity’s compliance activities. The owner or CEO is
ultimately responsible for the entity’s compliance with Federal health care program
requirements.
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2. Policies, Procedures, and Training

A small entity should have policies, procedures, and training on how to

perform duties and activities in compliance with government health care (a"‘]i,)

and other applicable legal requirements. It should also instruct its « @'
-

personnel on its compliance program. O

Entities may be able to avail themselves of policy and procedure n
templates and training through their management company (if they use
one), a consultant, or a professional organization. The internet may also

be a source of policy and training material, although entities should =
review such material carefully for its content and quality and modify the
material, as necessary, to reflect the specific business operations and compliance risks of the
entity. Entities can supplement their own policies with information provided by applicable
Federal agencies and contractors.

OIG maintains a series of Compliance Training Videos that entities may find helpful. Physician
practices may also be able to obtain training through a hospital or other provider with which
they are affiliated but should be mindful of potential Federal anti-kickback statute and
physician self-referral implications that may arise from such arrangements.

@Tip OIG’s guidance A Roadmap for New Physicians may be a helpful
resource for experienced as well as new physicians. OIG also has a
companion PowerPoint and speaker note set for trainers that are
available on the same page.

Small entities may educate their personnel on the entity’s compliance program through a
variety of means, including during an entity meeting, through email, on a website, or through
postings in physical or virtual common areas. This information should be provided to new
personnel when they join the entity and updates and reminders should be provided to
personnel periodically.
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3. Open Lines of Communication

Although a formal disclosure program may not be necessary or appropriate
for a small organization, a small entity should ensure that its personnel
understand the entity’s commitment to compliance and to nonretaliation.

Small entities should use user-friendly methods appropriate to their size and

setting to facilitate communication about compliance concerns and potential

issues. This may include an explicit “open door” policy for personnel to raise

concerns with the compliance contact, the owner, or the CEO. This policy may be implemented
in conjunction with less formal communication techniques, such as notices in physical or virtual
common areas.

Even in the absence of a formal disclosure program, small entities should have policies in place
that require good faith reporting of compliance issues or potential violations of law, outline a
process for the investigation and resolution of reported issues or concerns, and prohibit
retaliation for good faith reporting.

Other means that a small entity can use to facilitate meaningful and open communication
include the following:

e the requirement that employees report conduct
that a reasonable person would, in good faith,
believe to be erroneous, improper, or fraudulent;

e the creation of a user-friendly process (such as an
anonymous drop box) for effectively reporting
erroneous, improper, or fraudulent conduct;

e apolicy indicating that a failure to report
erroneous, improper, or fraudulent conduct is a violation of the compliance program;

e the development of a simple and readily accessible procedure to process reports of
erroneous, improper, or fraudulent conduct;

e if a billing company is used, communication to and from the billing company’s
compliance officer or compliance contact and other responsible staff to coordinate
billing and compliance activities of the entity and the billing company, respectively;

e the utilization of a process that, if requested and to the extent possible, maintains the
anonymity of the person reporting the concern; and
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e apolicy indicating that there will be no retribution for reporting conduct that a
reasonable person acting in good faith would have believed to be erroneous, improper,
or fraudulent.

OIG recognizes that protecting anonymity may not be feasible for small entities. OIG believes,
however, that all personnel seeking answers to questions or reporting potential instances of
erroneous, improper, or fraudulent conduct should know to whom to turn for assistance in
these matters and should be able to do so without fear of retribution.

While the entity may strive to maintain the anonymity of an employee’s identity, it should also
make clear that there may be a point at which the individual’s identity may become known or
may have to be revealed in certain instances. Small entities, particularly those for which
anonymity is not possible, should post information about how to access the OIG Hotline in
physical or virtual common areas.

4. Risk Assessment, Auditing, and Monitoring
Small entities should assess their compliance risks at least once a year.

@Tip Small entities that want to conduct compliance risk assessments
more often should ensure that they dedicate the necessary time
and resources for each compliance risk assessment they perform
during the year. Small entities that receive federal awards should
be sure to comply with requirements at 45 C.F.R. § 75.303.

Compliance risk assessments do not have to be complicated or resource intensive. Guidance
and resources for conducting a compliance risk assessment are available on the Internet. One
resource that may be of interest is Compliance Risk Management: Applying the COSO ERM
Framework (2020), written by the Society of Corporate Compliance and Ethics and the Health
Care Compliance Association. This resource discusses how to apply the enterprise risk
management framework to compliance risk. It also has a section on conducting a compliance
risk assessment. Small entities should review their own data to identify potential risks, such as
claims denials, challenges to medical necessity, and patient safety data (e.g., fall rates, product-
return rates, complaints). OIG regularly updates its Work Plan, which is also a good resource
when attempting to identify potential risks. Small entities can also generate risk information
by, for example, brainstorming during a staff meeting. After the small entity’s risks are
identified and analyzed, the entity can then decide how to address the high-priority issues, such
as by conducting an audit, putting monitoring in place, or making process changes. Between
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compliance risk assessments, leaders should continue to watch for new or unidentified risks. If
the small entity identifies a new risk, it should assess it and determine how to handle it.

Small entities should conduct at least an annual audit. The risk assessment can help the entity
to determine what types of claims or other areas to select for the audit. Based on the audit
results, the entity will be able to determine whether there are issues that it should address.
Remediation could include:

e repayment of overpayments;
e changing of entity processes; and

e education of personnel.

Audit results may indicate that there could be potential systemic issues or they may identify
potentially improper conduct. In that case, the entity should consider whether it needs to
conduct an expanded audit or seek outside assistance to investigate and, if necessary, address
and resolve the issue.

Risks that an entity becomes aware of outside of the annual risk assessment may require
additional audits if the entity rates them as high priority.

Routine monitoring can be an effective and efficient method of managing known risks. This
should include routine monitoring of the LEIE, applicable State Medicaid exclusion lists, and
checks on practitioners’ licensure and certification status.

@Ti An excluded employee or an employee with a lapsed license can
p have a significant impact on a small entity.

Small entities should monitor communications they receive from the

Federal health care programs and contractors so that they can make

necessary policy changes to address new or revised program

requirements. V

Small entities can also develop a list of risk indicators relevant to their v

business or practice area for which they want to monitor, such as v

significant changes in number or type of claim rejections, high-level

survey findings, illogical or atypical ordering patterns, and unusual

changes in code utilization. When monitoring reveals one of these indicators, the entity should
investigate to determine the cause of the indicator and then decide how to address it.
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5. Enforcing Standards

Small entities should ensure that they have enforcement and disciplinary mechanisms in place
before violations of compliance policies, government health care requirements, or other
applicable laws occur. The mechanisms should have sufficient flexibility to permit personnel to
ask questions and disclose mistakes while also enforcing the entity’s commitment to
compliance. Entities might also want to communicate that the failure to report violations of
compliance policies or legal requirements may lead to discipline. Entities may also want to
consider implementing incentives for compliance performance and innovation.

@Tip For more information, see Element 5--Enforcing Standards:
Conseguences and Incentives

6. Responding to Detected Offenses and Developing
Corrective Action Initiatives

When implementing a compliance program, small entities should anticipate that the program
may uncover potential legal violations or other noncompliance.

Small entities should be prepared to designate someone, whether it is the compliance contact,
an entity leader, or another designated employee, to determine whether a violation exists and
the steps necessary to correct any problems. As appropriate, such steps could include:

e acorrective action plan;
e the return of overpayments;
e areport to the responsible government agency; or

e adisclosure to an appropriate law enforcement agency, such as a disclosure to the OIG.

@Ti A corrective action plan may include policy and process revisions,
p education of personnel, a revision to the entity’s training plan, and
consequences for offending individuals.
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B. Compliance Leadership for Large Entities

In prior board guidance, OIG wrote that health care board members should consider the size
and complexity of their organizations in reviewing the scope and adequacy of the entity’s

compliance program. Whether a health care system in a large metropolitan area or a chain
retail pharmacy or a manufacturer with locations and operations statewide or nationwide, large
organizations will generally need significant compliance resources and expertise to develop and
monitor a compliance program capable of addressing the breadth and complexity of
compliance issues that a large organization faces. Boards of large health care organizations
should thoughtfully evaluate the resources and expertise they will need at the compliance
officer, Compliance Committee, and board level.

1. Compliance Officer

Large organizations are unlikely to implement and maintain a successful and effective
compliance program with a single compliance officer. A large organization will likely need a
department of compliance personnel with a variety of skills and expertise to implement and
monitor the organization’s compliance program and address its manifold compliance needs.
A large organization should hire a knowledgeable and skilled compliance officer and leader as
its chief compliance officer to oversee and direct the organization’s compliance function and
lead the compliance department.

Boards of large organizations should have input on the appointment, performance evaluation,
and compensation of the chief compliance officer. They also should consider having the chief
compliance officer report directly to them. Reporting to the board will give the chief
compliance officer the stature and independence they need to lead a successful compliance
program. In a large organization with many competing priorities, reporting directly to the
board will send a strong message to the entire organization and its stakeholders about the
board’s commitment to compliance.

The chief compliance officer should organize the compliance department’s staff to serve the
organization most effectively. Depending on the structure and the nature of the organization, it
may be useful to have one or more deputy compliance officers responsible for specific areas
(e.g., compliance audits, investigations, training, policies) or components within the
organization, regional compliance officers responsible for various geographic regions the
organization serves, facility compliance officers or liaisons responsible for a specific facility or
location, or some combination thereof.
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The chief compliance officer should consider the varying skills that may be needed within the
department, such as auditors, investigators, clinicians, and data experts, to operate effectively,
and whether use of specialized consultants or part-time employees may be beneficial. If the
large organization operates or controls a variety of providers and suppliers (for example,
operating home health agencies and hospices and providing rehabilitation therapy services),
the chief compliance officer should ensure that the compliance department has the compliance
knowledge and expertise to address the compliance risks for each health care component the
entity operates or controls.

The chief compliance officer and the board should periodically evaluate the compliance
department to determine whether its current composition is effectively meeting the needs of
the organization.

In a large organization with facilities or locations across a region or the country, it may be most
effective to have dedicated compliance resources, such as a facility compliance officer
(sometimes called a facility compliance liaison), at each facility or location.

@Ti To the extent possible, given the facility or location’s staffing
p constraints, the facility compliance officer should not have
responsibility for clinical, financial, legal, or operational duties.

If the facility or location compliance officer responsibility is a part- -
time or secondary role that the individual assumed in addition to

the position for which they were hired, the chief compliance officer -—
should ensure that the facility or location compliance officer hasa
dotted-line reporting relationship to the chief compliance officer |
and is able to perform their compliance duties at the direction of '
the chief compliance officer (directly or indirectly through a deputy
or regional compliance officer). This will ensure that all the compliance functions of the large
organization are directed and overseen by the chief compliance officer. The chief compliance
officer should also ensure that the facility or location compliance officer has the skills,
knowledge, resources, and time to fulfill their compliance duties.
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2. Compliance Committee

The Compliance Committees of large organizations often .
have many members, representing the various operational
components involved in the compliance program. Large- -

organization Compliance Committees may find it useful to

create subcommittees to provide support to the chief

compliance officer under the oversight of the Compliance . .
Committee. Staffing subcommittees with a mix of

Compliance Committee members and subject matter experts - -
provides the Compliance Committee with additional expertise

and ground-level experience while expanding involvement in the implementation and
operation of the compliance program. Subcommittees may be responsible for policies and
procedures, training and education, compliance audits, risk assessments, effective
communication, and other areas pertinent to the organization. The Compliance Committee
may also want to form temporary work groups to work on initiatives or other time-limited
projects. Using subcommittees and work groups permits the Compliance Committee to
substantively support the chief compliance officer while allowing more time at committee
meetings for strategic and systemic compliance program matters.

3. Board Compliance Oversight

Boards of large organizations usually have separate
board committees, such as a Board Audit Committee.

00
Many boards assign the responsibility for compliance . . .
o @

a B

oversight to the Board Audit Committee. Boards should
consider creating a separate Board Compliance
Committee with a charter to oversee health care

compliance. This permits each committee to focus on . .

their area of responsibility. Separate committees can

enable boards to ensure that each committee has

members with knowledge and expertise in the Compliance Committee’s area of responsibility.
For example, compliance, government health care program requirements, and clinical or other
expertise related to the organization’s health care operations likely would be useful for the
Board Compliance Committee, while members with audit, finance, and U.S. Securities and
Exchange Commission expertise likely would be more useful for the Board Audit Committee. If
the chief compliance officer reports to the board, the board may wish to delegate the
responsibility for ongoing communication with the chief compliance officer to the Chair of the
Board Compliance Committee or other board committee responsible for compliance.
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Some large organizations are owned or controlled by an international organization with
headquarters located in another country. Boards of large organizations operating in the
United States but owned or controlled by international organizations should ensure that the
parent board is provided with sufficient information about the applicable law, Federal health
care program requirements, and the compliance risks presented by the operation of the U.S.
organization. Large organization boards with an international parent may wish to recommend
that the parent board receive regular reports from and have the opportunity to engage in
discussions with the chief compliance officer of the U.S. organization and counsel
knowledgeable in the laws applicable to the U.S. organization (e.g., the False Claims Act, the
Federal anti-kickback statute, and the PSL).
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V. Other Compliance Considerations

In this section, we offer some important compliance considerations related to several generally
applicable risk areas.

@Tip Forthcoming ICPGs will address industry subsector-specific risk
areas for different types of providers, suppliers, and other
participants in health care industry subsectors or ancillary
industry sectors relating to Federal health care programs. Our
existing CPGs and supplemental CPGs will remain available for use
as ongoing resources to help identify risk areas in particular
industry segments as we develop the ICPGs.

We believe that this may further assist entities in developing policies and procedures, as well as
implementing practices, to reduce or eliminate potential fraud and abuse risks in these areas.
We will carefully consider timely updates and additions to this section based on general
compliance concerns identified through OIG work, by the enforcement community, as well as
feedback received from industry stakeholders through our email inbox at
Compliance@oig.hhs.gov.

A. Quality and Patient Safety

and the compliance program often does not contain quality and patient safety components.
But quality and patient safety are integral to the work of HHS, CMS, FDA, and other agencies.
And OIG and DOJ have long emphasized the importance of quality and patient safety. OIG and
DOJ have investigated and settled cases based on the submission of false claims for care that is
materially substandard, resulting in death or severe harm to patients. OIG has entered into
ClAs focused on gquality of care and patient safety. OIG has issued reports, toolkits, and board
guidance on quality of care. Quality and patient safety are high priorities of HHS and DOJ.

Entities should incorporate quality and patient safety oversight into their compliance programs.
Integrating quality and patient safety oversight into compliance processes can alert the entity
of quality and patient safety concerns and enable the entity to mitigate risk of patient harm.
Besides patient harm, quality and patient safety concerns, such as excessive services and
medically unnecessary services, can lead to overpayments and may cause False Claims Act
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safety compliance. The board should receive regular reports on the system of internal quality
controls, quality assurance monitoring, patient safety, and patient care.

The OIG guidance Corporate Responsibility and Health
Care Quality: A Resource for Health Care Boards of
Directors contains a helpful question-and-answer section
on quality and compliance that entities and their boards
may find useful in structuring board oversight. The board
may also wish to utilize a quality dashboard to assist it in
monitoring the entity’s quality performance, including
patient safety. OIG has provided guidance on dashboards
for quality in Acute Care and Long-Term Care, which can
provide useful information to boards in various health care
sectors.

Corporate Responsibility and
Health Care Quality:
A Resource for Health Care Boards of Directors

United States Depariment of eaftn and —uman Services
Offce of Inspect

The Compliance Committee should include members s
responsible for quality assurance and patient safety. The

Compliance Committee should receive regular reports from senior leadership on quality,
patient safety, and, for provider entities and physician practices, adequacy of patient care. The
Compliance Committee should establish and implement a program for performing quality
audits and reviews. The program should:

e audit and review quality and patient safety incidents;

e conduct root-cause analyses;

e design or approve corrective action plans; and

e track the implementation and effectiveness of the plans.
Compliance Committees of entities directly furnishing patient care, particularly entities such as
hospitals, long-term care facilities, and other entities providing residential care, should also

assess staffing for nursing, therapy, and other clinical services to ensure that the entity has the
appropriate quantity, quality, and composition of care providers.

The compliance officer should be responsible for implementing a compliance program that

compliance risk area integral to the entity’s health care segment. To fulfill this responsibility,
the compliance officer should:
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e develop productive working relationships with clinical and quality leadership, sharing
information and work and advising on compliance matters;

e beinformed about any internal quality audits and incident reviews; and

e have the resources to conduct the quality compliance audits discussed above, either
individually or in collaboration with Internal Audit or outside resources.

When conducting risk assessments, Compliance Committees should ensure that medical
necessity, patient safety, and other quality compliance issues are included in the risk universe.
Medicare requires, as a condition of payment, that items and services be medically reasonable
and necessary. Therefore, entities should ensure that any claims reviews and audits include a
review of the medical necessity of the item or service by an appropriately credentialed clinician.
Entities that do not include clinical review of medical necessity in their claims audits may fail to
identify important compliance concerns relating to medical necessity.

B. New Entrants in the Health Care Industry

The health care sector is seeing an increasing number of new entrants, including technology
companies (both established and start-up companies), new investors, and organizations
providing non-traditional services in health care settings (such as social services, food delivery,
and care coordination services). New entrants are often unfamiliar with the unique regulations
and business constraints that apply in the health care industry, as well as the range of Federal
and State government agencies that regulate health care and enforce fraud and abuse laws.
Simply put, business practices that are common in other sectors create compliance risk in
health care, including potential criminal, civil, and administrative liability. New entrants should
take steps to ensure that they and any business partners possess a solid understanding of the
Federal fraud and abuse laws, in addition to other applicable laws, and that they possess an
understanding of the critical role an effective compliance program plays in preventing,
detecting, and addressing potential violations. This GCPG is a practical tool that can assist new
entrants in establishing and operating effective compliance programs for healthcare lines of
business.

In addition, health care organizations are themselves entering new arenas. For example,
providers are offering managed care plans and developing health care technology. While these
organizations may be familiar with compliance risks applicable to their current business, they
should also evaluate and familiarize themselves with new risk areas associated with new and
different lines of health care business. Growing entities can consult OIG’s existing compliance
program guidance, advisory opinions, reports, and other compliance materials and forthcoming
ICPGs to learn and keep updated about new risk areas.
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C. Financial Incentives: Ownership and Payment —
Follow the Money

One of the best ways to identify fraud and abuse risks is to follow the

money. In an increasingly complex health care ecosystem, understanding

how funds flow through business arrangements and the varying incentives !
created by different types of funding structures is key to unearthing potential

compliance issues, implementing effective monitoring, and identifying preventive
strategies.

1. Ownership, including Private Equity and Others

The growing prominence of private equity and other forms of private investment in health care
raises concerns about the impact of ownership incentives (e.g., return on investment) on the
delivery of high quality, efficient health care. Health care entities, including their investors and
governing bodies, should carefully scrutinize their operations and incentive structures to ensure
compliance with the Federal fraud and abuse laws and that they are delivering high quality, safe
care for patients. An understanding of the laws applicable to the health care industry and the
role of an effective compliance program is particularly important for investors that provide
management services or a significant amount of operational oversight for and control in a
health care entity.

2. Payment Incentives

Compliance officers should be attuned to the varying risks associated with the payment
methodologies through which health care entities are reimbursed for the items and services
they provide. For example, when an insurer, including Federal health care programs, pays on a
volume-sensitive or fee-for-service basis, there may be increased risks of overutilization,
inappropriate patient steering, and use of more expensive items or services than needed.
When an insurer pays on a capitated basis, heightened risks include stinting on care and
discriminating against more costly patients. Payments that take into account quality of care or
other performance measures may give rise to risk of gaming of data to qualify for performance-
based payment. When payment incentives and associated risks are fully understood,
compliance officers, including those at entities with private investment, are better positioned
to design informed audit plans, conduct effective monitoring, detect problems early, and
implement effective preventive strategies.
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D. Financial Arrangements Tracking

Entities involved in Federal health care program business may manage
a significant volume of financial arrangements and transactional
agreements, including those between referral sources and referral
recipients, which can implicate the Federal anti-kickback statute and
the PSL, among other Federal fraud and abuse laws. While legal
counsel may be involved in the initial structuring and drafting of these
agreements, ongoing monitoring of compliance with the terms and
conditions set forth in the agreements remains equally important from a fraud and abuse
perspective. Entities should consider what type of centralized arrangements tracking system to
establish, depending on the size of their organization, to ensure that proper supporting
documentation is maintained, regular legal reviews are conducted, and fair market value
assessments are performed and updated routinely as appropriate. As applicable, tracking
systems should also account for service and activity logs and use of lease space and equipment
to ensure consistency with contract terms. The business need or rationale for arrangements
should also be documented. An effective and robust arrangements tracking system—that is
audited regularly—is a compliance measure that can be taken to prevent violations and
mitigate potential liability under the Federal fraud and abuse laws.
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VI. OIG Resources and Processes

OIG has a Compliance Section on its website that includes numerous compliance and legal
resources, such as our CPGs, Advisory Opinions, Special Fraud Alerts, Bulletins, and Other
Guidance, Safe Harbor Regulations, Compliance Toolkits, Compliance Resources for Health Care
Boards, Provider Compliance Training, A Roadmap for New Physicians, RAT-STATS - Statistical
Software, Corporate Integrity Agreements (CIAs), and Self-Disclosure Information. We most
recently added a more robust section on Frequently Asked Questions, with a new process for
the health care community to submit questions, as discussed further below. In addition, under
the Newsroom tab, we have short, educational videos covering a variety of substantive topics,
Testimonies before Congress, as well as News Releases & Articles.

(2 (O oicattins

HHS Office of
Inspector General

To stay up to date, we encourage you to
subscribe to OIG’s What’s New Newsletter
to receive email notifications when OIG
has posted new information to our
website, including reports, enforcement
actions, and more. OIG also encourages
you to subscribe to email notifications
when the List of Excluded Individuals/Entities is updated. Lastly, OIG has various social media
accounts that users can opt to follow to view OIG posts.

A. Compliance Toolkits; Compliance Resources for Health Care
Boards; Provider Compliance Training; A Roadmap for New
Physicians; and RAT-STATS Statistical Software

OIG has created several toolkits to provide the health care community with a structured
approach to assess program integrity risks in telehealth, measure compliance program
effectiveness, monitor adverse events, advise health care boards, and identify patients at risk of
opioid misuse. The toolkit on measuring compliance program effectiveness is particularly
important for all entities engaged in Federal health care program business to review. This guide
lists measurement options applicable to a wide range of organizations with diverse size,
operational complexity, industry segment focus, resources, and compliance programs. As
discussed earlier in this document, we also created a webpage with compliance resources
targeted specifically for health care boards that includes a document titled, Practical Guidance
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for Health Care Governing Boards on Compliance Oversight
that covers topics on board roles and relationships, reporting
to the board, identifying and auditing potential risk areas, and
encouraging accountability and compliance. The Roadmap for
New Physicians consists of educational materials and case
examples to assist in teaching physicians about the Federal
laws designed to protect the Federal health care programs and
program beneficiaries from fraud, waste, and abuse. OIG

Practical Guidance for
th Care Governing Boards
on Compliance Oversight

offers additional training tools related to the Roadmap,
including a brochure, companion PowerPoint presentation with
speaker notes, as well as an audio narration.

OIG also makes available RAT-STATS statistical software that

providers can download to assist in claims review. The package is the primary statistical tool for
OIG’s Office of Audit Services. Among other tasks, the software assists the user in selecting
random samples and estimating improper payments. We have attempted to make RAT-STATS
as user-friendly as possible, keeping in mind the program uses technical statistical terms.®!

B. OIG Reports and Publications

OIG reports and publications are useful tools that can help identify risks to include in risk
assessments, establish compliance priorities, and conduct targeted audits. Some of these
materials include the OIG Work Plan; OIG Top Management Challenges; OIG Semiannual
Reports to Congress; Health Care Fraud and Abuse Control Program Reports; Office of Audit
Services Reports; and Office of Evaluation and Inspection Reports. These publications and
reports can be consulted for both general risk trends as well as industry subsector-specific risks.
In particular, the OIG Work Plan sets forth various projects, including OIG audits and
evaluations, that are underway or planned to be addressed during the current fiscal year and
beyond by OIG’s Office of Audit Services and Office of Evaluation and Inspections. OIG assesses
relative risks in HHS programs and operations to identify those areas most in need of attention
and, accordingly, to set priorities for the sequence and proportion of resources to be allocated
to conduct the reviews. The Work Plan is a web-based publication that describes the reviews
OIG is planning and has underway, is updated monthly, and is searchable by topic.

@Ti The monthly update includes the addition of newly initiated Work
p Plan items, which can be found on the Recently Added Items page.
Completed Work Plan items remain in the active Work Plan for

61 0IG does not provide technical support for RAT-STATS.
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one month, after which they are moved into the Archive. Recently
completed reports can be found on OIG's What's New page.

C. Advisory Opinions; Special Fraud Alerts, Bulletins, and
Other Guidance; and Safe Harbor Regulations

1. Advisory Opinions

A A
OIG advisory opinions are the product of a statutorily
mandated process that allows OIG to issue legal opinions
to one or more requesting parties about the application of ——
OIG’s fraud and abuse authorities to the party’s or parties’ S—
D T
existing or proposed arrangement. A party that receives a —

favorable advisory opinion is prospectively protected from

OIG administrative sanctions, so long as the arrangement at issue is conducted in accordance
with the facts submitted to OIG through the advisory opinion process. While the goal of the
advisory opinion process is to offer meaningful advice to the requestors of advisory opinions,
the applicable statute and regulations make clear that advisory opinions are binding and may
legally be relied upon only by the requestors of the applicable advisory opinion and the
advisory opinion is only binding on the Secretary with respect to the requesting party.

We publish the redacted form of each issued advisory opinion on the OIG website for
informational purposes, but again, no third parties are bound by or may legally rely upon these
advisory opinions. OIG recognizes that stakeholders often look to published advisory opinions
to understand OIG’s views of particular arrangements and that advisory opinions may inform a
party’s review of a potential business arrangement, including identifying risks and potential
application of safe harbors. It is important to be mindful that OIG relies on the certified facts
and information submitted in connection with the applicable request and the advisory opinion
that OIG ultimately renders is specific to the detailed facts certified by the applicable requestor.
For more information about the advisory opinion process, including information regarding how
to submit an advisory opinion request, please see OIG’s overview of the advisory opinion

process.
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2. Special Fraud Alerts, Bulletins, and Other Guidance; and Safe
Harbor Regulations

OIG Special Fraud Alerts address specific trends of health care fraud of an industry-wide
character. In developing Special Fraud Alerts, OIG relies on various sources, such as
investigative trends identified from Ol, DOJ, and state enforcement agencies as well as reports
from OAS and OEl and industry feedback. We most recently issued special fraud alerts on
telemedicine and speaker programs sponsored by pharmaceutical and medical device
companies. OIG also issues Special Advisory Bulletins on various topics, such as Gifts and Other
Inducements to Beneficiaries, Effect of Exclusion from Participation in Federal Health Care
Programs, and Contractual Joint Ventures. Importantly, Other Guidance includes policy
statements that help inform the public about changes to our procedural rules, enforcement
priorities, and specific updates, such as what amounts are considered to be nominal value for
the purposes of the Beneficiary Inducements CMP. Lastly, preamble text accompanying our
safe harbor regulations can offer helpful insight into the development of the safe harbors and
OIG’s views on certain fraud and abuse risks and potential safeguards to protect against such
risks, including responses received to comments submitted by health care stakeholders.

D. Frequently Asked Questions

OIG offers an FAQ process to provide informal

feedback to the health care community on To submit a question for OIG’s
various topics. Beginning March 2023, OIG consideration as an FAQ, email

. . . i i i . . .
expanded the topics it considers for new FAQs OlGComplianceSuggestions@oig.hhs.gov

submitted by the health care community. In
particular, the agency reviews and considers: (1) general questions regarding the Federal anti-
kickback statute and the Beneficiary Inducements CMP and OIG’s administrative enforcement
authorities in connection with these statutes; (2) inquiries regarding the general application of
the Federal anti-kickback statute and Beneficiary Inducements CMP to a type of arrangement
that may implicate these statutes; (3) questions regarding compliance considerations; and (4)
inquiries regarding OIG’s Health Care Fraud Self-Disclosure Protocol. OIG also reviews and
considers general questions related to topics covered by FAQs existing as of March 2023,
namely: (1) advisory opinions, (2) exclusions, and (3) its whistleblower protection coordinator
function.
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The current list of topics addressed in FAQs include:

e General Questions Regarding Certain Fraud and Abuse Authorities;

e Application of Certain Fraud and Abuse Authorities to Certain Types of Arrangements;

e Compliance Considerations;

e Corporate Integrity Agreements;

e Exclusions;

e Contractor Self-Disclosures;

e Whistleblower Protection; and

e Advisory Opinions.

E. Corporate Integrity Agreements

OIG’s Corporate Integrity Agsreements and Integrity Agreements (CIA)®2

can serve as a resource when a health care entity reviews its compliance —
program’s structure and operations. A CIA is a document that outlines A
the obligations to which an entity agrees as part of a civil or =
administrative settlement. An entity agrees to the CIA obligations in —

exchange for OIG’s agreement that it will not seek to exclude the entity
from participation in Medicare, Medicaid, or other Federal health care
programs.

ClAs have common requirements that track the seven elements and require reviews to be
conducted by independent review organizations (IROs). The subject matter of the IRO reviews
required by a CIA can vary based on the underlying conduct that led to the settlement. For
example, a case involving a Federal anti-kickback statute or PSL violation may lead to a CIA with
a review of arrangements with referral sources while a case involving fraudulent billing would
have a claims review. ClAs for pharmaceutical and device manufacturers typically have unique
requirements to monitor their sales force activities, such as: a speaker monitoring program;
direct field observations of sales personnel; and monitoring and review of other records
relating to sales personnel’s interactions with health care practitioners and health care
institutions. Cases involving quality-of-care issues may result in a CIA with an independent
monitor with clinical expertise appointed to examine the entity’s delivery of care and evaluate

62 An Integrity Agreement is a document that outlines the obligations to which an individual practitioner, small
group practice, or small provider agrees as part of a civil or administrative settlement. |As can serve as a valuable
compliance resource for these entities, particularly when a small provider does not know where to begin with
putting compliance measures scaled to their size in place.
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the provider’s ability to prevent, detect, and respond to patient care problems. Other quality-
of-care ClAs require the provider to retain a peer-review consultant to evaluate the provider’s
peer-review and medical-credentialing systems. We highlight these examples to illustrate how
an entity that is not under a CIA could look to requirements for an entity in the same industry
subsector that is under a CIA to glean ideas ranging from compliance program structure to
external and internal audit plan designs.

F. Enforcement Action Summaries

When designing risk assessments and making determinations about

compliance priorities, it can also help to consult information about

enforcement actions posted on our website. When a matter is settled or

otherwise resolved, OIG posts summaries and links to press releases,

including those from our government partners, such as DOJ and State

Attorney General Offices, with more information. Actions are

categorized as follows on our website: Criminal and Civil, State

Enforcement Agencies, CIA Reportable Events, CIA Stipulated Penalties

and Material Breaches, Civil Monetary Penalties and Affirmative Exclusions, Self-Disclosure
Settlements, and Grant Fraud Self-Disclosures. This information can also be useful to present to

boards, organizational leaders, and employees and contractors when examples of problematic
conduct can help illustrate the need for a particular compliance policy or action. They are also
helpful to include as case examples in training materials.

G. OIG Self-Disclosure Information

OIG has several self-disclosure processes that can be used to report potential fraud in HHS
programs.

Self-Disclosure

Online Submissions

Health care providers, suppliers, or other individuals or entities subject to CMPs can use the
Health Care Fraud Self-Disclosure Protocol to voluntarily disclose self-discovered evidence of
potential fraud. Self-disclosure gives providers the opportunity to avoid the costs and
disruptions associated with a Government-directed investigation and civil or administrative
litigation.
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@Ti More detailed information about the OIG Health Care Fraud Self-
p Disclosure Protocol is available here.

OIG’s contractor self-disclosure program enables HHS contractors to self-disclose potential
violations of the False Claims Act and various Federal criminal laws involving fraud, conflict of
interest, bribery, or gratuity. Contractors are individuals, businesses, or other legal entities that
are awarded Government contracts, or subcontracts, to provide services to HHS. The
Contractor Self-Disclosure Program is available for those entities with a Federal Acquisition
Regulation-based contract.

HHS grant recipients or subrecipients must disclose evidence of potential violations of Federal
criminal law involving fraud, bribery, or gratuity violations, potentially affecting the Federal
award. The governing regulation, 45 CFR § 75.113, mandates disclosures of criminal offenses
that non-Federal entities must make with respect to HHS grants. Recipients of HHS awards may
voluntarily disclose conduct creating CMP liability or any other conduct—such as conduct that
might violate civil or administrative laws—that does not clearly fall within the scope of offenses
described at 45 CFR § 75.113 through the HHS OIG Grant Self-Disclosure Program.

H. OIG Hotline

The OIG Hotline accepts tips and complaints from all sources about potential fraud, waste,
abuse, and mismanagement in HHS programs.

Submit a Complaint

Every report we receive is important; however, not every submission results in an investigation.
Due to the high volume of complaints OIG receives, it is not possible to contact every
complainant. OIG recommends reviewing Before You Submit a Complaint to understand the
type of complaints we do and do not investigate and the complaint process.
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VIIl. Conclusion

This GCPG is intended to serve as a general compliance resource for the broad landscape of
entities playing a role in health care delivery today. OIG recognizes that the health care
industry in this country, which reaches

millions of individuals and expends % 1 k . f
trillions of dollars annually, is constantly € alSo see 1DPUt rom

evolving. With this GCPG, we take the iﬂdllStI'y stakeholders WhO
opportunity to both affirm and can Smeit feedback about
emphasize our longstanding and general Compliance

continuing commitment to support . . .
voluntary compliance efforts and to con81derat10ns and I'lSk areas

update and consolidate compliance tools to Compliance@oig.hhs.gov.
and resources consistent with

contemporary industry practices and

current law. Because compliance is a dynamic process, OIG plans to update this GCPG as new
developments occur and new resources become available. We also seek input from industry
stakeholders who can submit feedback about general compliance considerations and risk areas
to Compliance@oig.hhs.gov.

An effective compliance program is critical to meeting internal operational goals; decreasing
errors; improving the quality of patient care and patient safety; and preventing, detecting, and
addressing fraud, waste, and abuse. Consistent with OIG’s mission, it is our goal that this GCPG
and forthcoming ICPGs will be valuable tools in achieving these compliance successes.
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Definitions

Compliance Committee Charter
A statement of purpose, scope, roles and responsibilities, membership, meeting frequency,
and other functions of the compliance committee.

Relevant Individuals
For the purposes of this GCPG, a “relevant individual” means a person whose responsibilities
or activities are within the scope of the code, policy, or procedure. Relevant individuals
could include employees, contractors, patients, customers, agency staff, medical staff,
subcontractors, agents, or people in other roles, or a subset of the above. Each entity needs
to determine for itself who their relevant individuals are.

Senior Leadership, Senior Leaders
For the purposes of the GCPG, “senior leadership” and “senior leaders” mean the group of
leaders who report directly to the executive leading the entity, usually the CEOQ. Some
entities refer to this group by other names, such as executive leadership.

Quality
For the purposes of this GCPG, “quality” means both quality in manufacturing and supplying
drugs, devices, and other items, and quality of care in the provision of items and services.
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RFK Jr. Says HHS to Remove Conflicts of Interests on
Committees

By Nyah Phengsitthy and Rachel Cohrs Zhang (Bloomberg News) 2025-02-18T14:42:11000-05:00

» Kennedy’s comments could clash with promise to key senator
» Remarks come amid layoffs across federal health agencies

Robert F. Kennedy Jr. in his first remarks to agency staff as health secretary said he’ll work to remove
“conflicts of interest” on HHS advisory committees in order to reestablish the public’s trust.

Kennedy, in comments Tuesday at his welcome ceremony at the Department of Health and Human
Services, discussed his efforts to foster “radical transparency” and balance views with other
stakeholders, according to two people who attended the ceremony online.

President Donald Trump selected Kennedy, widely known for his criticisms of vaccines, to lead the
agency that’s responsible for preparing for or taking action on public health and medical emergencies.
Kennedy was confirmed on Feb. 13 by the Senate 52-48 after two tense confirmation hearings
discussing his views on science, abortion policy, and transgender health.

By “conflicts of interest,” Kennedy appears to be resurfacing his past complaints that some scientists
and public health experts who work on panels that advise the agency about drug and vaccines have
also accepted consulting fees and research funding from pharmaceutical companies. Under the
current system, these people are required to follow ethics guidelines, but Kennedy has said these
guidelines are not stringent enough.

If Kennedy were to change ethics guidelines or add additional members to advisory committees, it
raises the possibility that he could dilute the influence of the scientific experts who currently advise
the agencies.

His remarks Tuesday on eliminating “conflicts of interest” on committees and research partners could
step on a promise he made that helped push him across the finish line for his confirmation.

The possibility that Kennedy would change the membership of advisory committees caused concern
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RFK Jr. Says HHS to Remove Conflicts of Interests on Committees

during his Senate confirmation process. In exchange for his support, Sen. Bill Cassidy (R-La.) said he
extracted a promise from Kennedy to maintain the Centers for Disease Control and Prevention’s
advisory committee on vaccines.

“If confirmed, he will maintain the Centers for Disease Control and Prevention’s Advisory Committee
on Immunization Practices without changes,” Cassidy said on the Senate floor.

The vaccine advisory committee in particular issues recommendations that are tied to state vaccine
requirements and insurance coverage for vaccines. There are also a multitude of advisory
committees at HHS that advise officials on issues including drug approvals and public health.

‘Radical Transparency’

Kennedy also said on Tuesday that the health department will work together “to launch a new era of
radical transparency” and “culture of competency.”

He said that individuals who share those ideas “can flourish and thrive,” but those who are unwilling
to embrace them “can retire.”

Thousand of federal employees across health agencies were fired from their jobs last week in
response to Trump’s order seeking to shrink the federal workforce.

The layoffs, which targeted employees under a probationary period, began at the National Institutes
of Health and the Centers for Disease Control and Prevention. Other employees across HHS,
including at the Food and Drug Administration and the Centers for Medicare & Medicare, received
termination notices over the weekend.

To contact the reporters on this story: Nyah Phengsitthy in Washington at
nphengsitthy@bloombergindustry.com
Rachel Cohrs Zhang in Washington at rzhang698@bloomberg.net

To contact the editor responsible for this story: Zachary Sherwood at
zsherwood@bloombergindustry.com
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Abandoning FCPA Would Endanger Ethical Shield for US Companies

Bloomberg Law News 2025-02-28T11:19:56168862816-05:00

Abandoning FCPA Would Endanger Ethical Shield for US
Companies

By Martin Weinstein2025-02-18T04:30:05000-05:00

» Cadwalader attorney says Trump order could harm companies
» Companies will be less protected from unscrupulous practices

With an executive order halting enforcement of the Foreign Corrupt Practices Act, the Trump
administration suspended a law that long regulated corporate corruption and imposed significant
penalties on bribery.

The modern FCPA leveled the playing field by instituting an effective tariff on foreign corporations
engaged in corruption. With its global reach, the FCPA helped facilitate billions of dollars in
settlements for the Treasury while bringing to heel foreign corporations that engage in
bribery—enforcement that significantly benefits US corporations.

Beyond its financial advantages, the FCPA has served as a shield for corporations and their
employees that want to conduct business ethically. Before the FCPA’s enactment, corporations may
have been strong-armed into corruption to stay competitive. That landscape changed significantly
over the last couple of decades.

In 1992, as a young federal prosecutor in Atlanta, | handled my first FCPA case involving an
informant from the Lockheed Corp. reporting alleged corruption related to the Egyptian parliament. At
the time, the FCPA was rarely enforced, with modest sanctions that pale in comparison to today’s
standards. Even the federal agent by my side and | were only vaguely familiar with the statute.
Lockheed eventually pleaded guilty to one count of conspiring to violate the FCPA, agreeing to the
biggest FCPA fine of that time: $21.8 million in criminal fines and $3 million in civil penalties.

The FCPA was truly isolated regarding anti-corruption laws in those days, with no equivalent statute
in any other country. US companies were placed at a competitive disadvantage because they faced
legal and financial consequences for engaging in bribery, while their foreign competitors could
continue to pay their way into securing contracts.
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The 1995 Lockheed settlement heightened international awareness of the FCPA’s power and global
reach, likely contributing to the adoption of the Anti-Bribery Convention by the Organization for
Economic Cooperation and Development two years later. With this, the FCPA was no longer an
isolated initiative in corporate accountability—it had prompted other countries to establish their own
anti-corruption frameworks and look to the US to pave the way for a coordinated global fight against
corporate corruption.

The early 2000s ushered in a new era of global anti-corruption enforcement, with the UK, France, and
Germany, among others, establishing their own anti-bribery laws. But they looked to the US to
spearhead enforcement on a transnational scale.

In the 2008 case, Siemens, the German conglomerate and a competitor of US companies, agreed to
pay a record-breaking $800 million to US authorities for conduct that took place mainly in Germany
and other foreign nations.

The Department of Justice and Securities and Exchange Commission worked with the Munich public
prosecutor’s office. The collaboration demonstrated that using the FCPA in conjunction with the
cooperation of foreign nations—motivated by a combination of legal obligations, diplomatic pressure,
and domestic anti-corruption efforts—could help hold foreign companies accountable and deliver
significant financial penalties to the Treasury.

The FCPA compelled German authorities to investigate and prosecute one of their own corporations,
but it also proved that no major foreign corporation was beyond reach regardless of its home
country’s enforcement posture.

In the last 20 years, the FCPA has evolved from an obscure US statute focused on US corporations
to a dominant force in global corporate accountability, holding foreign corporations to the same
standard as their US competitors. Through amendment and aggressive enforcement, the FCPA has
become an inescapable statute for any corporation seeking to operate in the global economy. The
jurisdiction of DOJ prosecutors, by virtue of corporations availing themselves of US capital markets,
can reach nearly any major corporation regardless of its home country.

The world’s largest foreign companies—most of them competitors of US corporations— adjusted to
the FCPA'’s standards. Those that didn’t found themselves on the hook for massive penalties.

Nine out of the 10 largest FCPA sanctions in history have involved foreign corporations—including
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Airbus SE ($3.9 billion), Odebrecht SA ($3.5 billion), Petrobras ($1.8 billion), Siemens ($1.6 billion),
Ericsson ($1 billion), Telia Company ($965 million), Mobile Telesystems ($850 million), VimpelCom
Ltd. ($795 million), and Alstom ($772 million)—with billions of those dollars being paid directly to the
Treasury. The lucrative settlements from foreign corporations that engaged in corruption make the
statute more than just an anti-corruption tool and government revenue generator. It's essentially a tax
or tariff on foreign corporations that seek to do business corruptly to the disadvantage of their US
competitors.

The FCPA has provided a bulwark against the pressure of corruption and incentivized corporations to
refuse bribery without fear of losing contracts to less scrupulous competitors. The leveling of the
playing field allows US corporations to win based on merit. Without such safeguards as the FCPA,
US businesses will be left to compete in a global marketplace where bribery, not merit, could dictate
success. How can they say no when our president signals yes?

It's entirely appropriate for President Donald Trump to reflect on the utility and impact of the FCPA on
US corporations. However, by halting FCPA enforcement, employees of US corporations will be less
protected from unscrupulous foreign government officials pressuring them to make payments, and US
taxpayers deprived of potentially billions of dollars in fines.

As an effective instrument of US power and global influence, the FCPA has ensured that foreign
corporations may not avail themselves of US capital markets without fear of prosecution for corrupt
practices that harm US competitors. Abandoning the FCPA would harm rather than help US
companies, leaving them in a Wild West of competition-by-bribery.

This article does not necessatrily reflect the opinion of Bloomberg Industry Group, Inc., the publisher
of Bloomberg Law and Bloomberg Tax, or its owners.

Author Information

Martin Weinstein is partner in Cadwalader’s global litigation group where he leads global compliance,
investigations, and enforcement. He was previously a Department of Justice trial attorney and an
Assistant US Attorney for the Northern District of Georgia.
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To contact the editors responsible for this story: Melanie Cohen at mcohen@bloombergindustry.com;
Jessie Kokrda Kamens at jkamens@bloomberglaw.com
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UnitedHealthcare Al Lawsuit Can Proceed, Federal Judge
Rules

By Tony Pugh 2025-02-13T18:01:43000-05:00

« Two counts go forward; four dismissed with prejudice
+ Patients’ estates claim insurer wrongly used Al to deny claims

A federal judge in Minnesota handed UnitedHealthcare a split decision in its defense against a lawsuit
that claimed the insurance giant used an artificial intelligence algorithm to wrongfully deny medical
coverage to elderly people under its Medicare managed care policies.

In an opinion and order filed Thursday in the US District Court for the District of Minnesota, Judge
John R. Tunheim dismissed with prejudice four counts against UnitedHealthcare alleging unjust
enrichment, insurance bad faith, negligence, and unfair and deceptive insurance practices.

“Because the unjust enrichment, bad faith insurance, and state statutory claims regulate the same
subject matter as the Medicare Act, those claims are preempted,” Tunheim’s order said.

But two counts alleging breach of contract and breach of the implied covenant of good faith and fair
dealing were allowed to proceed “because the Court will only need to evaluate compliance with the
insurance agreements,” Tunheim said. “Accordingly, the Court will grant in part and deny in part”
UnitedHealthCare’s motion to dismiss.

The original lawsuit filed in November 2023 alleges UnitedHealthcare made health-care
determinations via its “nH Predict” algorithm, overrode physician recommendations, and denied
elderly patients’ claims for stays in extended care facilities under its Medicare Advantage policies.
Doing so “resulted in a significant increase in the number of post-acute care coverage denials,” the
lawsuit said.

The lawsuit followed a class action brought earlier in 2023 against health insurer Cigna. That suit,
filed in the US District Court for the Eastern District of California, accuses Cigna of illegally using
advanced technology to automatically deny patient claims without opening their files. A similar suit
was also filed in 2023 against Humana Inc. in the US District Court for the Western District of
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UnitedHealthcare Al Lawsuit Can Proceed, Federal Judge Rules
Kentucky.

The plaintiffs in the UnitedHealthcare lawsuit are estates for deceased people who were covered by
Medicare Advantage plans provided by UnitedHealthcare but denied coverage for at least some of
their time in extended care.

The family of one of those patients, Gene B. Lokken, had continued paying for Lokken’s care at a
skilled nursing facility after UnitedHealthcare allegedly stopped covering it. That amounted to $12,000
to $14,000 for about a year.

Tunheim’s order said that because all the plaintiffs’ claims “originate after a denial of benefits, the
Medicare Act requires Plaintiffs to exhaust all administrative remedies before the Court can exercise
subject matter jurisdiction. No plaintiff has met this requirement. But because the Court finds that
Plaintiffs suffered irreparable injury and that exhaustion would be futile,” Tunheim waived that
requirement.

The case is Estate of Gene B. Lokken v. UnitedHealth Group, Inc. , D. Minn., No. 23-cv-03514,
opinion and order 2/13/25 .

To contact the reporter on this story: Tony Pugh in Washington at tpugh@bloombergindustry.com

To contact the editors responsible for this story: Brent Bierman at bbierman@bloomberglaw.com; Karl
Hardy at khardy@bloombergindustry.com
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2/28/25, 11:20 AM Executive Order on the Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence | The White House
The Wayback Machine - https://web.archive.org/web/20250109062312/https://www.whiteh...

OCTOBER 30, 2023

Executive Order on the Safe, Secure, and
Trustworthy Development and Use of Artificial
Intelligence

By the authority vested in me as President by the Constitution and the

laws of the United States of America, it is hereby ordered as follows:

Section 1. Purpose. Artificial intelligence (AI) holds extraordinary
potential for both promise and peril. Responsible AI use has the potential to
help solve urgent challenges while making our world more prosperous,
productive, innovative, and secure. At the same time, irresponsible use could
exacerbate societal harms such as fraud, discrimination, bias, and
disinformation; displace and disempower workers; stifle competition; and
pose risks to national security. Harnessing Al for good and realizing its
myriad benefits requires mitigating its substantial risks. This endeavor
demands a society-wide effort that includes government, the private sector,

academia, and civil society.

My Administration places the highest urgency on governing the
development and use of AI safely and responsibly, and is therefore advancing
a coordinated, Federal Government-wide approach to doing so. The rapid
speed at which AI capabilities are advancing compels the United States to

lead in this moment for the sake of our security, economy, and society.

In the end, AT reflects the principles of the people who build it, the people
who use it, and the data upon which it is built. I firmly believe that the
power of our ideals; the foundations of our society; and the creativity,
diversity, and decency of our people are the reasons that America thrived in
past eras of rapid change. They are the reasons we will succeed again in this
moment. We are more than capable of harnessing AT for justice, security, and

opportunity for all.

https://web.archive.org/web/20250109062312/https:/www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-... 1/63



2/28/25, 11:20 AM

Executive Order on the Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence | The White House
Sec. 2. Policy and Principles. It is the policy of my Administration to

advance and govern the development and use of Al in accordance with eight

guiding principles and priorities. When undertaking the actions set forth in

this order, executive departments and agencies (agencies) shall, as

appropriate and consistent with applicable law, adhere to these principles,

while, as feasible, taking into account the views of other agencies, industry,

members of academia, civil society, labor unions, international allies and

partners, and other relevant organizations:

(a) Artificial Intelligence must be safe and secure. Meeting this goal
requires robust, reliable, repeatable, and standardized evaluations of AI
systems, as well as policies, institutions, and, as appropriate, other
mechanisms to test, understand, and mitigate risks from these systems
before they are put to use. It also requires addressing AI systems’ most
pressing security risks — including with respect to biotechnology,
cybersecurity, critical infrastructure, and other national security dangers —
while navigating AT’s opacity and complexity. Testing and evaluations,
including post-deployment performance monitoring, will help ensure that AT
systems function as intended, are resilient against misuse or dangerous
modifications, are ethically developed and operated in a secure manner, and
are compliant with applicable Federal laws and policies. Finally, my
Administration will help develop effective labeling and content provenance
mechanisms, so that Americans are able to determine when content is
generated using AT and when it is not. These actions will provide a vital
foundation for an approach that addresses AT’s risks without unduly
reducing its benefits.

(b) Promoting responsible innovation, competition, and collaboration will
allow the United States to lead in AT and unlock the technology’s potential to
solve some of society’s most difficult challenges. This effort requires
investments in AI-related education, training, development, research, and
capacity, while simultaneously tackling novel intellectual property (IP)
questions and other problems to protect inventors and creators. Across the
Federal Government, my Administration will support programs to provide
Americans the skills they need for the age of AT and attract the world’s AT
talent to our shores — not just to study, but to stay — so that the companies
and technologies of the future are made in America. The Federal

Government will promote a fair, open, and competitive ecosystem and
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marketplace for AT and related technologies so that small developers and
entrepreneurs can continue to drive innovation. Doing so requires stopping
unlawful collusion and addressing risks from dominant firms’ use of key
assets such as semiconductors, computing power, cloud storage, and data to
disadvantage competitors, and it requires supporting a marketplace that
harnesses the benefits of AI to provide new opportunities for small

businesses, workers, and entrepreneurs.

(¢c) The responsible development and use of AI require a commitment to
supporting American workers. As Al creates new jobs and industries, all
workers need a seat at the table, including through collective bargaining, to
ensure that they benefit from these opportunities. My Administration will
seek to adapt job training and education to support a diverse workforce and
help provide access to opportunities that AI creates. In the workplace itself,
AT should not be deployed in ways that undermine rights, worsen job quality,
encourage undue worker surveillance, lessen market competition, introduce
new health and safety risks, or cause harmful labor-force disruptions. The
critical next steps in AT development should be built on the views of workers,
labor unions, educators, and employers to support responsible uses of AI that
improve workers’ lives, positively augment human work, and help all people

safely enjoy the gains and opportunities from technological innovation.

(d) Artificial Intelligence policies must be consistent with my
Administration’s dedication to advancing equity and civil rights. My
Administration cannot — and will not — tolerate the use of AT to
disadvantage those who are already too often denied equal opportunity and
justice. From hiring to housing to healthcare, we have seen what happens
when AT use deepens discrimination and bias, rather than improving quality
of life. Artificial Intelligence systems deployed irresponsibly have
reproduced and intensified existing inequities, caused new types of harmful
discrimination, and exacerbated online and physical harms. My
Administration will build on the important steps that have already been
taken — such as issuing the Blueprint for an AI Bill of Rights, the AI Risk
Management Framework, and Executive Order 14091 of February 16, 2023
(Further Advancing Racial Equity and Support for Underserved
Communities Through the Federal Government) — in seeking to ensure that
AT complies with all Federal laws and to promote robust technical

evaluations, careful oversight, engagement with affected communities, and
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rigorous regulation. It is necessary to hold those developing and deploying

AT accountable to standards that protect against unlawful discrimination and

abuse, including in the justice system and the Federal Government. Only

then can Americans trust Al to advance civil rights, civil liberties, equity, and

justice for all.

(e) The interests of Americans who increasingly use, interact with, or
purchase AT and AI-enabled products in their daily lives must be protected.
Use of new technologies, such as AI, does not excuse organizations from
their legal obligations, and hard-won consumer protections are more
important than ever in moments of technological change. The Federal
Government will enforce existing consumer protection laws and principles
and enact appropriate safeguards against fraud, unintended bias,
discrimination, infringements on privacy, and other harms from AI. Such
protections are especially important in critical fields like healthcare,
financial services, education, housing, law, and transportation, where
mistakes by or misuse of AI could harm patients, cost consumers or small
businesses, or jeopardize safety or rights. At the same time, my
Administration will promote responsible uses of AI that protect consumers,
raise the quality of goods and services, lower their prices, or expand selection
and availability.

(f) Americans’ privacy and civil liberties must be protected as Al
continues advancing. Artificial Intelligence is making it easier to extract, re-
identify, link, infer, and act on sensitive information about people’s identities,
locations, habits, and desires. Artificial Intelligence’s capabilities in these
areas can increase the risk that personal data could be exploited and
exposed. To combat this risk, the Federal Government will ensure that the
collection, use, and retention of data is lawful, is secure, and mitigates
privacy and confidentiality risks. Agencies shall use available policy and
technical tools, including privacy-enhancing technologies (PETs) where
appropriate, to protect privacy and to combat the broader legal and societal
risks — including the chilling of First Amendment rights — that result from

the improper collection and use of people’s data.

(g) Itisimportant to manage the risks from the Federal Government’s
own use of AT and increase its internal capacity to regulate, govern, and
support responsible use of Al to deliver better results for Americans. These

efforts start with people, our Nation’s greatest asset. My Administration will
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take steps to attract, retain, and develop public service-oriented Al
professionals, including from underserved communities, across disciplines —
including technology, policy, managerial, procurement, regulatory, ethical,
governance, and legal fields — and ease AI professionals’ path into the
Federal Government to help harness and govern AI. The Federal
Government will work to ensure that all members of its workforce receive
adequate training to understand the benefits, risks, and limitations of AI for
their job functions, and to modernize Federal Government information
technology infrastructure, remove bureaucratic obstacles, and ensure that

safe and rights-respecting Al is adopted, deployed, and used.

(h) The Federal Government should lead the way to global societal,
economic, and technological progress, as the United States has in previous
eras of disruptive innovation and change. This leadership is not measured
solely by the technological advancements our country makes. Effective
leadership also means pioneering those systems and safeguards needed to
deploy technology responsibly — and building and promoting those
safeguards with the rest of the world. My Administration will engage with
international allies and partners in developing a framework to manage AT’s
risks, unlock AT’s potential for good, and promote common approaches to
shared challenges. The Federal Government will seek to promote
responsible AI safety and security principles and actions with other nations,
including our competitors, while leading key global conversations and
collaborations to ensure that AI benefits the whole world, rather than

exacerbating inequities, threatening human rights, and causing other harms.
Sec. 3. Definitions. For purposes of this order:

(a) The term “agency” means each agency described in 44 U.S.C. 3502(1),
except for the independent regulatory agencies described in 44 U.S.C.
3502(5).

(b) The term “artificial intelligence” or “AI” has the meaning set forth in
15 U.S.C. 9401(3): a machine-based system that can, for a given set of human-
defined objectives, make predictions, recommendations, or decisions
influencing real or virtual environments. Artificial intelligence systems use
machine- and human-based inputs to perceive real and virtual environments;

abstract such perceptions into models through analysis in an automated
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manner; and use model inference to formulate options for information or

action.

(¢) The term “AI model” means a component of an information system
that implements AT technology and uses computational, statistical, or

machine-learning techniques to produce outputs from a given set of inputs.

(d) The term “Al red-teaming” means a structured testing effort to find
flaws and vulnerabilities in an AT system, often in a controlled environment
and in collaboration with developers of AI. Artificial Intelligence red-
teaming is most often performed by dedicated “red teams” that adopt
adversarial methods to identify flaws and vulnerabilities, such as harmful or
discriminatory outputs from an AI system, unforeseen or undesirable system
behaviors, limitations, or potential risks associated with the misuse of the

system.

(e) The term “Al system” means any data system, software, hardware,

application, tool, or utility that operates in whole or in part using Al.

(f) The term “commercially available information” means any
information or data about an individual or group of individuals, including an
individual’s or group of individuals’ device or location, that is made available
or obtainable and sold, leased, or licensed to the general public or to

governmental or non-governmental entities.

(g) The term “crime forecasting” means the use of analytical techniques
to attempt to predict future crimes or crime-related information. It can
include machine-generated predictions that use algorithms to analyze large
volumes of data, as well as other forecasts that are generated without

machines and based on statistics, such as historical crime statistics.

(h) The term “critical and emerging technologies” means those
technologies listed in the February 2022 Critical and Emerging Technologies
List Update issued by the National Science and Technology Council (NSTC),
as amended by subsequent updates to the list issued by the NSTC.

(i) The term “critical infrastructure” has the meaning set forth in section
1016(e) of the USA PATRIOT Act of 2001, 42 U.S.C. 5195c(e).
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(j) The term “differential-privacy guarantee” means protections that
allow information about a group to be shared while provably limiting the
improper access, use, or disclosure of personal information about particular

entities.

(k) The term “dual-use foundation model” means an AI model that is
trained on broad data; generally uses self-supervision; contains at least tens
of billions of parameters; is applicable across a wide range of contexts; and
that exhibits, or could be easily modified to exhibit, high levels of
performance at tasks that pose a serious risk to security, national economic
security, national public health or safety, or any combination of those

matters, such as by:

(i) substantially lowering the barrier of entry for non-experts to
design, synthesize, acquire, or use chemical, biological, radiological, or

nuclear (CBRN) weapons;

(i1)) enabling powerful offensive cyber operations through automated
vulnerability discovery and exploitation against a wide range of potential

targets of cyber attacks; or

(iii) permitting the evasion of human control or oversight through

means of deception or obfuscation.

Models meet this definition even if they are provided to end users with
technical safeguards that attempt to prevent users from taking advantage of

the relevant unsafe capabilities.

(1) The term “Federal law enforcement agency” has the meaning set forth
in section 21(a) of Executive Order 14074 of May 25, 2022 (Advancing
Effective, Accountable Policing and Criminal Justice Practices To Enhance
Public Trust and Public Safety).

(m) The term “floating-point operation” means any mathematical
operation or assignment involving floating-point numbers, which are a
subset of the real numbers typically represented on computers by an integer

of fixed precision scaled by an integer exponent of a fixed base.

(n) The term “foreign person” has the meaning set forth in section 5(c) of
Executive Order 13984 of January 19, 2021 (Taking Additional Steps To
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Address the National Emergency With Respect to Significant Malicious
Cyber-Enabled Activities).

(0) The terms “foreign reseller” and “foreign reseller of United States
Infrastructure as a Service Products” mean a foreign person who has
established an Infrastructure as a Service Account to provide Infrastructure

as a Service Products subsequently, in whole or in part, to a third party.

(p) The term “generative AI” means the class of AT models that emulate
the structure and characteristics of input data in order to generate derived
synthetic content. This can include images, videos, audio, text, and other

digital content.

(@) The terms “Infrastructure as a Service Product,” “United States
Infrastructure as a Service Product,” “United States Infrastructure as a
Service Provider,” and “Infrastructure as a Service Account” each have the
respective meanings given to those terms in section 5 of Executive Order
13984.

(r) The term “integer operation” means any mathematical operation or
assignment involving only integers, or whole numbers expressed without a

decimal point.

(s) The term “Intelligence Community” has the meaning given to that
term in section 3.5(h) of Executive Order 12333 of December 4, 1981 (United

States Intelligence Activities), as amended.

(t) The term “machine learning” means a set of techniques that can be

used to train AI algorithms to improve performance at a task based on data.

(u) The term “model weight” means a numerical parameter within an AT

model that helps determine the model’s outputs in response to inputs.

(v) The term “national security system” has the meaning set forth in 44
U.S.C. 3552(b)(6).

(w) The term “omics” means biomolecules, including nucleic acids,

proteins, and metabolites, that make up a cell or cellular system.
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(x) The term “Open RAN” means the Open Radio Access Network
approach to telecommunications-network standardization adopted by the O-
RAN Alliance, Third Generation Partnership Project, or any similar set of
published open standards for multi-vendor network equipment

interoperability.

(y) The term “personally identifiable information” has the meaning set
forth in Office of Management and Budget (OMB) Circular No. A-130.

(z) The term “privacy-enhancing technology” means any software or
hardware solution, technical process, technique, or other technological
means of mitigating privacy risks arising from data processing, including by
enhancing predictability, manageability, disassociability, storage, security,
and confidentiality. These technological means may include secure
multiparty computation, homomorphic encryption, zero-knowledge proofs,
federated learning, secure enclaves, differential privacy, and synthetic-data-
generation tools. This is also sometimes referred to as “privacy-preserving

technology.”

(aa) The term “privacy impact assessment” has the meaning set forth in
OMB Circular No. A-130.

(bb) The term “Sector Risk Management Agency” has the meaning set
forth in 6 U.S.C. 650(23).

(cc) The term “self-healing network” means a telecommunications
network that automatically diagnoses and addresses network issues to

permit self-restoration.

(dd) The term “synthetic biology” means a field of science that involves
redesigning organisms, or the biomolecules of organisms, at the genetic level
to give them new characteristics. Synthetic nucleic acids are a type of
biomolecule redesigned through synthetic-biology methods.

(ee) The term “synthetic content” means information, such as images,
videos, audio clips, and text, that has been significantly modified or

generated by algorithms, including by AT

(ff) The term “testbed” means a facility or mechanism equipped for

conducting rigorous, transparent, and replicable testing of tools and
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technologies, including AT and PETs, to help evaluate the functionality,

usability, and performance of those tools or technologies.

(gg) The term “watermarking” means the act of embedding information,
which is typically difficult to remove, into outputs created by AT — including
into outputs such as photos, videos, audio clips, or text — for the purposes of
verifying the authenticity of the output or the identity or characteristics of
its provenance, modifications, or conveyance.

Sec. 4. Ensuring the Safety and Security of AT Technology.

4.1. Developing Guidelines, Standards, and Best Practices for AI Safety and
Security. (a) Within 270 days of the date of this order, to help ensure the
development of safe, secure, and trustworthy AI systems, the Secretary of
Commerce, acting through the Director of the National Institute of Standards
and Technology (NIST), in coordination with the Secretary of Energy, the
Secretary of Homeland Security, and the heads of other relevant agencies as

the Secretary of Commerce may deem appropriate, shall:

(i) Establish guidelines and best practices, with the aim of promoting
consensus industry standards, for developing and deploying safe, secure, and

trustworthy AT systems, including:

(A) developing a companion resource to the AT Risk Management
Framework, NIST AI 100-1, for generative Al;

(B) developing a companion resource to the Secure Software
Development Framework to incorporate secure development practices for

generative Al and for dual-use foundation models; and

(C) launching an initiative to create guidance and benchmarks for
evaluating and auditing AI capabilities, with a focus on capabilities through
which AT could cause harm, such as in the areas of cybersecurity and
biosecurity.

(i) Establish appropriate guidelines (except for AT used as a
component of a national security system), including appropriate procedures
and processes, to enable developers of AI, especially of dual-use foundation
models, to conduct AI red-teaming tests to enable deployment of safe, secure,

and trustworthy systems. These efforts shall include:
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(A) coordinating or developing guidelines related to assessing and
managing the safety, security, and trustworthiness of dual-use foundation
models; and

(B) in coordination with the Secretary of Energy and the Director of
the National Science Foundation (NSF), developing and helping to ensure the
availability of testing environments, such as testbeds, to support the
development of safe, secure, and trustworthy AI technologies, as well as to
support the design, development, and deployment of associated PETs,
consistent with section 9(b) of this order.

(b) Within 270 days of the date of this order, to understand and mitigate
AT security risks, the Secretary of Energy, in coordination with the heads of
other Sector Risk Management Agencies (SRMAs) as the Secretary of Energy
may deem appropriate, shall develop and, to the extent permitted by law and
available appropriations, implement a plan for developing the Department of
Energy’s AI model evaluation tools and AI testbeds. The Secretary shall
undertake this work using existing solutions where possible, and shall
develop these tools and AT testbeds to be capable of assessing near-term
extrapolations of Al systems’ capabilities. At a minimum, the Secretary shall
develop tools to evaluate Al capabilities to generate outputs that may
represent nuclear, nonproliferation, biological, chemical, critical
infrastructure, and energy-security threats or hazards. The Secretary shall
do this work solely for the purposes of guarding against these threats, and
shall also develop model guardrails that reduce such risks. The Secretary
shall, as appropriate, consult with private AI laboratories, academia, civil

society, and third-party evaluators, and shall use existing solutions.

4.2. Ensuring Safe and Reliable AI. (a) Within 90 days of the date of this
order, to ensure and verify the continuous availability of safe, reliable, and
effective AI in accordance with the Defense Production Act, as amended, 50
U.S.C. 4501 et seq., including for the national defense and the protection of

critical infrastructure, the Secretary of Commerce shall require:

(i) Companies developing or demonstrating an intent to develop
potential dual-use foundation models to provide the Federal Government, on
an ongoing basis, with information, reports, or records regarding the

following:
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(A) any ongoing or planned activities related to training, developing,
or producing dual-use foundation models, including the physical and
cybersecurity protections taken to assure the integrity of that training

process against sophisticated threats;

(B) the ownership and possession of the model weights of any dual-
use foundation models, and the physical and cybersecurity measures taken to

protect those model weights; and

(C) the results of any developed dual-use foundation model’s
performance in relevant Al red-team testing based on guidance developed by
NIST pursuant to subsection 4.1(a)(ii) of this section, and a description of any
associated measures the company has taken to meet safety objectives, such as
mitigations to improve performance on these red-team tests and strengthen
overall model security. Prior to the development of guidance on red-team
testing standards by NIST pursuant to subsection 4.1(a)(ii) of this section,
this description shall include the results of any red-team testing that the
company has conducted relating to lowering the barrier to entry for the
development, acquisition, and use of biological weapons by non-state actors;
the discovery of software vulnerabilities and development of associated
exploits; the use of software or tools to influence real or virtual events; the
possibility for self-replication or propagation; and associated measures to

meet safety objectives; and

(i) Companies, individuals, or other organizations or entities that
acquire, develop, or possess a potential large-scale computing cluster to
report any such acquisition, development, or possession, including the
existence and location of these clusters and the amount of total computing

power available in each cluster.

(b) The Secretary of Commerce, in consultation with the Secretary of
State, the Secretary of Defense, the Secretary of Energy, and the Director of
National Intelligence, shall define, and thereafter update as needed on a
regular basis, the set of technical conditions for models and computing
clusters that would be subject to the reporting requirements of subsection
4.2(a) of this section. Until such technical conditions are defined, the
Secretary shall require compliance with these reporting requirements for:
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(i) any model that was trained using a quantity of computing power
greater than 1029 integer or floating-point operations, or using primarily
biological sequence data and using a quantity of computing power greater

than 1023 integer or floating-point operations; and

(i) any computing cluster that has a set of machines physically co-
located in a single datacenter, transitively connected by data center
networking of over 100 Gbit/s, and having a theoretical maximum computing
capacity of 1020 integer or floating-point operations per second for training
Al

(c) Because I find that additional steps must be taken to deal with the
national emergency related to significant malicious cyber-enabled activities
declared in Executive Order 13694 of April 1, 2015 (Blocking the Property of
Certain Persons Engaging in Significant Malicious Cyber-Enabled Activities),
as amended by Executive Order 13757 of December 28, 2016 (Taking
Additional Steps to Address the National Emergency With Respect to
Significant Malicious Cyber-Enabled Activities), and further amended by
Executive Order 13984, to address the use of United States Infrastructure as a
Service (IaaS) Products by foreign malicious cyber actors, including to
impose additional record-keeping obligations with respect to foreign
transactions and to assist in the investigation of transactions involving
foreign malicious cyber actors, I hereby direct the Secretary of Commerce,
within 90 days of the date of this order, to:

(i) Propose regulations that require United States IaaS Providers to
submit a report to the Secretary of Commerce when a foreign person
transacts with that United States IaaS Provider to train a large AT model with
potential capabilities that could be used in malicious cyber-enabled activity
(a “training run”). Such reports shall include, at a minimum, the identity of
the foreign person and the existence of any training run of an AT model
meeting the criteria set forth in this section, or other criteria defined by the
Secretary in regulations, as well as any additional information identified by
the Secretary.

(i) Include a requirement in the regulations proposed pursuant to
subsection 4.2(c)(i) of this section that United States IaaS Providers prohibit
any foreign reseller of their United States IaaS Product from providing those

products unless such foreign reseller submits to the United States IaaS
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Provider a report, which the United States TaaS Provider must provide to the
Secretary of Commerce, detailing each instance in which a foreign person
transacts with the foreign reseller to use the United States IaaS Product to
conduct a training run described in subsection 4.2(c)(i) of this section. Such
reports shall include, at a minimum, the information specified in subsection
4.2(c)(i) of this section as well as any additional information identified by the
Secretary.

(iii) Determine the set of technical conditions for a large AT model to
have potential capabilities that could be used in malicious cyber-enabled
activity, and revise that determination as necessary and appropriate. Until
the Secretary makes such a determination, a model shall be considered to
have potential capabilities that could be used in malicious cyber-enabled
activity if it requires a quantity of computing power greater than 1026 integer
or floating-point operations and is trained on a computing cluster that has a
set of machines physically co-located in a single datacenter, transitively
connected by data center networking of over 100 Gbit/s, and having a

020

theoretical maximum compute capacity of 10°” integer or floating-point

operations per second for training Al.

(d) Within 180 days of the date of this order, pursuant to the finding set
forth in subsection 4.2(c) of this section, the Secretary of Commerce shall
propose regulations that require United States IaaS Providers to ensure that
foreign resellers of United States IaaS Products verify the identity of any
foreign person that obtains an IaaS account (account) from the foreign

reseller. These regulations shall, at a minimum:

(i) Set forth the minimum standards that a United States IaaS Provider
must require of foreign resellers of its United States IaaS Products to verify
the identity of a foreign person who opens an account or maintains an

existing account with a foreign reseller, including:

(A) the types of documentation and procedures that foreign resellers
of United States IaaS Products must require to verify the identity of any

foreign person acting as a lessee or sub-lessee of these products or services;

(B) records that foreign resellers of United States IaaS Products must
securely maintain regarding a foreign person that obtains an account,

including information establishing:
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(D) the identity of such foreign person, including name and

address;

(2) the means and source of payment (including any associated
financial institution and other identifiers such as credit card number, account
number, customer identifier, transaction identifiers, or virtual currency

wallet or wallet address identifier);

(3) the electronic mail address and telephonic contact information

used to verify a foreign person’s identity; and

(4) the Internet Protocol addresses used for access or
administration and the date and time of each such access or administrative
action related to ongoing verification of such foreign person’s ownership of

such an account; and

(C) methods that foreign resellers of United States IaaS Products
must implement to limit all third-party access to the information described
in this subsection, except insofar as such access is otherwise consistent with

this order and allowed under applicable law;

(ii) Take into consideration the types of accounts maintained by
foreign resellers of United States IaaS Products, methods of opening an
account, and types of identifying information available to accomplish the
objectives of identifying foreign malicious cyber actors using any such
products and avoiding the imposition of an undue burden on such resellers;

and

(iii) Provide that the Secretary of Commerce, in accordance with such
standards and procedures as the Secretary may delineate and in consultation
with the Secretary of Defense, the Attorney General, the Secretary of
Homeland Security, and the Director of National Intelligence, may exempt a
United States IaaS Provider with respect to any specific foreign reseller of
their United States IaaS Products, or with respect to any specific type of
account or lessee, from the requirements of any regulation issued pursuant to
this subsection. Such standards and procedures may include a finding by the
Secretary that such foreign reseller, account, or lessee complies with security

best practices to otherwise deter abuse of United States IaaS Products.
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(e) The Secretary of Commerce is hereby authorized to take such actions,
including the promulgation of rules and regulations, and to employ all
powers granted to the President by the International Emergency Economic
Powers Act, 50 U.S.C. 1701 et seq., as may be necessary to carry out the
purposes of subsections 4.2(c) and (d) of this section. Such actions may
include a requirement that United States IaaS Providers require foreign
resellers of United States IaaS Products to provide United States IaaS

Providers verifications relative to those subsections.

4.3. Managing Al in Critical Infrastructure and in Cybersecurity. (a) To
ensure the protection of critical

infrastructure, the following actions shall be taken:

(i) Within 90 days of the date of this order, and at least annually
thereafter, the head of each agency with relevant regulatory authority over
critical infrastructure and the heads of relevant SRMAs, in coordination with
the Director of the Cybersecurity and Infrastructure Security Agency within
the Department of Homeland Security for consideration of cross-sector risks,
shall evaluate and provide to the Secretary of Homeland Security an
assessment of potential risks related to the use of Al in critical infrastructure
sectors involved, including ways in which deploying AI may make critical
infrastructure systems more vulnerable to critical failures, physical attacks,
and cyber attacks, and shall consider ways to mitigate these vulnerabilities.
Independent regulatory agencies are encouraged, as they deem appropriate,

to contribute to sector-specific risk assessments.

(i1)) Within 150 days of the date of this order, the Secretary of the
Treasury shall issue a public report on best practices for financial institutions

to manage Al-specific cybersecurity risks.

(iii) Within 180 days of the date of this order, the Secretary of
Homeland Security, in coordination with the Secretary of Commerce and
with SRMAs and other regulators as determined by the Secretary of
Homeland Security, shall incorporate as appropriate the AI Risk
Management Framework, NIST AI 100-1, as well as other appropriate
security guidance, into relevant safety and security guidelines for use by

critical infrastructure owners and operators.
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(iv) Within 240 days of the completion of the guidelines described in
subsection 4.3(a)(iii) of this section, the Assistant to the President for
National Security Affairs and the Director of OMB, in consultation with the
Secretary of Homeland Security, shall coordinate work by the heads of
agencies with authority over critical infrastructure to develop and take steps
for the Federal Government to mandate such guidelines, or appropriate
portions thereof, through regulatory or other appropriate action.
Independent regulatory agencies are encouraged, as they deem appropriate,
to consider whether to mandate guidance through regulatory action in their

areas of authority and responsibility.

(v) The Secretary of Homeland Security shall establish an Artificial
Intelligence Safety and Security Board as an advisory committee pursuant to
section 871 of the Homeland Security Act of 2002 (Public Law 107-296). The
Advisory Committee shall include AT experts from the private sector,
academia, and government, as appropriate, and provide to the Secretary of
Homeland Security and the Federal Government’s critical infrastructure
community advice, information, or recommendations for improving security,
resilience, and incident response related to AT usage in critical

infrastructure.

(b) To capitalize on AI’s potential to improve United States cyber

defenses:

(i) The Secretary of Defense shall carry out the actions described in
subsections 4.3(b)(ii) and (iii) of this section for national security systems,
and the Secretary of Homeland Security shall carry out these actions for non-
national security systems. Each shall do so in consultation with the heads of
other relevant agencies as the Secretary of Defense and the Secretary of

Homeland Security may deem appropriate.

(i) As set forth in subsection 4.3(b)(i) of this section, within 180 days
of the date of this order, the Secretary of Defense and the Secretary of
Homeland Security shall, consistent with applicable law, each develop plans
for, conduct, and complete an operational pilot project to identify, develop,
test, evaluate, and deploy AI capabilities, such as large-language models, to
aid in the discovery and remediation of vulnerabilities in critical United

States Government software, systems, and networks.
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(iii) As set forth in subsection 4.3(b)(i) of this section, within 270 days
of the date of this order, the Secretary of Defense and the Secretary of
Homeland Security shall each provide a report to the Assistant to the
President for National Security Affairs on the results of actions taken
pursuant to the plans and operational pilot projects required by subsection
4.3(b)(ii) of this section, including a description of any vulnerabilities found
and fixed through the development and deployment of AI capabilities and
any lessons learned on how to identify, develop, test, evaluate, and deploy Al

capabilities effectively for cyber defense.

4.4. Reducing Risks at the Intersection of AT and CBRN Threats. (a) To
better understand and mitigate the risk of AT being misused to assist in the
development or use of CBRN threats — with a particular focus on biological

weapons — the following actions shall be taken:

(i) Within 180 days of the date of this order, the Secretary of Homeland
Security, in consultation with the Secretary of Energy and the Director of the
Office of Science and Technology Policy (OSTP), shall evaluate the potential
for AT to be misused to enable the development or production of CBRN
threats, while also considering the benefits and application of AI to counter
these threats, including, as appropriate, the results of work conducted under

section 8(b) of this order. The Secretary of Homeland Security shall:

(A) consult with experts in AI and CBRN issues from the Department
of Energy, private Al laboratories, academia, and third-party model
evaluators, as appropriate, to evaluate AT model capabilities to present CBRN
threats — for the sole purpose of guarding against those threats — as well as
options for minimizing the risks of AT model misuse to generate or

exacerbate those threats; and

(B) submit a report to the President that describes the progress of
these efforts, including an assessment of the types of AI models that may
present CBRN risks to the United States, and that makes recommendations
for regulating or overseeing the training, deployment, publication, or use of
these models, including requirements for safety evaluations and guardrails

for mitigating potential threats to national security.

(i1) Within 120 days of the date of this order, the Secretary of Defense,

in consultation with the Assistant to the President for National Security
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Affairs and the Director of OSTP, shall enter into a contract with the National
Academies of Sciences, Engineering, and Medicine to conduct — and submit
to the Secretary of Defense, the Assistant to the President for National
Security Affairs, the Director of the Office of Pandemic Preparedness and
Response Policy, the Director of OSTP, and the Chair of the Chief Data
Officer Council — a study that:

(A) assesses the ways in which AT can increase biosecurity risks,
including risks from generative AT models trained on biological data, and

makes recommendations on how to mitigate these risks;

(B) considers the national security implications of the use of data and
datasets, especially those associated with pathogens and omics studies, that
the United States Government hosts, generates, funds the creation of, or
otherwise owns, for the training of generative AI models, and makes
recommendations on how to mitigate the risks related to the use of these

data and datasets;

(C) assesses the ways in which AI applied to biology can be used to
reduce biosecurity risks, including recommendations on opportunities to

coordinate data and high-performance computing resources; and

(D) considers additional concerns and opportunities at the
intersection of AT and synthetic biology that the Secretary of Defense deems
appropriate.

(b) To reduce the risk of misuse of synthetic nucleic acids, which could be
substantially increased by ATI’s capabilities in this area, and improve
biosecurity measures for the nucleic acid synthesis industry, the following
actions shall be taken:

(i) Within 180 days of the date of this order, the Director of OSTP, in
consultation with the Secretary of State, the Secretary of Defense, the
Attorney General, the Secretary of Commerce, the Secretary of Health and
Human Services (HHS), the Secretary of Energy, the Secretary of Homeland
Security, the Director of National Intelligence, and the heads of other
relevant agencies as the Director of OSTP may deem appropriate, shall
establish a framework, incorporating, as appropriate, existing United States

Government guidance, to encourage providers of synthetic nucleic acid

19/63



2/28/25, 11:20 AM

https://web.archive.org/web/20250109062312/https:/www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe. ..

Executive Order on the Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence | The White House

sequences to implement comprehensive, scalable, and verifiable synthetic

nucleic acid procurement screening mechanisms, including standards and
recommended incentives. As part of this framework, the Director of OSTP
shall:

(A) establish criteria and mechanisms for ongoing identification of
biological sequences that could be used in a manner that would pose a risk to

the national security of the United States; and

(B) determine standardized methodologies and tools for conducting
and verifying the performance of sequence synthesis procurement screening,
including customer screening approaches to support due diligence with
respect to managing security risks posed by purchasers of biological
sequences identified in subsection 4.4(b)(i)(A) of this section, and processes

for the reporting of concerning activity to enforcement entities.

(i1) Within 180 days of the date of this order, the Secretary of
Commerce, acting through the Director of NIST, in coordination with the
Director of OSTP, and in consultation with the Secretary of State, the
Secretary of HHS, and the heads of other relevant agencies as the Secretary
of Commerce may deem appropriate, shall initiate an effort to engage with
industry and relevant stakeholders, informed by the framework developed
under subsection 4.4(b)(i) of this section, to develop and refine for possible

use by synthetic nucleic acid sequence providers:

(A) specifications for effective nucleic acid synthesis procurement

screening;

(B) best practices, including security and access controls, for
managing sequence-of-concern databases to support such screening;

(C) technical implementation guides for effective screening; and
(D) conformity-assessment best practices and mechanisms.

(iii) Within 180 days of the establishment of the framework pursuant to
subsection 4.4(b)(i) of this section, all agencies that fund life-sciences
research shall, as appropriate and consistent with applicable law, establish
that, as a requirement of funding, synthetic nucleic acid procurement is

conducted through providers or manufacturers that adhere to the
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framework, such as through an attestation from the provider or
manufacturer. The Assistant to the President for National Security Affairs
and the Director of OSTP shall coordinate the process of reviewing such
funding requirements to facilitate consistency in implementation of the

framework across funding agencies.

(iv) Inorder to facilitate effective implementation of the measures
described in subsections 4.4(b)(i)-(iii) of this section, the Secretary of
Homeland Security, in consultation with the heads of other relevant agencies
as the Secretary of Homeland Security may deem appropriate, shall:

(A) within 180 days of the establishment of the framework pursuant
to subsection 4.4(b)(i) of this section, develop a framework to conduct
structured evaluation and stress testing of nucleic acid synthesis
procurement screening, including the systems developed in accordance with
subsections 4.4(b)(i)-(ii) of this section and implemented by providers of

synthetic nucleic acid sequences; and

(B) following development of the framework pursuant to subsection
4.4(b)(iv)(A) of this section, submit an annual report to the Assistant to the
President for National Security Affairs, the Director of the Office of Pandemic
Preparedness and Response Policy, and the Director of OSTP on any results
of the activities conducted pursuant to subsection 4.4(b)(iv)(A) of this
section, including recommendations, if any, on how to strengthen nucleic
acid synthesis procurement screening, including customer screening

systems.

4.5. Reducing the Risks Posed by Synthetic Content.

To foster capabilities for identifying and labeling synthetic content produced
by AI systems, and to establish the authenticity and provenance of digital
content, both synthetic and not synthetic, produced by the Federal

Government or on its behalf:
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(a) Within 240 days of the date of this order, the Secretary of Commerce,
in consultation with the heads of other relevant agencies as the Secretary of
Commerce may deem appropriate, shall submit a report to the Director of
OMB and the Assistant to the President for National Security Affairs
identifying the existing standards, tools, methods, and practices, as well as
the potential development of further science-backed standards and

techniques, for:
(i) authenticating content and tracking its provenance;
(ii) labeling synthetic content, such as using watermarking;
(iii) detecting synthetic content;

(iv) preventing generative Al from producing child sexual abuse
material or producing non-consensual intimate imagery of real individuals
(to include intimate digital depictions of the body or body parts of an
identifiable individual);

(v) testing software used for the above purposes; and

(vi) auditing and maintaining synthetic content.

(b) Within 180 days of submitting the report required under subsection
4.5(a) of this section, and updated periodically thereafter, the Secretary of
Commerce, in coordination with the Director of OMB, shall develop
guidance regarding the existing tools and practices for digital content
authentication and synthetic content detection measures. The guidance
shall include measures for the purposes listed in subsection 4.5(a) of this

section.

(c) Within 180 days of the development of the guidance required under
subsection 4.5(b) of this section, and updated periodically thereafter, the
Director of OMB, in consultation with the Secretary of State; the Secretary of
Defense; the Attorney General; the Secretary of Commerce, acting through
the Director of NIST; the Secretary of Homeland Security; the Director of
National Intelligence; and the heads of other agencies that the Director of
OMB deems appropriate, shall — for the purpose of strengthening public
confidence in the integrity of official United States Government digital

22/63



2/28/25, 11:20 AM

Executive Order on the Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence | The White House

content — issue guidance to agencies for labeling and authenticating such

content that they produce or publish.

(d) The Federal Acquisition Regulatory Council shall, as appropriate and

consistent with applicable law, consider amending the Federal Acquisition
Regulation to take into account the guidance established under subsection

4.5 of this section.

4.6. Soliciting Input on Dual-Use Foundation Models with Widely

Available Model Weights. When the weights for a dual-use foundation model
are widely available — such as when they are publicly posted on the Internet
— there can be substantial benefits to innovation, but also substantial
security risks, such as the removal of safeguards within the model. To
address the risks and potential benefits of dual-use foundation models with
widely available weights, within 270 days of the date of this order, the
Secretary of Commerce, acting through the Assistant Secretary of Commerce
for Communications and Information, and in consultation with the Secretary
of State, shall:

(a) solicit input from the private sector, academia, civil society, and other

stakeholders through a public consultation process on potential risks,
benefits, other implications, and appropriate policy and regulatory
approaches related to dual-use foundation models for which the model

weights are widely available, including:

(i) risks associated with actors fine-tuning dual-use foundation models

for which the model weights are widely available or removing those models’

safeguards;

(ii) benefits to Al innovation and research, including research into AI

safety and risk management, of dual-use foundation models for which the

model weights are widely available; and

(iii) potential voluntary, regulatory, and international mechanisms to

manage the risks and maximize the benefits of dual-use foundation models

for which the model weights are widely available; and

(b) based on input from the process described in subsection 4.6(a) of this

section, and in consultation with the heads of other relevant agencies as the
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Secretary of Commerce deems appropriate, submit a report to the President
on the potential benefits, risks, and implications of dual-use foundation
models for which the model weights are widely available, as well as policy

and regulatory recommendations pertaining to those models.

4.7. Promoting Safe Release and Preventing the Malicious Use of Federal
Data for Al Training.To improve public data access and manage security
risks, and consistent with the objectives of the Open, Public, Electronic, and
Necessary Government Data Act (title IT of Public Law 115-435) to expand
public access to Federal data assets in a machine-readable format while also
taking into account security considerations, including the risk that
information in an individual data asset in isolation does not pose a security
risk but, when combined with other available information, may pose such a

risk:

(a) within 270 days of the date of this order, the Chief Data Officer
Council, in consultation with the Secretary of Defense, the Secretary of
Commerce, the Secretary of Energy, the Secretary of Homeland Security, and
the Director of National Intelligence, shall develop initial guidelines for
performing security reviews, including reviews to identify and manage the
potential security risks of releasing Federal data that could aid in the
development of CBRN weapons as well as the development of autonomous
offensive cyber capabilities, while also providing public access to Federal
Government data in line with the goals stated in the Open, Public, Electronic,
and Necessary Government Data Act (title IT of Public Law 115-435); and

(b) within 180 days of the development of the initial guidelines required
by subsection 4.7(a) of this section, agencies shall conduct a security review
of all data assets in the comprehensive data inventory required under 44
U.S.C. 3511(a)(1) and (2)(B) and shall take steps, as appropriate and consistent
with applicable law, to address the highest-priority potential security risks
that releasing that data could raise with respect to CBRN weapons, such as

the ways in which that data could be used to train AI systems.

4.8. Directing the Development of a National Security Memorandum. To
develop a coordinated executive branch approach to managing AI’s security
risks, the Assistant to the President for National Security Affairs and the
Assistant to the President and Deputy Chief of Staff for Policy shall oversee

an interagency process with the purpose of, within 270 days of the date of
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this order, developing and submitting a proposed National Security
Memorandum on AT to the President. The memorandum shall address the
governance of AT used as a component of a national security system or for
military and intelligence purposes. The memorandum shall take into
account current efforts to govern the development and use of AI for national
security systems. The memorandum shall outline actions for the Department
of Defense, the Department of State, other relevant agencies, and the
Intelligence Community to address the national security risks and potential

benefits posed by AI. In particular, the memorandum shall:

(a) provide guidance to the Department of Defense, other relevant
agencies, and the Intelligence Community on the continued adoption of AI
capabilities to advance the United States national security mission, including
through directing specific AT assurance and risk-management practices for
national security uses of AT that may affect the rights or safety of United

States persons and, in appropriate contexts, non-United States persons; and

(b) direct continued actions, as appropriate and consistent with
applicable law, to address the potential use of AT systems by adversaries and
other foreign actors in ways that threaten the capabilities or objectives of the
Department of Defense or the Intelligence Community, or that otherwise

pose risks to the security of the United States or its allies and partners.
Sec. 5. Promoting Innovation and Competition.

5.1. Attracting AI Talent to the United States. (a) Within 90 days of the
date of this order, to attract and retain talent in AI and other critical and
emerging technologies in the United States economy, the Secretary of State
and the Secretary of Homeland Security shall take appropriate steps to:

(i) streamline processing times of visa petitions and applications,
including by ensuring timely availability of visa appointments, for
noncitizens who seek to travel to the United States to work on, study, or

conduct research in AT or other critical and emerging technologies; and

(i1) facilitate continued availability of visa appointments in sufficient
volume for applicants with expertise in AI or other critical and emerging

technologies.
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(b) Within 120 days of the date of this order, the Secretary of State shall:

(i) consider initiating a rulemaking to establish new criteria to
designate countries and skills on the Department of State’s Exchange Visitor
Skills List as it relates to the 2-year foreign residence requirement for certain
J-1 nonimmigrants, including those skills that are critical to the United
States;

(i) consider publishing updates to the 2009 Revised Exchange Visitor
Skills List (74 FR 20108); and

(iii) consider implementing a domestic visa renewal program under 22
C.F.R. 41.111(b) to facilitate the ability of qualified applicants, including
highly skilled talent in AI and critical and emerging technologies, to continue

their work in the United States without unnecessary interruption.
(¢) Within 180 days of the date of this order, the Secretary of State shall:

(i) consider initiating a rulemaking to expand the categories of
nonimmigrants who qualify for the domestic visa renewal program covered
under 22 C.F.R. 41.111(b) to include academic J-1 research scholars and F-1

students in science, technology, engineering, and mathematics (STEM); and

(ii) establish, to the extent permitted by law and available
appropriations, a program to identify and attract top talent in AI and other
critical and emerging technologies at universities, research institutions, and
the private sector overseas, and to establish and increase connections with
that talent to educate them on opportunities and resources for research and
employment in the United States, including overseas educational
components to inform top STEM talent of nonimmigrant and immigrant visa
options and potential expedited adjudication of their visa petitions and

applications.

(d) Within 180 days of the date of this order, the Secretary of Homeland
Security shall:

(i) review and initiate any policy changes the Secretary determines
necessary and appropriate to clarify and modernize immigration pathways
for experts in AT and other critical and emerging technologies, including O-

1A and EB-1 noncitizens of extraordinary ability; EB-2 advanced-degree
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holders and noncitizens of exceptional ability; and startup founders in AT and
other critical and emerging technologies using the International
Entrepreneur Rule; and

(i) continue its rulemaking process to modernize the H-1B program
and enhance its integrity and usage, including by experts in AT and other
critical and emerging technologies, and consider initiating a rulemaking to
enhance the process for noncitizens, including experts in AI and other
critical and emerging technologies and their spouses, dependents, and
children, to adjust their status to lawful permanent resident.

(e) Within 45 days of the date of this order, for purposes of considering
updates to the “Schedule A” list of occupations, 20 C.F.R. 656.5, the Secretary
of Labor shall publish a request for information (RFI) to solicit public input,
including from industry and worker-advocate communities, identifying AI
and other STEM-related occupations, as well as additional occupations
across the economy, for which there is an insufficient number of ready,

willing, able, and qualified United States workers.

(f) The Secretary of State and the Secretary of Homeland Security shall,
consistent with applicable law and implementing regulations, use their
discretionary authorities to support and attract foreign nationals with special
skills in AT and other critical and emerging technologies seeking to work,

study, or conduct research in the United States.

(g) Within 120 days of the date of this order, the Secretary of Homeland
Security, in consultation with the Secretary of State, the Secretary of
Commerce, and the Director of OSTP, shall develop and publish
informational resources to better attract and retain experts in AI and other

critical and emerging technologies, including:

(i) aclear and comprehensive guide for experts in AT and other critical
and emerging technologies to understand their options for working in the

United States, to be published in multiple relevant languages on Al.gov; and

(ii) a public report with relevant data on applications, petitions,
approvals, and other key indicators of how experts in AI and other critical
and emerging technologies have utilized the immigration system through the
end of Fiscal Year 2023.
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5.2. Promoting Innovation. (a) To develop and strengthen public-private
partnerships for advancing innovation, commercialization, and risk-
mitigation methods for AI, and to help promote safe, responsible, fair,
privacy-protecting, and trustworthy AI systems, the Director of NSF shall
take the following steps:

(i) Within 90 days of the date of this order, in coordination with the
heads of agencies that the Director of NSF deems appropriate, launch a pilot
program implementing the National AT Research Resource (NAIRR),
consistent with past recommendations of the NAIRR Task Force. The
program shall pursue the infrastructure, governance mechanisms, and user
interfaces to pilot an initial integration of distributed computational, data,
model, and training resources to be made available to the research
community in support of Al-related research and development. The
Director of NSF shall identify Federal and private sector computational, data,
software, and training resources appropriate for inclusion in the NAIRR pilot
program. To assist with such work, within 45 days of the date of this order,
the heads of agencies whom the Director of NSF identifies for coordination
pursuant to this subsection shall each submit to the Director of NSF a report
identifying the agency resources that could be developed and integrated into
such a pilot program. These reports shall include a description of such
resources, including their current status and availability; their format,
structure, or technical specifications; associated agency expertise that will be
provided; and the benefits and risks associated with their inclusion in the
NAIRR pilot program. The heads of independent regulatory agencies are
encouraged to take similar steps, as they deem appropriate.

(i1)) Within 150 days of the date of this order, fund and launch at least
one NSF Regional Innovation Engine that prioritizes Al-related work, such

as Al-related research, societal, or workforce needs.

(iii) Within 540 days of the date of this order, establish at least four new
National AI Research Institutes, in addition to the 25 currently funded as of
the date of this order.

(b) Within 120 days of the date of this order, to support activities
involving high-performance and data-intensive computing, the Secretary of
Energy, in coordination with the Director of NSF, shall, in a manner

consistent with applicable law and available appropriations, establish a pilot

28/63



2/28/25, 11:20 AM

https://web.archive.org/web/20250109062312/https:/www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe. ..

Executive Order on the Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence | The White House

program to enhance existing successful training programs for scientists, with
the goal of training 500 new researchers by 2025 capable of meeting the
rising demand for AT talent.

(¢) To promote innovation and clarify issues related to AI and
inventorship of patentable subject matter, the Under Secretary of Commerce
for Intellectual Property and Director of the United States Patent and
Trademark Office (USPTO Director) shall:

(i) within 120 days of the date of this order, publish guidance to
USPTO patent examiners and applicants addressing inventorship and the use
of AT, including generative Al in the inventive process, including illustrative
examples in which AT systems play different roles in inventive processes and

how, in each example, inventorship issues ought to be analyzed;

(i) subsequently, within 270 days of the date of this order, issue
additional guidance to USPTO patent examiners and applicants to address
other considerations at the intersection of AI and IP, which could include, as
the USPTO Director deems necessary, updated guidance on patent eligibility

to address innovation in AT and critical and emerging technologies; and

(iii) within 270 days of the date of this order or 180 days after
the United States Copyright Office of the Library of Congress publishes its
forthcoming AT study that will address copyright issues raised by AI,
whichever comes later, consult with the Director of the United States
Copyright Office and issue recommendations to the President on potential
executive actions relating to copyright and AI. The recommendations shall
address any copyright and related issues discussed in the United States
Copyright Office’s study, including the scope of protection for works

produced using AT and the treatment of copyrighted works in AT training.

(d) Within 180 days of the date of this order, to assist developers of Al in
combatting Al-related IP risks, the Secretary of Homeland Security, acting
through the Director of the National Intellectual Property Rights
Coordination Center, and in consultation with the Attorney General, shall
develop a training, analysis, and evaluation program to mitigate Al-related IP

risks. Such a program shall:
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(i) include appropriate personnel dedicated to collecting and
analyzing reports of Al-related IP theft, investigating such incidents with
implications for national security, and, where appropriate and consistent

with applicable law, pursuing related enforcement actions;

(ii)) implement a policy of sharing information and coordinating on
such work, as appropriate and consistent with applicable law, with the
Federal Bureau of Investigation; United States Customs and Border
Protection; other agencies; State and local agencies; and appropriate

international organizations, including through work-sharing agreements;

(iii) develop guidance and other appropriate resources to assist private

sector actors with mitigating the risks of Al-related IP theft;

(iv) share information and best practices with AT developers and law
enforcement personnel to identify incidents, inform stakeholders of current
legal requirements, and evaluate AI systems for IP law violations, as well as

develop mitigation strategies and resources; and

(v) assist the Intellectual Property Enforcement Coordinator in
updating the Intellectual Property Enforcement Coordinator Joint Strategic

Plan on Intellectual Property Enforcement to address Al-related issues.

(e) To advance responsible AI innovation by a wide range of healthcare
technology developers that promotes the welfare of patients and workers in
the healthcare sector, the Secretary of HHS shall identify and, as appropriate
and consistent with applicable law and the activities directed in section 8 of
this order, prioritize grantmaking and other awards, as well as undertake

related efforts, to support responsible AT development and use, including:

(i) collaborating with appropriate private sector actors through HHS
programs that may support the advancement of AI-enabled tools that
develop personalized immune-response profiles for patients, consistent with

section 4 of this order;

(i) prioritizing the allocation of 2024 Leading Edge Acceleration
Project cooperative agreement awards to initiatives that explore ways to

improve healthcare-data quality to support the responsible development of
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AT tools for clinical care, real-world-evidence programs, population health,

public health, and related research; and

(iii) accelerating grants awarded through the National Institutes of
Health Artificial Intelligence/Machine Learning Consortium to Advance
Health Equity and Researcher Diversity (AIM-AHEAD) program and

showcasing current AIM-AHEAD activities in underserved communities.

(f) To advance the development of AI systems that improve the quality of
veterans’ healthcare, and in order to support small businesses’ innovative

capacity, the Secretary of Veterans Affairs shall:

(i) within 365 days of the date of this order, host two 3-month

nationwide AI Tech Sprint competitions; and

(ii) as part of the AT Tech Sprint competitions and in collaboration with
appropriate partners, provide participants access to technical assistance,
mentorship opportunities, individualized expert feedback on products under
development, potential contract opportunities, and other programming and

resources.

(g) Within 180 days of the date of this order, to support the goal of
strengthening our Nation’s resilience against climate change impacts and
building an equitable clean energy economy for the future, the Secretary of
Energy, in consultation with the Chair of the Federal Energy Regulatory
Commission, the Director of OSTP, the Chair of the Council on
Environmental Quality, the Assistant to the President and National Climate
Advisor, and the heads of other relevant agencies as the Secretary of Energy

may deem appropriate, shall:

(i) issue a public report describing the potential for AI to improve
planning, permitting, investment, and operations for electric grid
infrastructure and to enable the provision of clean, affordable, reliable,

resilient, and secure electric power to all Americans;

(i) develop tools that facilitate building foundation models useful for
basic and applied science, including models that streamline permitting and

environmental reviews while improving environmental and social outcomes;
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(iii) collaborate, as appropriate, with private sector organizations and
members of academia to support development of AI tools to mitigate climate
change risks;

(iv) take steps to expand partnerships with industry, academia, other
agencies, and international allies and partners to utilize the Department of
Energy’s computing capabilities and AT testbeds to build foundation models
that support new applications in science and energy, and for national
security, including partnerships that increase community preparedness for
climate-related risks, enable clean-energy deployment (including addressing

delays in permitting reviews), and enhance grid reliability and resilience; and

(v) establish an office to coordinate development of AT and other
critical and emerging technologies across Department of Energy programs

and the 17 National Laboratories.

(h) Within 180 days of the date of this order, to understand AI’s
implications for scientific research, the President’s Council of Advisors on
Science and Technology shall submit to the President and make publicly
available a report on the potential role of AI, especially given recent
developments in AI, in research aimed at tackling major societal and global
challenges. The report shall include a discussion of issues that may hinder
the effective use of Al in research and practices needed to ensure that Al is

used responsibly for research.

5.3. Promoting Competition. (a) The head of each agency developing
policies and regulations related to AI shall use their authorities, as
appropriate and consistent with applicable law, to promote competition in AI
and related technologies, as well as in other markets. Such actions include
addressing risks arising from concentrated control of key inputs, taking steps
to stop unlawful collusion and prevent dominant firms from disadvantaging
competitors, and working to provide new opportunities for small businesses
and entrepreneurs. In particular, the Federal Trade Commission is
encouraged to consider, as it deems appropriate, whether to exercise the
Commission’s existing authorities, including its rulemaking authority under
the Federal Trade Commission Act, 15 U.S.C. 41 et seq., to ensure fair
competition in the AT marketplace and to ensure that consumers and

workers are protected from harms that may be enabled by the use of Al
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(b) To promote competition and innovation in the semiconductor
industry, recognizing that semiconductors power AI technologies and that
their availability is critical to AI competition, the Secretary of Commerce
shall, in implementing division A of Public Law 117-167, known as the
Creating Helpful Incentives to Produce Semiconductors (CHIPS) Act of
2022, promote competition by:

(i) implementing a flexible membership structure for the National
Semiconductor Technology Center that attracts all parts of the
semiconductor and microelectronics ecosystem, including startups and small

firms;

(ii)) implementing mentorship programs to increase interest and
participation in the semiconductor industry, including from workers in

underserved communities;

(iii) increasing, where appropriate and to the extent permitted by law,

the availability of resources to startups and small businesses, including:

(A) funding for physical assets, such as specialty equipment or
facilities, to which startups and small businesses may not otherwise have

access;

(B) datasets — potentially including test and performance data —
collected, aggregated, or shared by CHIPS research and development

programs;
(C) workforce development programs;
(D) design and process technology, as well as IP, as appropriate; and

(E) other resources, including technical and intellectual property
assistance, that could accelerate commercialization of new technologies by

startups and small businesses, as appropriate; and

(iv) considering the inclusion, to the maximum extent possible, and as
consistent with applicable law, of competition-increasing measures in
notices of funding availability for commercial research-and-development

facilities focused on semiconductors, including measures that increase access
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to facility capacity for startups or small firms developing semiconductors

used to power Al technologies.

(c) To support small businesses innovating and commercializing AT, as
well as in responsibly adopting and deploying AI, the Administrator of the

Small Business Administration shall:

(i) prioritize the allocation of Regional Innovation Cluster program
funding for clusters that support planning activities related to the
establishment of one or more Small Business AI Innovation and
Commercialization Institutes that provide support, technical assistance, and
other resources to small businesses seeking to innovate, commercialize,

scale, or otherwise advance the development of AT;

(i) prioritize the allocation of up to $2 million in Growth Accelerator
Fund Competition bonus prize funds for accelerators that support the
incorporation or expansion of Al-related curricula, training, and technical

assistance, or other Al-related resources within their programming; and

(iii) assess the extent to which the eligibility criteria of existing
programs, including the State Trade Expansion Program, Technical and
Business Assistance funding, and capital-access programs — such as the 7(a)
loan program, 504 loan program, and Small Business Investment Company
(SBIC) program — support appropriate expenses by small businesses related
to the adoption of AT and, if feasible and appropriate, revise eligibility

criteria to improve support for these expenses.

(d) The Administrator of the Small Business Administration, in
coordination with resource partners, shall conduct outreach regarding, and
raise awareness of, opportunities for small businesses to use capital-access
programs described in subsection 5.3(c) of this section for eligible AI-related
purposes, and for eligible investment funds with AI-related expertise —
particularly those seeking to serve or with experience serving underserved

communities — to apply for an SBIC license.

Sec. 6. Supporting Workers.(a) To advance the Government’s
understanding of AT’s implications for workers, the following actions shall be
taken within 180 days of the date of this order:
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(i) The Chairman of the Council of Economic Advisers shall prepare

and submit a report to the President on the labor-market effects of Al

(i) To evaluate necessary steps for the Federal Government to address
Al-related workforce disruptions, the Secretary of Labor shall submit to the
President a report analyzing the abilities of agencies to support workers
displaced by the adoption of AI and other technological advancements. The

report shall, at a minimum:

(A) assess how current or formerly operational Federal programs
designed to assist workers facing job disruptions — including unemployment
insurance and programs authorized by the Workforce Innovation and
Opportunity Act (Public Law 113-128) — could be used to respond to possible

future Al-related disruptions; and

(B) identify options, including potential legislative measures, to
strengthen or develop additional Federal support for workers displaced by Al
and, in consultation with the Secretary of Commerce and the Secretary of
Education, strengthen and expand education and training opportunities that

provide individuals pathways to occupations related to Al

(b) To help ensure that AI deployed in the workplace advances employees’

well-being:

(i) The Secretary of Labor shall, within 180 days of the date of this
order and in consultation with other agencies and with outside entities,
including labor unions and workers, as the Secretary of Labor deems
appropriate, develop and publish principles and best practices for employers
that could be used to mitigate AI’s potential harms to employees’ well-being
and maximize its potential benefits. The principles and best practices shall
include specific steps for employers to take with regard to Al, and shall cover,

at a minimum:

(A) job-displacement risks and career opportunities related to Al,

including effects on job skills and evaluation of applicants and workers;

(B) labor standards and job quality, including issues related to the
equity, protected-activity, compensation, health, and safety implications of

Al in the workplace; and
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(C) implications for workers of employers’ Al-related collection and
use of data about them, including transparency, engagement, management,

and activity protected under worker-protection laws.

(i) After principles and best practices are developed pursuant to
subsection (b)(i) of this section, the heads of agencies shall consider, in
consultation with the Secretary of Labor, encouraging the adoption of these
guidelines in their programs to the extent appropriate for each program and

consistent with applicable law.

(iii) To support employees whose work is monitored or augmented by
Al in being compensated appropriately for all of their work time, the
Secretary of Labor shall issue guidance to make clear that employers that
deploy AI to monitor or augment employees’ work must continue to comply
with protections that ensure that workers are compensated for their hours
worked, as defined under the Fair Labor Standards Act 0of 1938, 29 U.S.C. 201

et seq., and other legal requirements.

(c) To foster a diverse Al-ready workforce, the Director of NSF shall
prioritize available resources to support Al-related education and Al-related
workforce development through existing programs. The Director shall
additionally consult with agencies, as appropriate, to identify further
opportunities for agencies to allocate resources for those purposes. The
actions by the Director shall use appropriate fellowship programs and

awards for these purposes.
Sec. 7. Advancing Equity and Civil Rights.

7.1. Strengthening AT and Civil Rights in the Criminal Justice System. (a)
To address unlawful discrimination and other harms that may be
exacerbated by AI, the Attorney General shall:

(i) consistent with Executive Order 12250 of November 2, 1980
(Leadership and Coordination of Nondiscrimination Laws), Executive Order
14091, and 28 C.F.R. 0.50-51, coordinate with and support agencies in their
implementation and enforcement of existing Federal laws to address civil

rights and civil liberties violations and discrimination related to AI;
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(i) direct the Assistant Attorney General in charge of the Civil Rights
Division to convene, within 90 days of the date of this order, a meeting of the
heads of Federal civil rights offices — for which meeting the heads of civil
rights offices within independent regulatory agencies will be encouraged to
join — to discuss comprehensive use of their respective authorities and
offices to: prevent and address discrimination in the use of automated
systems, including algorithmic discrimination; increase coordination
between the Department of Justice’s Civil Rights Division and Federal civil
rights offices concerning issues related to AI and algorithmic discrimination;
improve external stakeholder engagement to promote public awareness of
potential discriminatory uses and effects of AI; and develop, as appropriate,

additional training, technical assistance, guidance, or other resources; and

(iii) consider providing, as appropriate and consistent with applicable
law, guidance, technical assistance, and training to State, local, Tribal, and
territorial investigators and prosecutors on best practices for investigating
and prosecuting civil rights violations and discrimination related to

automated systems, including AI.

(b) To promote the equitable treatment of individuals and adhere to the
Federal Government’s fundamental obligation to ensure fair and impartial
justice for all, with respect to the use of AI in the criminal justice system, the
Attorney General shall, in consultation with the Secretary of Homeland
Security and the Director of OSTP:

(i) within 365 days of the date of this order, submit to the President a
report that addresses the use of AI in the criminal justice system, including
any use in:

(A) sentencing;
(B) parole, supervised release, and probation;
(C) bail, pretrial release, and pretrial detention;

(D) risk assessments, including pretrial, earned time, and early

release or transfer to home-confinement determinations;

(E) police surveillance;
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(F) crime forecasting and predictive policing, including the ingestion

of historical crime data into AI systems to predict high-density “hot spots”;
(G) prison-management tools; and
(H) forensic analysis;
(i1) within the report set forth in subsection 7.1(b)(i) of this section:

(A) identify areas where AI can enhance law enforcement efficiency
and accuracy, consistent with protections for privacy, civil rights, and civil

liberties; and

(B) recommend best practices for law enforcement agencies,
including safeguards and appropriate use limits for AI, to address the
concerns set forth in section 13(e)(i) of Executive Order 14074 as well as the
best practices and the guidelines set forth in section 13(e)(iii) of Executive
Order 14074; and

(iii) supplement the report set forth in subsection 7.1(b)(i) of this
section as appropriate with recommendations to the President, including

with respect to requests for necessary legislation.

(¢) To advance the presence of relevant technical experts and expertise
(such as machine-learning engineers, software and infrastructure
engineering, data privacy experts, data scientists, and user experience

researchers) among law enforcement professionals:

(i) The interagency working group created pursuant to section 3 of
Executive Order 14074 shall, within 180 days of the date of this order, identify
and share best practices for recruiting and hiring law enforcement
professionals who have the technical skills mentioned in subsection 7.1(c) of
this section, and for training law enforcement professionals about

responsible application of AL

(i1) Within 270 days of the date of this order, the Attorney General
shall, in consultation with the Secretary of Homeland Security, consider
those best practices and the guidance developed under section 3(d) of
Executive Order 14074 and, if necessary, develop additional general

recommendations for State, local, Tribal, and territorial law enforcement

38/63



2/28/25, 11:20 AM

https://web.archive.org/web/20250109062312/https:/www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe. ..

Executive Order on the Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence | The White House

agencies and criminal justice agencies seeking to recruit, hire, train, promote,
and retain highly qualified and service-oriented officers and staff with
relevant technical knowledge. In considering this guidance, the Attorney
General shall consult with State, local, Tribal, and territorial law

enforcement agencies, as appropriate.

(iii) Within 365 days of the date of this order, the Attorney General shall
review the work conducted pursuant to section 2(b) of Executive Order
14074 and, if appropriate, reassess the existing capacity to investigate law
enforcement deprivation of rights under color of law resulting from the use
of AI, including through improving and increasing training of Federal law
enforcement officers, their supervisors, and Federal prosecutors on how to
investigate and prosecute cases related to AT involving the deprivation of

rights under color of law pursuant to 18 U.S.C. 242.

7.2. Protecting Civil Rights Related to Government Benefits and Programs.
(a) To advance equity and civil rights, consistent with the directives of
Executive Order 14091, and in addition to complying with the guidance on
Federal Government use of Al issued pursuant to section 10.1(b) of this order,
agencies shall use their respective civil rights and civil liberties offices and
authorities — as appropriate and consistent with applicable law — to prevent
and address unlawful discrimination and other harms that result from uses
of AT in Federal Government programs and benefits administration. This
directive does not apply to agencies’ civil or criminal enforcement
authorities. Agencies shall consider opportunities to ensure that their
respective civil rights and civil liberties offices are appropriately consulted
on agency decisions regarding the design, development, acquisition, and use
of AT in Federal Government programs and benefits administration. To
further these objectives, agencies shall also consider opportunities to
increase coordination, communication, and engagement about Al as
appropriate with community-based organizations; civil-rights and civil-
liberties organizations; academic institutions; industry; State, local, Tribal,

and territorial governments; and other stakeholders.
(b) To promote equitable administration of public benefits:

(i) The Secretary of HHS shall, within 180 days of the date of this order
and in consultation with relevant agencies, publish a plan, informed by the

guidance issued pursuant to section 10.1(b) of this order, addressing the use
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of automated or algorithmic systems in the implementation by States and
localities of public benefits and services administered by the Secretary, such
as to promote: assessment of access to benefits by qualified recipients; notice
to recipients about the presence of such systems; regular evaluation to detect
unjust denials; processes to retain appropriate levels of discretion of expert
agency staff; processes to appeal denials to human reviewers; and analysis of
whether algorithmic systems in use by benefit programs achieve equitable

and just outcomes.

(i) The Secretary of Agriculture shall, within 180 days of the date of
this order and as informed by the guidance issued pursuant to section 10.1(b)
of this order, issue guidance to State, local, Tribal, and territorial public-
benefits administrators on the use of automated or algorithmic systems in
implementing benefits or in providing customer support for benefit
programs administered by the Secretary, to ensure that programs using those
systems:

(A) maximize program access for eligible recipients;

(B) employ automated or algorithmic systems in a manner consistent
with any requirements for using merit systems personnel in public-benefits

programs;

(C) identify instances in which reliance on automated or algorithmic
systems would require notification by the State, local, Tribal, or territorial
government to the Secretary;

(D) identify instances when applicants and participants can appeal
benefit determinations to a human reviewer for reconsideration and can

receive other customer support from a human being;

(E) enable auditing and, if necessary, remediation of the logic used to
arrive at an individual decision or determination to facilitate the evaluation

of appeals; and

(F) enable the analysis of whether algorithmic systems in use by

benefit programs achieve equitable outcomes.

7.3. Strengthening AT and Civil Rights in the Broader Economy. (a)
Within 365 days of the date of this order, to prevent unlawful discrimination
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from AT used for hiring, the Secretary of Labor shall publish guidance for
Federal contractors regarding nondiscrimination in hiring involving AT and

other technology-based hiring systems.

(b) To address discrimination and biases against protected groups in
housing markets and consumer financial markets, the Director of the Federal
Housing Finance Agency and the Director of the Consumer Financial
Protection Bureau are encouraged to consider using their authorities, as they
deem appropriate, to require their respective regulated entities, where
possible, to use appropriate methodologies including AI tools to ensure

compliance with Federal law and:

(i) evaluate their underwriting models for bias or disparities affecting

protected groups; and

(i) evaluate automated collateral-valuation and appraisal processes in

ways that minimize bias.

(¢) Within 180 days of the date of this order, to combat unlawful
discrimination enabled by automated or algorithmic tools used to make
decisions about access to housing and in other real estate-related
transactions, the Secretary of Housing and Urban Development shall, and the
Director of the Consumer Financial Protection Bureau is encouraged to,

issue additional guidance:

(i) addressing the use of tenant screening systems in ways that may
violate the Fair Housing Act (Public Law 90-284), the Fair Credit Reporting
Act (Public Law 91-508), or other relevant Federal laws, including how the
use of data, such as criminal records, eviction records, and credit
information, can lead to discriminatory outcomes in violation of Federal law;

and

(i) addressing how the Fair Housing Act, the Consumer Financial
Protection Act of 2010 (title X of Public Law 111-203), or the Equal Credit
Opportunity Act (Public Law 93-495) apply to the advertising of housing,
credit, and other real estate-related transactions through digital platforms,
including those that use algorithms to facilitate advertising delivery, as well

as on best practices to avoid violations of Federal law.
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(d) To help ensure that people with disabilities benefit from AI’s promise
while being protected from its risks, including unequal treatment from the
use of biometric data like gaze direction, eye tracking, gait analysis, and hand
motions, the Architectural and Transportation Barriers Compliance Board is
encouraged, as it deems appropriate, to solicit public participation and
conduct community engagement; to issue technical assistance and
recommendations on the risks and benefits of AI in using biometric data as
an input; and to provide people with disabilities access to information and

communication technology and transportation services.

Sec. 8. Protecting Consumers, Patients, Passengers, and Students. (a)
Independent regulatory agencies are encouraged, as they deem appropriate,
to consider using their full range of authorities to protect American
consumers from fraud, discrimination, and threats to privacy and to address
other risks that may arise from the use of AI, including risks to financial
stability, and to consider rulemaking, as well as emphasizing or clarifying
where existing regulations and guidance apply to AI, including clarifying the
responsibility of regulated entities to conduct due diligence on and monitor
any third-party Al services they use, and emphasizing or clarifying
requirements and expectations related to the transparency of AT models and

regulated entities’ ability to explain their use of AT models.

(b) To help ensure the safe, responsible deployment and use of AI in the

healthcare, public-health, and human-services sectors:

(i) Within 90 days of the date of this order, the Secretary of HHS shall,
in consultation with the Secretary of Defense and the Secretary of Veterans
Affairs, establish an HHS AI Task Force that shall, within 365 days of its
creation, develop a strategic plan that includes policies and frameworks —
possibly including regulatory action, as appropriate — on responsible
deployment and use of AT and AI-enabled technologies in the health and
human services sector (including research and discovery, drug and device
safety, healthcare delivery and financing, and public health), and identify
appropriate guidance and

resources to promote that deployment, including in the following areas:

(A) development, maintenance, and use of predictive and generative
Al-enabled technologies in healthcare delivery and financing — including

quality measurement, performance improvement, program integrity, benefits
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administration, and patient experience — taking into account considerations
such as appropriate human oversight of the application of AI-generated

output;

(B) long-term safety and real-world performance monitoring of AI-
enabled technologies in the health and human services sector, including
clinically relevant or significant modifications and performance across
population groups, with a means to communicate product updates to

regulators, developers, and users;

(C) incorporation of equity principles in AI-enabled technologies
used in the health and human services sector, using disaggregated data on
affected populations and representative population data sets when
developing new models, monitoring algorithmic performance against
discrimination and bias in existing models, and helping to identify and

mitigate discrimination and bias in current systems;

(D) incorporation of safety, privacy, and security standards into the
software-development lifecycle for protection of personally identifiable
information, including measures to address AI-enhanced cybersecurity

threats in the health and human services sector;

(E) development, maintenance, and availability of documentation to
help users determine appropriate and safe uses of AI in local settings in the

health and human services sector;

(F) work to be done with State, local, Tribal, and territorial health
and human services agencies to advance positive use cases and best practices

for use of AI in local settings; and

(G) identification of uses of AI to promote workplace efficiency and
satisfaction in the health and human services sector, including reducing

administrative burdens.

(ii)) Within 180 days of the date of this order, the Secretary of HHS shall
direct HHS components, as the Secretary of HHS deems appropriate, to
develop a strategy, in consultation with relevant agencies, to determine
whether AI-enabled technologies in the health and human services sector

maintain appropriate levels of quality, including, as appropriate, in the areas
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described in subsection (b)(i) of this section. This work shall include the
development of AI assurance policy — to evaluate important aspects of the
performance of Al-enabled healthcare tools — and infrastructure needs for
enabling pre-market assessment and post-market oversight of AI-enabled
healthcare-technology algorithmic system performance against real-world
data.

(iii) Within 180 days of the date of this order, the Secretary of HHS
shall, in consultation with relevant agencies as the Secretary of HHS deems
appropriate, consider appropriate actions to advance the prompt
understanding of, and compliance with, Federal nondiscrimination laws by
health and human services providers that receive Federal financial

assistance, as well as how those laws relate to AI. Such actions may include:

(A) convening and providing technical assistance to health and
human services providers and payers about their obligations under Federal
nondiscrimination and privacy laws as they relate to AT and the potential

consequences of noncompliance; and

(B) issuing guidance, or taking other action as appropriate, in
response to any complaints or other reports of noncompliance with Federal

nondiscrimination and privacy laws as they relate to Al

(iv) Within 365 days of the date of this order, the Secretary of HHS
shall, in consultation with the Secretary of Defense and the Secretary of
Veterans Affairs, establish an Al safety program that, in partnership with
voluntary federally listed Patient Safety Organizations:

(A) establishes a common framework for approaches to identifying
and capturing clinical errors resulting from AI deployed in healthcare
settings as well as specifications for a central tracking repository for
associated incidents that cause harm, including through bias or

discrimination, to patients, caregivers, or other parties;

(B) analyzes captured data and generated evidence to develop,
wherever appropriate, recommendations, best practices, or other informal

guidelines aimed at avoiding these harms; and
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(C) disseminates those recommendations, best practices, or other
informal guidance to appropriate stakeholders, including healthcare

providers.

(v) Within 365 days of the date of this order, the Secretary of HHS
shall develop a strategy for regulating the use of AI or AI-enabled tools in

drug-development processes. The strategy shall, at a minimum:

(A) define the objectives, goals, and high-level principles required for

appropriate regulation throughout each phase of drug development;

(B) identify areas where future rulemaking, guidance, or additional

statutory authority may be necessary to implement such a regulatory system;

(C) identify the existing budget, resources, personnel, and potential
for new public/private partnerships necessary for such a regulatory system;

and

(D) consider risks identified by the actions undertaken to implement

section 4 of this order.

(¢c) To promote the safe and responsible development and use of AT in the

transportation sector, in consultation with relevant agencies:

(i) Within 30 days of the date of this order, the Secretary of
Transportation shall direct the Nontraditional and Emerging Transportation
Technology (NETT) Council to assess the need for information, technical
assistance, and guidance regarding the use of Al in transportation. The
Secretary of Transportation shall further direct the NETT Council, as part of

any such efforts, to:

(A) support existing and future initiatives to pilot transportation-
related applications of Al as they align with policy priorities articulated in
the Department of Transportation’s (DOT) Innovation Principles, including,
as appropriate, through technical assistance and connecting stakeholders;

(B) evaluate the outcomes of such pilot programs in order to assess
when DOT, or other Federal or State agencies, have sufficient information to
take regulatory actions, as appropriate, and recommend appropriate actions

when that information is available; and
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(C) establish a new DOT Cross-Modal Executive Working Group,
which will consist of members from different divisions of DOT and
coordinate applicable work among these divisions, to solicit and use relevant

input from appropriate stakeholders.

(i1) Within 90 days of the date of this order, the Secretary of
Transportation shall direct appropriate Federal Advisory Committees of the
DOT to provide advice on the safe and responsible use of AI in
transportation. The committees shall include the Advanced Aviation
Advisory Committee, the Transforming Transportation Advisory Committee,

and the Intelligent Transportation Systems Program Advisory Committee.

(iii) Within 180 days of the date of this order, the Secretary of
Transportation shall direct the Advanced Research Projects Agency-
Infrastructure (ARPA-I) to explore the transportation-related opportunities
and challenges of AI — including regarding software-defined Al
enhancements impacting autonomous mobility ecosystems. The Secretary of
Transportation shall further encourage ARPA-I to prioritize the allocation of
grants to those opportunities, as appropriate. The work tasked to ARPA-I
shall include soliciting input on these topics through a public consultation

process, such as an RFI.

(d) To help ensure the responsible development and deployment of AI in
the education sector, the Secretary of Education shall, within 365 days of the
date of this order, develop resources, policies, and guidance regarding Al.
These resources shall address safe, responsible, and nondiscriminatory uses
of AT in education, including the impact AI systems have on vulnerable and
underserved communities, and shall be developed in consultation with
stakeholders as appropriate. They shall also include the development of an
“AT toolkit” for education leaders implementing recommendations from the
Department of Education’s AT and the Future of Teaching and Learning
report, including appropriate human review of AI decisions, designing AT
systems to enhance trust and safety and align with privacy-related laws and
regulations in the educational context, and developing education-specific

guardrails.

(e) The Federal Communications Commission is encouraged to consider
actions related to how AI will affect communications networks and

consumers, including by:
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(i) examining the potential for AT to improve spectrum management,
increase the efficiency of non-Federal spectrum usage, and expand

opportunities for the sharing of non-Federal spectrum;

(i) coordinating with the National Telecommunications and
Information Administration to create opportunities for sharing spectrum

between Federal and non-Federal spectrum operations;

(iii) providing support for efforts to improve network security,
resiliency, and interoperability using next-generation technologies that
incorporate Al, including self-healing networks, 6G, and Open RAN; and

(iv) encouraging, including through rulemaking, efforts to combat
unwanted robocalls and robotexts that are facilitated or exacerbated by Al
and to deploy AT technologies that better serve consumers by blocking

unwanted robocalls and robotexts.

Sec. 9. Protecting Privacy. (a) To mitigate privacy risks potentially
exacerbated by AT — including by AT’s facilitation of the collection or use of
information about individuals, or the making of inferences about individuals
— the Director of OMB shall:

(i) evaluate and take steps to identify commercially available
information (CAI) procured by agencies, particularly CAI that contains
personally identifiable information and including CAI procured from data
brokers and CAI procured and processed indirectly through vendors, in
appropriate agency inventory and reporting processes (other than when it is

used for the purposes of national security);

(i) evaluate, in consultation with the Federal Privacy Council and the
Interagency Council on Statistical Policy, agency standards and procedures
associated with the collection, processing, maintenance, use, sharing,
dissemination, and disposition of CAI that contains personally identifiable
information (other than when it is used for the purposes of national security)
to inform potential guidance to agencies on ways to mitigate privacy and

confidentiality risks from agencies’ activities related to CAI;

(iii) within 180 days of the date of this order, in consultation with the

Attorney General, the Assistant to the President for Economic Policy, and the
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Director of OSTP, issue an RFI to inform potential revisions to guidance to
agencies on implementing the privacy provisions of the E-Government Act of
2002 (Public Law 107-347). The RFI shall seek feedback regarding

how privacy impact assessments may be more effective at mitigating privacy

risks, including those that are further exacerbated by AI; and

(iv) take such steps as are necessary and appropriate, consistent with
applicable law, to support and advance the near-term actions and long-term
strategy identified through the RFI process, including issuing new or
updated guidance or RFIs or consulting other agencies or the Federal Privacy

Council.

(b) Within 365 days of the date of this order, to better enable agencies to
use PETs to safeguard Americans’ privacy from the potential threats
exacerbated by AI, the Secretary of Commerce, acting through the Director
of NIST, shall create guidelines for agencies to evaluate the efficacy of
differential-privacy-guarantee protections, including for AI. The guidelines
shall, at a minimum, describe the significant factors that bear on differential-
privacy safeguards and common risks to realizing differential privacy in

practice.

(¢c) To advance research, development, and implementation related to
PETs:

(i) Within 120 days of the date of this order, the Director of NSF, in
collaboration with the Secretary of Energy, shall fund the creation of a
Research Coordination Network (RCN) dedicated to advancing privacy
research and, in particular, the development, deployment, and scaling of
PETs. The RCN shall serve to enable privacy researchers to share
information, coordinate and collaborate in research, and develop standards

for the privacy-research community.

(ii)) Within 240 days of the date of this order, the Director of NSF shall
engage with agencies to identify ongoing work and potential opportunities to
incorporate PETs into their operations. The Director of NSF shall, where
feasible and appropriate, prioritize research — including efforts to translate
research discoveries into practical applications — that encourage the

adoption of leading-edge PETs solutions for agencies’ use, including through
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research engagement through the RCN described in subsection (¢)(i) of this

section.

(iii) The Director of NSF shall use the results of the United States-
United Kingdom PETs Prize Challenge to inform the approaches taken, and

opportunities identified, for PETs research and adoption.
Sec. 10. Advancing Federal Government Use of Al

10.1. Providing Guidance for AT Management. (a) To coordinate the use of
AT across the Federal Government, within 60 days of the date of this order
and on an ongoing basis as necessary, the Director of OMB shall convene and
chair an interagency council to coordinate the development and use of AI in
agencies’ programs and operations, other than the use of AI in national
security systems. The Director of OSTP shall serve as Vice Chair for the
interagency council. The interagency council’s membership shall include, at
minimum, the heads of the agencies identified in 31 U.S.C. 901(b), the
Director of National Intelligence, and other agencies as identified by the
Chair. Until agencies designate their permanent Chief AI Officers consistent
with the guidance described in subsection 10.1(b) of this section, they shall
be represented on the interagency council by an appropriate official at the
Assistant Secretary level or equivalent, as determined by the head of each

agency.

(b) To provide guidance on Federal Government use of AI, within 150 days
of the date of this order and updated periodically thereafter, the Director of
OMB, in coordination with the Director of OSTP, and in consultation with
the interagency council established in subsection 10.1(a) of this section, shall
issue guidance to agencies to strengthen the effective and appropriate use of
Al, advance Al innovation, and manage risks from AI in the Federal
Government. The Director of OMB’s guidance shall specify, to the extent

appropriate and consistent with applicable law:

(i) the requirement to designate at each agency within 60 days of the
issuance of the guidance a Chief Artificial Intelligence Officer who shall hold
primary responsibility in their agency, in coordination with other responsible
officials, for coordinating their agency’s use of AI, promoting Al innovation
in their agency, managing risks from their agency’s use of AI, and carrying

out the responsibilities described in section 8(c) of Executive Order 13960 of
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December 3, 2020 (Promoting the Use of Trustworthy Artificial Intelligence

in the Federal Government), and section 4(b) of Executive Order 14091;

(ii) the Chief Artificial Intelligence Officers’ roles, responsibilities,

seniority, position, and reporting structures;

(iii) for the agencies identified in 31 U.S.C. 901(b), the creation of
internal Artificial Intelligence Governance Boards, or other appropriate
mechanisms, at each agency within 60 days of the issuance of the guidance to
coordinate and govern Al issues through relevant senior leaders from across
the agency;

(iv) required minimum risk-management practices for Government
uses of AI that impact people’s rights or safety, including, where appropriate,
the following practices derived from OSTP’s Blueprint for an AI Bill of Rights
and the NIST AI Risk Management Framework: conducting public
consultation; assessing data quality; assessing and mitigating disparate
impacts and algorithmic discrimination; providing notice of the use of AT
continuously monitoring and evaluating deployed AI; and granting human

consideration and remedies for adverse decisions made using AJ;

(v) specific Federal Government uses of Al that are presumed by
default to impact rights or safety;

(vi) recommendations to agencies to reduce barriers to the responsible
use of A, including barriers related to information technology
infrastructure, data, workforce, budgetary restrictions, and cybersecurity

processes;

(vii) requirements that agencies identified in 31 U.S.C. 901(b) develop

Al strategies and pursue high-impact AT use cases;

(viii) in consultation with the Secretary of Commerce, the Secretary of
Homeland Security, and the heads of other appropriate agencies as

determined by the Director of OMB, recommendations to agencies regarding:

(A) external testing for AI, including AI red-teaming for generative
Al to be developed in coordination with the Cybersecurity and

Infrastructure Security Agency;
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(B) testing and safeguards against discriminatory, misleading,
inflammatory, unsafe, or deceptive outputs, as well as against producing child
sexual abuse material and against producing non-consensual intimate
imagery of real individuals (including intimate digital depictions of the body

or body parts of an identifiable individual), for generative ATj;

(C) reasonable steps to watermark or otherwise label output from

generative Al;

(D) application of the mandatory minimum risk-management

practices defined under subsection 10.1(b)(iv) of this section to procured Al

(E) independent evaluation of vendors’ claims concerning both the

effectiveness and risk mitigation of their AI offerings;
(F) documentation and oversight of procured AI;

(G) maximizing the value to agencies when relying on contractors to
use and enrich Federal Government data for the purposes of AT development
and operation;

(H) provision of incentives for the continuous improvement of
procured AT; and

(D training on AT in accordance with the principles set out in this
order and in other references related to Al listed herein; and

(ix) requirements for public reporting on compliance with this
guidance.

(c) To track agencies’ Al progress, within 60 days of the issuance of the
guidance established in subsection 10.1(b) of this section and updated
periodically thereafter, the Director of OMB shall develop a method for
agencies to track and assess their ability to adopt AI into their programs and
operations, manage its risks, and comply with Federal policy on AI. This
method should draw on existing related efforts as appropriate and should
address, as appropriate and consistent with applicable law, the practices,
processes, and capabilities necessary for responsible AT adoption, training,
and governance across, at a minimum, the areas of information technology

infrastructure, data, workforce, leadership, and risk management.
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(d) To assist agencies in implementing the guidance to be established in
subsection 10.1(b) of this section:

(i) within 90 days of the issuance of the guidance, the Secretary of
Commerce, acting through the Director of NIST, and in coordination with
the Director of OMB and the Director of OSTP, shall develop guidelines,
tools, and practices to support implementation of the minimum risk-

management practices described in subsection 10.1(b)(iv) of this section; and

(i) within 180 days of the issuance of the guidance, the Director of
OMB shall develop an initial means to ensure that agency contracts for the
acquisition of AI systems and services align with the guidance described in
subsection 10.1(b) of this section and advance the other aims identified in
section 7224(d)(1) of the Advancing American AI Act (Public Law 117-263, div.
G, title LXXII, subtitle B).

(e) To improve transparency for agencies’ use of Al, the Director of OMB
shall, on an annual basis, issue instructions to agencies for the collection,
reporting, and publication of agency Al use cases, pursuant to section 7225(a)
of the Advancing American AI Act. Through these instructions, the Director
shall, as appropriate, expand agencies’ reporting on how they are managing
risks from their AT use cases and update or replace the guidance originally
established in section 5 of Executive Order 13960.

(f) To advance the responsible and secure use of generative Al in the

Federal Government:

(i) As generative Al products become widely available and common in
online platforms, agencies are discouraged from imposing broad general bans
or blocks on agency use of generative AI. Agencies should instead limit
access, as necessary, to specific generative Al services based on specific risk
assessments; establish guidelines and limitations on the appropriate use of
generative Al; and, with appropriate safeguards in place, provide their
personnel and programs with access to secure and reliable generative AT
capabilities, at least for the purposes of experimentation and routine tasks
that carry a low risk of impacting Americans’ rights. To protect Federal
Government information, agencies are also encouraged to employ risk-
management practices, such as training their staff on proper use, protection,

dissemination, and disposition of Federal information; negotiating
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appropriate terms of service with vendors; implementing measures designed
to ensure compliance with record-keeping, cybersecurity, confidentiality,
privacy, and data protection requirements; and deploying other measures to

prevent misuse of Federal Government information in generative Al.

(i1) Within 90 days of the date of this order, the Administrator of
General Services, in coordination with the Director of OMB, and in
consultation with the Federal Secure Cloud Advisory Committee and other
relevant agencies as the Administrator of General Services may deem
appropriate, shall develop and issue a framework for prioritizing critical and
emerging technologies offerings in the Federal Risk and Authorization
Management Program authorization process, starting with generative Al
offerings that have the primary purpose of providing large language model-
based chat interfaces, code-generation and debugging tools, and associated
application programming interfaces, as well as prompt-based image
generators. This framework shall apply for no less than 2 years from the date
of its issuance. Agency Chief Information Officers, Chief Information
Security Officers, and authorizing officials are also encouraged to prioritize
generative Al and other critical and emerging technologies in granting
authorities for agency operation of information technology systems and any
other applicable release or oversight processes, using continuous

authorizations and approvals wherever feasible.

(iii) Within 180 days of the date of this order, the Director of the Office
of Personnel Management (OPM), in coordination with the Director of OMB,
shall develop guidance on the use of generative AI for work by the Federal

workforce.

(g) Within 30 days of the date of this order, to increase agency investment
in AI, the Technology Modernization Board shall consider, as it deems
appropriate and consistent with applicable law, prioritizing funding for AT
projects for the Technology Modernization Fund for a period of at least 1
year. Agencies are encouraged to submit to the Technology Modernization
Fund project funding proposals that include AT — and particularly generative

Al — in service of mission delivery.

(h) Within 180 days of the date of this order, to facilitate agencies’ access
to commercial AI capabilities, the Administrator of General Services, in

coordination with the Director of OMB, and in collaboration with the
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Secretary of Defense, the Secretary of Homeland Security, the Director of
National Intelligence, the Administrator of the National Aeronautics and
Space Administration, and the head of any other agency identified by the
Administrator of General Services, shall take steps consistent with applicable
law to facilitate access to Federal Government-wide acquisition solutions for
specified types of Al services and products, such as through the creation of a
resource guide or other tools to assist the acquisition workforce. Specified
types of Al capabilities shall include generative Al and specialized

computing infrastructure.

(i) The initial means, instructions, and guidance issued pursuant to
subsections 10.1(a)-(h) of this section shall not apply to AI when it is used as
a component of a national security system, which shall be addressed by the
proposed National Security Memorandum described in subsection 4.8 of this

order.

10.2. Increasing AI Talent in Government. (a) Within 45 days of the date
of this order, to plan a national surge in AI talent in the Federal Government,
the Director of OSTP and the Director of OMB, in consultation with the
Assistant to the President for National Security Affairs, the Assistant to the
President for Economic Policy, the Assistant to the President and Domestic
Policy Advisor, and the Assistant to the President and Director of the Gender
Policy Council, shall identify priority mission areas for increased Federal
Government AT talent, the types of talent that are highest priority to recruit
and develop to ensure adequate implementation of this order and use of
relevant enforcement and regulatory authorities to address AI risks, and

accelerated hiring pathways.

(b) Within 45 days of the date of this order, to coordinate rapid advances
in the capacity of the Federal AT workforce, the Assistant to the President
and Deputy Chief of Staff for Policy, in coordination with the Director of
OSTP and the Director of OMB, and in consultation with the National Cyber
Director, shall convene an AT and Technology Talent Task Force, which shall
include the Director of OPM, the Director of the General Services
Administration’s Technology Transformation Services, a representative from
the Chief Human Capital Officers Council, the Assistant to the President for
Presidential Personnel, members of appropriate agency technology talent
programs, a representative of the Chief Data Officer Council, and a

representative of the interagency council convened under subsection 10.1(a)

54/63



2/28/25, 11:20 AM

https://web.archive.org/web/20250109062312/https:/www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe. ..

Executive Order on the Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence | The White House

of this section. The Task Force’s purpose shall be to accelerate and track the
hiring of AI and AI-enabling talent across the Federal Government, including

through the following actions:

(i) within 180 days of the date of this order, tracking and reporting
progress to the President on increasing Al capacity across the Federal
Government, including submitting to the President a report and

recommendations for further increasing capacity;

(i) identifying and circulating best practices for agencies to attract,
hire, retain, train, and empower Al talent, including diversity, inclusion, and
accessibility best practices, as well as to plan and budget adequately for AT

workforce needs;

(iii) coordinating, in consultation with the Director of OPM, the use of
fellowship programs and agency technology-talent programs and human-
capital teams to build hiring capabilities, execute hires, and place AI talent to
fill staffing gaps; and

(iv) convening a cross-agency forum for ongoing collaboration

between AI professionals to share best practices and improve retention.

(¢) Within 45 days of the date of this order, to advance existing Federal
technology talent programs, the United States Digital Service, Presidential
Innovation Fellowship, United States Digital Corps, OPM, and technology
talent programs at agencies, with support from the AI and Technology Talent
Task Force described in subsection 10.2(b) of this section, as appropriate and
permitted by law, shall develop and begin to implement plans to support the
rapid recruitment of individuals as part of a Federal Government-wide AT
talent surge to accelerate the placement of key AT and AI-enabling talent in

high-priority areas and to advance agencies’ data and technology strategies.

(d) To meet the critical hiring need for qualified personnel to execute the
initiatives in this order, and to improve Federal hiring practices for AI talent,
the Director of OPM, in consultation with the Director of OMB, shall:

(i) within 60 days of the date of this order, conduct an evidence-based
review on the need for hiring and workplace flexibility, including Federal

Government-wide direct-hire authority for AI and related data-science and
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technical roles, and, where the Director of OPM finds such authority is
appropriate, grant it; this review shall include the following job series at all
General Schedule (GS) levels: IT Specialist (2210), Computer Scientist
(1550), Computer Engineer (0854), and Program Analyst (0343) focused on
AT, and any subsequently developed job series derived from these job series;

(i1) within 60 days of the date of this order, consider authorizing the
use of excepted service appointments under 5 C.F.R. 213.3102(1)(3) to address

the need for hiring additional staff to implement directives of this order;

(iii) within 90 days of the date of this order, coordinate a pooled-hiring
action informed by subject-matter experts and using skills-based

assessments to support the recruitment of AI talent across agencies;

(iv) within 120 days of the date of this order, as appropriate and
permitted by law, issue guidance for agency application of existing pay
flexibilities or incentive pay programs for AI, Al-enabling, and other key

technical positions to facilitate appropriate use of current pay incentives;

(v) within 180 days of the date of this order, establish guidance and
policy on skills-based, Federal Government-wide hiring of AI, data, and
technology talent in order to increase access to those with nontraditional

academic backgrounds to Federal AI, data, and technology roles;

(vi) within 180 days of the date of this order, establish an interagency
working group, staffed with both human-resources professionals and
recruiting technical experts, to facilitate Federal Government-wide hiring of

people with AT and other technical skills;

(vii) within 180 days of the date of this order, review existing Executive
Core Qualifications (ECQs) for Senior Executive Service (SES) positions
informed by data and AT literacy competencies and, within 365 days of the
date of this order, implement new ECQs as appropriate in the SES

assessment process;

(viii) within 180 days of the date of this order, complete a review of
competencies for civil engineers (GS-0810 series) and, if applicable, other

related occupations, and make recommendations for ensuring that adequate
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AT expertise and credentials in these occupations in the Federal Government

reflect the increased use of Al in critical infrastructure; and

(ix) work with the Security, Suitability, and Credentialing Performance
Accountability Council to assess mechanisms to streamline and accelerate
personnel-vetting requirements, as appropriate, to support Al and fields

related to other critical and emerging technologies.

(e) To expand the use of special authorities for AI hiring and retention,
agencies shall use all appropriate hiring authorities, including Schedule A(r)
excepted service hiring and direct-hire authority, as applicable and
appropriate, to hire AI talent and AI-enabling talent rapidly. In addition to
participating in OPM-led pooled hiring actions, agencies shall collaborate,
where appropriate, on agency-led pooled hiring under the Competitive
Service Act of 2015 (Public Law 114-137) and other shared hiring. Agencies
shall also, where applicable, use existing incentives, pay-setting authorities,
and other compensation flexibilities, similar to those used for cyber and
information technology positions, for AT and data-science professionals, as
well as plain-language job titles, to help recruit and retain these highly
skilled professionals. Agencies shall ensure that AT and other related talent
needs (such as technology governance and privacy) are reflected in strategic

workforce planning and budget formulation.

(f) To facilitate the hiring of data scientists, the Chief Data Officer Council
shall develop a position-description library for data scientists (job series

1560) and a hiring guide to support agencies in hiring data scientists.

(g) To help train the Federal workforce on Al issues, the head of each
agency shall implement — or increase the availability and use of — Al
training and familiarization programs for employees, managers, and
leadership in technology as well as relevant policy, managerial, procurement,
regulatory, ethical, governance, and legal fields. Such training programs
should, for example, empower Federal employees, managers, and leaders to
develop and maintain an operating knowledge of emerging AI technologies
to assess opportunities to use these technologies to enhance the delivery of
services to the public, and to mitigate risks associated with these
technologies. Agencies that provide professional-development
opportunities, grants, or funds for their staff should take appropriate steps to

ensure that employees who do not serve in traditional technical roles, such as
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policy, managerial, procurement, or legal fields, are nonetheless eligible to
receive funding for programs and courses that focus on AI, machine learning,
data science, or other related subject areas.

(h) Within 180 days of the date of this order, to address gaps in Al talent
for national defense, the Secretary of Defense shall submit a report to the
President through the Assistant to the President for

National Security Affairs that includes:

(i) recommendations to address challenges in the Department of
Defense’s ability to hire certain noncitizens, including at the Science and

Technology Reinvention Laboratories;

(ii) recommendations to clarify and streamline processes for accessing
classified information for certain noncitizens through Limited Access

Authorization at Department of Defense laboratories;

(iii) recommendations for the appropriate use of enlistment authority
under 10 U.S.C. 504(b)(2) for experts in AT and other critical and emerging

technologies; and

(iv) recommendations for the Department of Defense and the
Department of Homeland Security to work together to enhance the use of
appropriate authorities for the retention of certain noncitizens of vital
importance to national security by the Department of Defense and the

Department of Homeland Security.

Sec. 11. Strengthening American Leadership Abroad. (a) To strengthen
United States leadership of global efforts to unlock AI’s potential and meet its
challenges, the Secretary of State, in coordination with the Assistant to the
President for National Security Affairs, the Assistant to the President for
Economic Policy, the Director of OSTP, and the heads of other relevant

agencies as appropriate, shall:

(i) lead efforts outside of military and intelligence areas to expand
engagements with international allies and partners in relevant bilateral,

multilateral, and multi-stakeholder fora to advance those allies’ and partners’
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understanding of existing and planned AlI-related guidance and policies of

the United States, as well as to enhance international collaboration; and

(i) lead efforts to establish a strong international framework for
managing the risks and harnessing the benefits of AI, including by
encouraging international allies and partners to support voluntary
commitments similar to those that United States companies have made in
pursuit of these objectives and coordinating the activities directed by
subsections (b), (¢), (d), and (e) of this section, and to develop common
regulatory and other accountability principles for foreign nations, including

to manage the risk that AI systems pose.

(b) To advance responsible global technical standards for AT development
and use outside of military and intelligence areas, the Secretary of
Commerce, in coordination with the Secretary of State and the heads of other
relevant agencies as appropriate, shall lead preparations for a coordinated
effort with key international allies and partners and with standards
development organizations, to drive the development and implementation of
Al-related consensus standards, cooperation and coordination, and

information sharing. In particular, the Secretary of Commerce shall:

(i) within 270 days of the date of this order, establish a plan for global
engagement on promoting and developing AI standards, with lines of effort
that may include:

(A) AI nomenclature and terminology;

(B) best practices regarding data capture, processing, protection,

privacy, confidentiality, handling, and analysis;
(C) trustworthiness, verification, and assurance of AI systems; and
(D) AI risk management;

(ii)) within 180 days of the date the plan is established, submit a report

to the President on priority actions taken pursuant to the plan; and

(iii) ensure that such efforts are guided by principles set out in the
NIST AI Risk Management Framework and United States Government
National Standards Strategy for Critical and Emerging Technology.
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(¢) Within 365 days of the date of this order, to promote safe, responsible,
and rights-affirming development and deployment of AT abroad:

(i) The Secretary of State and the Administrator of the United States
Agency for International Development, in coordination with the Secretary of
Commerce, acting through the director of NIST, shall publish an AI in Global
Development Playbook that incorporates the AI Risk Management
Framework’s principles, guidelines, and best practices into the social,
technical, economic, governance, human rights, and security conditions of
contexts beyond United States borders. As part of this work, the Secretary of
State and the Administrator of the United States Agency for International
Development shall draw on lessons learned from programmatic uses of AT in

global development.

(i) The Secretary of State and the Administrator of the United States
Agency for International Development, in collaboration with the Secretary of
Energy and the Director of NSF, shall develop a Global AT Research Agenda
to guide the objectives and implementation of Al-related research in
contexts beyond United States borders. The Agenda shall:

(A) include principles, guidelines, priorities, and best practices
aimed at ensuring the safe, responsible, beneficial, and sustainable global

development and adoption of AT; and

(B) address ATI’s labor-market implications across international

contexts, including by recommending risk mitigations.

(d) To address cross-border and global AT risks to critical infrastructure,
the Secretary of Homeland Security, in coordination with the Secretary of
State, and in consultation with the heads of other relevant agencies as the
Secretary of Homeland Security deems appropriate, shall lead efforts with
international allies and partners to enhance cooperation to prevent, respond
to, and recover from potential critical infrastructure disruptions resulting
from incorporation of AI into critical infrastructure systems or malicious use
of AL

(i) Within 270 days of the date of this order, the Secretary of Homeland
Security, in coordination with the Secretary of State, shall develop a plan for
multilateral engagements to encourage the adoption of the AT safety and
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security guidelines for use by critical infrastructure owners and operators

developed in section 4.3(a) of this order.

(ii)) Within 180 days of establishing the plan described in subsection (d)
(i) of this section, the Secretary of Homeland Security shall submit a report
to the President on priority actions to mitigate cross-border risks to critical

United States infrastructure.

Sec. 12. Implementation. (a) There is established, within the Executive
Office of the President, the White House Artificial Intelligence Council
(White House AI Council). The function of the White House AI Council is to
coordinate the activities of agencies across the Federal Government to
ensure the effective formulation, development, communication, industry
engagement related to, and timely implementation of AI-related policies,
including policies set forth in this order.

(b) The Assistant to the President and Deputy Chief of Staff for Policy
shall serve as Chair of the White House AI Council.

(¢) In addition to the Chair, the White House AI Council shall consist of
the following members, or their designees:

(i)  the Secretary of State;

(il))  the Secretary of the Treasury;

(iii) the Secretary of Defense;

(iv) the Attorney General;

(v)  the Secretary of Agriculture;

(vi)  the Secretary of Commerce;

(vii) the Secretary of Labor;

(viii) the Secretary of HHS;

(ix) the Secretary of Housing and Urban Development;

(x)  the Secretary of Transportation;
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(xi) the Secretary of Energy;

(xii) the Secretary of Education;

(xiii) the Secretary of Veterans Affairs;

(xiv) the Secretary of Homeland Security;

(xv) the Administrator of the Small Business Administration;

(xvi) the Administrator of the United States Agency for International
Development;

(xvii) the Director of National Intelligence;

(xviii) the Director of NSF;

(xix) the Director of OMB;

(xx) the Director of OSTP;

(xxi) the Assistant to the President for National Security Affairs;
(xxii) the Assistant to the President for Economic Policy;

(xxiii) the Assistant to the President and Domestic Policy Advisor;

(xxiv) the Assistant to the President and Chief of Staff to the Vice
President;

(xxv) the Assistant to the President and Director of the Gender Policy
Council;

(xxvi) the Chairman of the Council of Economic Advisers;
(xxvii) the National Cyber Director;
(xxviii) the Chairman of the Joint Chiefs of Staff; and

(xxix) the heads of such other agencies, independent regulatory
agencies, and executive offices as the Chair may from time to time designate

or invite to participate.
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(d) The Chair may create and coordinate subgroups consisting of White

House AI Council members or their designees, as appropriate.

Sec. 13. General Provisions. (a) Nothing in this order shall be construed to

impair or otherwise affect:

(i) the authority granted by law to an executive department or agency,
or the head thereof; or

(i) the functions of the Director of the Office of Management and

Budget relating to budgetary, administrative, or legislative proposals.

(b) This order shall be implemented consistent with applicable law and

subject to the availability of appropriations.

(¢) This order is not intended to, and does not, create any right or benefit,
substantive or procedural, enforceable at law or in equity by any party
against the United States, its departments, agencies, or entities, its officers,

employees, or agents, or any other person.
JOSEPH R. BIDEN JR.

THE WHITE HOUSE,
October 30, 2023.
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