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Threat landscape



Trends in cyber attacks
Ransomware example
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Trends in cyber attacks
Ransomware example
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Trends in cyber attacks
More recent ransomware example
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Trends in cyber attacks
Current ransomware example
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Trends in cyber attacks
Current ransomware example
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Threat landscape
Malicious attack threat vectors

Compromised 
Credentials 

19%

Cloud 
Misconfiguration

19%

Vulnerability in 3rd 
Party Softw are

16%

Phishing
14%

Physical security 
compromise

10%

Malicious insider
7%

Other misconfiguration 
or system error

6%

Business email 
compromise

5%

Social engineering
3%

Other
1%
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Threat landscape
Threat actors

Financial 
motivated

53%

Nation State
13%

Hacktivist
13%

Unknow n
21%
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Industries targeted by 
ransomware

Professional 
Services Firms

36.19%

Public Service 
Companies 

15.88%

Manufacturing
11.57%

Healthcare
11.46%

High Technology / 
Engineering / Social

6.77%

Financial Services 
Companies 

6.55%

Retail
4.86%

Critical 
Infrastructure 

4.42%

Hospitality
0.90%

Entertainment 
0.59%

Pharmaceutical 
Industry 

0.27%
Biotech Industry

0.27%

Source: 2500+ Arete Cases 11
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Types of attack



Malware

Types of cyber attacks

Phishing

 Fraudulent attempt to 

steal personal information

 Business Email 
Compromise (BEC): 

usually through 
personalized targeted 

emails which impersonate 
a legitimate email sender

 Often used as an entry 
point to a network to then 

deploy malware

 Code with malicious intent 

during a cyber attack

 E.g., viruses, worms, 
Trojans, spyware etc.

 Often multiple malware 
types deployed for 

different purposes during 
an attack

Ransomware

 Encrypts files until a 

ransom is paid

 Modern ransomware now 
attempts to exfiltrate data 

– double threat 
ransomware

 Third parties are often 
also ransomed – triple 

threat ransomware

Denial-of-Service 
attacks

 Focuses on disrupting the 

service to a network

 Occurs by sending high 
volumes of data or traffic 

through the network until 
it becomes overloaded 

and can no longer 
function

 Can be used to disguise / 
enable other attacks
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Ransomware is a form of malware that encrypts files – making them inaccessible without the encryption key

Ransomware
How it works

Access, escalation, 

and mapping

Potential theft

of data

Execution

of malware to 

encrypt files

Ransom

demand
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Misdirected funds scam

Surveillance of 

target company

 Public 

information

 Inside 

information 

(phishing/ 

hacked)

Identify key 

individuals

 CEO

 CFO

 Financial 

Controller

 Bank customers

 Bankers

Fraudulent email 

requesting 

transfer

 Appears 

legitimate

 From similar/ 

same address

 From hacked 

account

 Timing

Pressure emails/ 

follow-up calls

 Further email 

exchanges/ 

calls with 

imposter

Transfer to 

fraudster's 

account

 Overseas 

account

 Money moved 

again (hard to 

trace)

Further requests

 Often 

successful

 Not worried 

about being 

caught

Mary, I have an urgent secret investment that requires you 
to transfer payment to Hong Kong. It's a rare opportunity 
arising from the COVID-19 situation. The responsible lawyer 
will send you the transfer details shortly.

Tom, the supplier for surgical masks requires us to re-direct 
our payment to a company in Hong Kong. Please arrange for 
payment urgently as I need to secure the shipment. Here are 
the remittance instructions.
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Risks/pre-attack 
preparation



Cybersecurity risks

Financial
Loss

Risks

Regulatory
Sanction

Third Parties
Claim

Data
Breach

Reputational
Damage

IT &
Business

Disruption 
Loss of intellectual 

property

Identity theft/fraud

Leakage of confidential 
information / trade secret /

Breach of contract
Personal data 

at risk

Ransomware 
attacks
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Pre-Attack Preparation

 What InfoSec/Privacy 
preparations should 
be done?

 What decisions / 
engagements should be 
made upfront?

 Incident response plan 
and testing

Attack Response

 Internal communications

 Technical response

 Outward response

 Project/crisis management

 Legal / risk response

Post-Attack Remediation

 Addressing regulator & 
enforcement inquiries

 Possible litigation

 PR issues 

 Technical response
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Pre-Attack Preparation
Action Items

 Back-up systems segregated sufficiently?

 Operational recovery plan practiced?

 Back-up communications solutions in 

place?

 Business continuity plan?

 "Crown jewels" assessments

Data Security Incident Response Plan 

and Trainings

Avoidance
 Baker McKenzie

 Forensic Investigators

 eDiscovery Providers

 Public Relations / Crisis Management

 Credit Monitoring / Identity Theft Protection 

/ Call Center

 Ransom Negotiators / Payors 

Engagement of Response Providers

 Review and understand scope of cyber 

insurance coverage

Insurance
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Pre-Attack Preparation
Decision Points

 Is the company against paying ransoms?

 PR considerations

 Different approaches for different business 

segments?

Moral / PR / Corporate Decisions

 Who pays and how (e.g., from what 

accounts)?

 Insurance requirements?

 Who/how to engage with attacker?

Operational Issues

Law enforcement notification strategy

 Diligence requirements for payments

 OFAC guidance

 SEC and market regulators

Regulatory Issues
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Regulatory and 
Law Enforcement 
Concerns



OFAC Advisory on Ransomware 
Payments
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Cooperation with Law 
Enforcement
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Cyber Risk
Insurance



Cyber Risk Insurance: 
An Evolving Landscape
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Cyber Insurance: Types of Coverages

Third-party

Coverages
First-party

Coverages

Network

Security

Tech

E&O

Data

Breach

Computer 

Fraud & FTF

Computer

Crime

Data

Restoration
Extortion

Network 

Interruption
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Cyber Insurance: Types of Coverages

First-party

Coverages

Network

Security

Tech

E&O

Data

Breach

Computer 

Fraud & FTF

Computer

Crime

Data

Restoration
Extortion

Network 

Interruption
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Third-party

Coverages



Cyber Insurance: 
Watch for Sub-limits
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Average total cost of a data breach by industry

Source : Ponemon 2021 Cost of a Data Breach Report

Measured in U.S.$ millions
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Cyber Insurance: 
Underwriting Process
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Cyber Insurance: 
Underwriting Process
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Cyber Insurance: 
Watch for Exclusions

* * *

32



6

Response



Engagement
of Law 

Enforcement?

Decision to Pay Engagement with 
Insurance

Incident 
Investigation and 

Litigation 
Preparation

Key Response Elements
Key Initial Decisions and First Steps
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Gather 
information / 
Contain the 

breach 

Report to 
Enforcement 
Authorities / 
Regulators

Court 
injunctions

Recovery 
actions

Dealing with 
third party 
recipients

Breach 
notification 
obligations

Notification to 
Banks

Bank
Disclosures

Corporate / 
employee 

investigations

Training and 
Cybersecurity 

Advice

Responding to an Attack
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Remediation



Post-Attack Remediation

Investigations Technical response Notifications and Responding 
to Inquiries
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Post-Attack Remediation
Technical Response

 Decryption of systems 

 Restarting systems

 Verification that systems are clean

 Deployment of enhanced security measures

 Scanning for additional / latent threats

 Patching

 Ongoing monitoring

Systems Response
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Post-Attack Remediation
Investigation

 Understand the scope of the issue

 Confirmation/identification of exfiltrated information

 Examination of impacted/exfiltrated information

Forensics

Determination of legal requirements

Determination of remediation elements
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Post-Attack Remediation
Notifications and Responding to Inquiries

 Regulators

 Enforcement authorities

 Customers

 Individuals

Notification obligations

Regulator/Enforcement authority inquiries

Customer inquiries 

Individual inquiries

Litigation preparation/response
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Board level 
considerations



Cybersecurity
Board level issues

 All key information assets have been identified and their vulnerability to 

attack thoroughly assessed?

 Responsibility for the cyber risk has been allocated appropriately?

 Cybersecurity is featured on the risk register?

 A written data breach incident procedure and information security policy 

is in place, which is championed by the board and supported through 

regular staff training?

 The entire workforce understands and follows the company's breach 

procedure and security policy?

Is the board confident that: 

Cybersecurity risk 
impacts share value, 

mergers, pricing, 
reputation, 

culture, staff, 
information, process 

control, brand, 
technology, and 

finance
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