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Overview of the CCPA

CCPA Regulation Section 999.304 - Every business that must comply with the CCPA 

and these regulations shall provide a privacy policy in accordance with the CCPA and the 

regulations:

• 999.305. Notice at Collection of Personal Information 

– The purpose of the notice at collection is to provide consumers with timely notice, at or 

before the point of collection, about the categories of personal information to be collected 

from them and the purposes for which the personal information will be used.

• 999.306. Notice of Right to Opt-Out of Sale of Personal Information 

– The purpose of the notice of right to opt-out is to inform consumers of their right to direct a 

business that sells their personal information to stop selling their personal information.

• 999.307. Notice of Financial Incentive 

– The purpose of the notice of financial incentive is to explain to the consumer the material 

terms of a financial incentive or price or service difference the business is offering so that the 

consumer may make an informed decision on whether to participate. A business that does 

not offer a financial incentive or price or service difference related to the collection, retention, 

or sale of personal information is not required to provide a notice of financial incentive.



999.305 - Personal Information Under the CCPA

“Personal information” means information that identifies, relates to, describes, is 

reasonably capable of being associated with, or could reasonably be linked, directly or 

indirectly, with a particular consumer or household, includes:

– real name, alias, postal address, unique personal identifier, online identifier, internet 

protocol address, email address, account name, social security number, driver’s license 

number, passport number, or other similar identifiers.

– commercial information, including records of personal property, products or services 

purchased, obtained, or considered, or other purchasing or consuming histories or 

tendencies.

– Biometric information, Geolocation data

– Internet or other electronic network activity information, including, but not limited to, 

browsing history, search history, and information regarding a consumer’s interaction with an 

internet website, application, or advertisement.

– Audio, electronic, visual, thermal, olfactory, or similar information… 



999.305 - Personal Information Under the CCPA, cont’d. 

“Unique identifier” or “Unique personal identifier” means a persistent identifier that 

can be used to recognize a consumer, a family, or a device that is linked to a consumer 

or family, over time and across different services, including, but not limited to:

– a device identifier; 

– an Internet Protocol address; 

– cookies, beacons, pixel tags, mobile ad identifiers, or similar technology; 

– customer number, unique pseudonym, or user alias; telephone numbers, or

– other forms of persistent or probabilistic identifiers that can be used to identify a particular 

consumer or device.
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Generally, these are requirements under the CCPA for Notice of Collection, Request to 

Opt-out, Request for Deletion, and Information on Financial Incentive:

− Use plain, straightforward language and avoid technical or legal jargon.

− Use a format that draws the consumer’s attention to the notice and makes the notice 

readable, including on smaller screens, if applicable.

− Be available in the languages in which the business in its ordinary course provides contracts, 

disclaimers, sale announcements, and other information to consumers in California. 

− Be reasonably accessible to consumers with disabilities. For notices provided online, the 

business shall follow generally recognized industry standards, such as the Web Content 

Accessibility Guidelines, version 2.1 of June 5, 2018, from the World Wide Web 

Consortium, incorporated herein by reference. In other contexts, the business shall provide 

information on how a consumer with a disability may access the notice in an alternative 

format.

− Generally, the same for privacy policies. 

Requirements Under the CCPA 



999.308 - Privacy Policy Requirements

• The purpose of the privacy policy is to provide consumers with a comprehensive description of 

a business’s online and offline practices regarding the collection, use, disclosure, and sale of 

personal information and of the rights of consumers regarding their personal information. 

• A business that does not operate a website shall make the privacy policy conspicuously 

available to consumers. 

• The privacy policy shall be designed and presented in a way similar to Notice under 999.304, 

999.305, 999.306, and 999.307.



999.308 - Privacy Policy Requirements, Cont’d

The privacy policy shall include the following information: 

– Right to know about personal information collected, disclosed, or sold, including categories 

of personal information, sources, and third-parties

– Right to request deletion of personal information

– Right to opt-out of the sale of personal information

– Right to non-discrimination for the exercise of a consumer’s privacy rights 

– Provide instructions on how an authorized agent can make a request under the CCPA on 

the consumer’s behalf 

– Provide consumers with a contact for questions or concerns about the business’s privacy 

policies and practices using a method reflecting the manner in which the business 

primarily interacts with the consumer 

– Date the privacy policy was last updated

– In certain cases, information on training, retention and request metrics 

– A description of the processes regarding the collection of children under 16 
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• 999.305 (4)

When a business collects personal information from a consumer’s mobile device for a purpose

that the consumer would not reasonably expect, it shall provide a just-in-time notice containing a

summary of the categories of personal information being collected and a link to the full notice at

collection. For example, if the business offers a flashlight application and the application collects

geolocation information, the business shall provide a just-in-time notice, such as through a pop-

up window when the consumer opens the application, which contains the information required by

this subsection.

• 999.305 (5) 

A business shall not use a consumer’s personal information for a purpose materially different

than those disclosed in the notice at collection. If the business seeks to use a consumer’s

previously collected personal information for a purpose materially different than what was

previously disclosed to the consumer in the notice at collection, the business shall directly notify

the consumer of this new use and obtain explicit consent from the consumer to use it for this new

purpose.

How should laws like the CCPA be viewed in the era of 

COVID -19 / Pandemic Tracking?



How should laws like the Illinois Biometric Information Privacy Act 

be viewed in the era of COVID -19 / Pandemic Tracking?

• Generally, the Illinois Biometric Information Privacy Act (BIPA), enacted in 2008, was designed to 

help regulate the collection, use, safeguarding, handling, storage, retention, and destruction of 

biometric identifiers and information. BIPA is generally considered the most stringent of all state laws 

of this type. The purpose of BIPA is to give individuals control over a private entity’s use of their 

biometric information by requiring notice and prior consent.

• Generally, Requires Notice and Consent to retention; collection; disclosure; and destruction by a 

private entity. 

• Biometric identifier means a retina or iris scan, fingerprint, voiceprint, or scan of hand or face 

geometry.

• Biometric identifier does not include…. human biological samples used for valid scientific testing or 

screening, demographic data… or other image or film of the human anatomy used to diagnose, 

prognose, or treat an illness or other medical condition or to further validate scientific testing or 

screening.

• Biometric information means any information, regardless of how it is captured, converted, stored, or 

shared, based on an individual's biometric identifier used to identify an individual. Biometric 

information does not include information derived from items or procedures excluded under the 

definition of biometric identifiers.



Is the Expectation of Privacy Flexible Enough in this New Era?

Under the CCPA 

– Biometric information means an individual’s physiological, biological, or behavioral 

characteristics, including an individual’s deoxyribonucleic acid (DNA), that can be used, 

singly or in combination with each other or with other identifying data, to establish individual 

identity. Biometric information includes, but is not limited to, imagery of the iris, retina, 

fingerprint, face, hand, palm, vein patterns, and voice recordings, from which an identifier 

template, such as a faceprint, a minutiae template, or a voiceprint, can be extracted, and 

keystroke patterns or rhythms, gait patterns or rhythms, and sleep, health, or exercise data 

that contain identifying information.

– New technology platforms



Is the Expectation of Privacy Flexible Enough in this New Era?

• Are privacy-by-design frameworks robust enough to address unknown 

corporate or national threats?

• Should consumers be accepting of less privacy regulation in exchange for 

the ability to safely respond to threats, such as pandemics?

• Do you think privacy regulators are assessing the importance of personal 

privacy flexibility in the digital era? 

• Should the need for privacy flexibility be subordinate to compliance 

obligations?


