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Agenda

« CCPA Fundamentals

* Does the CCPA apply to my business?

* Enforcement and Regulations

 California Attorney General and Private Right of Action

 Final regulations and what you should know

* Implementing CCPA - Next Steps for Your Company
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CCPA Fundamentals

» Applies to businesses worldwide

e Covers all California residents CALIFORNIA

* Broad/amorphous definition - relies on tax collection laws!

* Not limited by method of collection or present location of consumer

* Applies to “Personal Information”
* Also very broadly defined

« “identifies, relates to, describes, is capable of being associated with”

» Eight statutory categories
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Consumer Rights

« Right to Know (General and Specific)
 What, Where, Why and Who?
« Types and specific pieces of Pl collected (What)

e Sources from which it was/is collected (Where)
« Business or commercial purpose of collection (Why)

* |dentity of third parties with whom it is shared (Who)

* Right to Access
* Right to Opt Out (“Do Not Sell”)

« Right to Request Deletion (many exceptions)

* Don’t forget your employees!
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Enforcement

* July 1, 2020

« 30day cure

« Civil penalty up to $2,500 for each violation ($7,500 for intentional violations)
* Private Right of Action

* “nonencrypted and nonredacted personal information”
e Statutory damages - $100 to $750 per consumer per incident

« 30 day notice and cure

* Class Actions
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Regulations

Final Regulations submitted June 1, 2020

* Request for expedited review

Proposed Regulations - October 11, 2019

First Notice of Modification - February 10, 2020

Second Notice of Modification - March 27,2020
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Regulations - Critical Update

e Removed § 999.302

» Regulation added in February

“Guidance Regarding the Interpretation of CCPA Definitions”

Deletes “reasonably capable”

Deletes clarification that |IP address, standing alone, is not Pl

Not addressed in Statement of Reasons
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Regulations - Critical Update

e Opt-Out Button

« Added in modified Regulations (February) — ) PoNotSetytnfo—

 Deleted in March

* No placeholder for future Regulation

“The OAG has removed this subsection in order to further develop and evaluate a uniform
opt-out logo or button for use by all businesses to promote consumer awareness of how

to easily opt-out of the sale of personal information.”
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Regulations - Critical Update

* Privacy Policy

 |dentify the categories of Pl

|dentify the categories of sources

|dentify the business or commercial purpose

For each category of Pl, identify third parties to whom the information was disclosed

Additional disclosures if business knowingly sells the Pl of minors under 16 years of age
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Regulations - Critical Update

e Consumer Requests

* Methods of submitting requests
* Toll free phone number
« E-mail address ( if exclusively online)
 |Interactive form (Do Not Sell My Information)
* Timing of Response
* Confirm receipt within 10 business days
* Respond within 45 calendar days

* Comply with opt-out request within 15 business days
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Regulations - Critical Update

* Responding to a Request to Know

* Plexempt if:
* Pl thatis not reasonably accessible;
* Pl maintained solely for legal purposes;

* Plis not sold or used for commercial purposes; and

* Business provides an explanation of the above.

* Do not send sensitive personal information
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Regulations - Critical Update

» Service Providers

» A covered business acting as a service provider, dual role

Shall not “retain, use, or disclose personal information”

Permitted to retain another service provider

May use to improve the quality of its services, but not to modify consumer profiles

Consumer requests
e Act on behalf of business, or

* Inform consumer that request cannot be acted upon
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Roadmap to Compliance — Preparing for July 1

 Map your Data

« Update Privacy Disclosures

* Prepare and Train Your Employees

* Check Your Vendor Contracts

* Check Your Security and Data Practices

« Update HR Documents and Give Notice
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Roadmap to Compliance — Preparing for July 1

e Step 1: Map your Data
« Determine where data exists that might be needed to respond to requests
* Processis driven by company

* Requires input from every division within the company

* Not limited to digital data
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Roadmap to Compliance — Preparing for July 1

» Step 2: Update Privacy Disclosures

Revise policies to include all required CCPA disclosures

Ensure privacy disclosures are accessible and in appropriate locations
* Notice at point of collection
* Posted Privacy Policy

» Signage

Include toll-free number for requests to know and requests to delete

Include “Do not sell my personal information” link and interactive form for opt-out

Update notice and privacy policy for any changes related to COVID and reopening

CONFIDENTIAL MATERIALS | ATTORNEY ADVERTISING AI Ien Matkl nS 15



Roadmap to Compliance — Preparing for July 1

* Step 3: Prepare and Train Your Employees

* Train any employee with access to consumer Pl

|dentify and train person(s) responsible for consumer requests

Update internal policies and procedures

 Don't miss adeadline

Document!

» Especially compliance with request to delete, or any reliance on exception

 Who responded, substance of response - look for self-improvement!

In many ways, CCPA is a “good faith” statute
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Roadmap to Compliance — Preparing for July 1

* Step 4: Vendor Contracts

 |dentify Vendors

« Service Provider vs. Third-Party Vendor

 Service Provider must have a written contract
* Treatment of PI

» Datasecurity

* Indemnity and insurance

e Service Provider?
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Roadmap to Compliance — Preparing for July 1

* Step 5: Check up on Security and Data Practices
» Digital and physical security
» Review company policies: Personal devices, Gmail, Dropbox, Google Docs

* Internal data breach response policy
* Written response protocol can limit damages
* Useyour attorneys!

* |nsurance
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Roadmap to Compliance — Preparing for July 1

» Step 6: Update HR Documents and Give Notice

Employees presently exempted from CCPA datarights

« Atleastuntil January 1, 2021

But notice of data handling practices still must be given

* Such as dissemination of new privacy policy

And disclosure must be made at time of collection

» Applicants, background checks, how data will be used

In short, “employees” are “consumers” (mostly)
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Questions?

* Questions?

« Allen Matkins can help!
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Contact

Kit Garcin, Associate Matt Marino, Partner
619.235.1518 619.235.1558
kgarcin@allenmatkins.com mmarino@allenmatkins.com

600 West Broadway, 27t Fl., San Diego, CA 92101 | www.allenmatkins.com
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