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Agenda

▪ California Privacy Governance & 
Compliance

▪ California Data Privacy Litigation 
Trends

▪ Cybersecurity Governance

▪ Incident Response & Incident 
Response Preparedness



Privacy Governance & Compliance 
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Expansion of U.S. Privacy Laws

▪ Jan 1, 2020 – California Consumer Privacy Act (CCPA) went into 

effect; gave California residents data subject rights (Access, Delete, 

and Do Not Sell My Personal Information) and imposed new privacy 

obligations on businesses

▪ Jan 1, 2023 – the CCPA was amended, which increases the number 

of data subject rights, expands the scope to include all California 

employees (B2E), vendors and commercial customers (B2B), and 

imposes more stringent obligations on businesses

▪ In 2023, 4 more new state privacy laws went into effect in Virginia, 

Colorado, Connecticut, and Utah

▪ In 2024, 3 more new state privacy laws went into effect in Oregon, 

Texas, and Montana

▪ In 2025, 8 more new state privacy laws went into effect in Delaware, 

Iowa, Maryland, Minnesota, Nebraska, New Hampshire, New Jersey, 

and Tennessee

▪ In 2026, 3 more new state privacy laws went into effect in Indiana, 

Kentucky, and Rhode Island
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Mitigating Privacy Litigation & 

Enforcement Risks

▪ Website audits 

▪ Privacy Notice Disclosures 

▪ Accurate and adequate 

▪ Tracking Technologies

▪ Use, disclosure, and opt outs  

▪ Data Protection Agreements 

▪ Service providers and processors

▪ Enforcement Priorities 

▪ Honda, Healthline, Tractor Supply, Jam City, and 

Sling TV judgments (CPPA)
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Enforcement Sweeps in California

▪ Opt-outs in mobile app context

▪ Loyalty programs 

▪ Connected vehicles

▪ Streaming services 

▪ Employee privacy 
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Automotive Manufacturer 

Enforcement Action

▪ Violations:

o Required excessive identity verification for opt-out 
requests

o Cookie preference center did not have symmetrical 
privacy choices (two steps to opt out, one step to 
opt-in) 

o Failure to maintain CCPA compliant contracts with ad 
tech vendors

▪ Remedies:

o $632,500 fine

o Certify its compliance, train its employees, and 
consult a user experience (UX) designer to evaluate 
its methods for submitting privacy requests

o Change contracting process
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Healthline Enforcement Action
▪ Violations:

o Faulty “consent banner” that didn’t disable tracking cookies 
despite representing it would 

o Continued the sale and sharing of consumer PI after 
receiving opt-out requests

o Violating the purpose limitation principle by using consumer 
PI inconsistent with the purposes for the initial collection 
(“sharing article titles suggesting consumer may have…a 
medical condition”) 

o Lack of CCPA-compliant third-party agreements 

▪ Settlement terms:

o $1.55 million settlement 

o Update all disclosures and correctly process opt-out 
requests

o Disgorge all SPI collected

o Prohibiting all sales of PI indicating a consumer viewed a 
specific article

o Executing CCPA compliant contracts
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Tractor Supply 

Enforcement Action

▪ Violations:

o Failing to maintain privacy policy that notified consumers of 
their privacy rights

o Failing to notify California job applicants of their privacy 
rights and how to exercise them

o Failing to provide effective mechanism to opt-out (including 
through GPC)

o Disclosing personal information to other companies without 
entering into contracts with privacy protections

▪ Settlement terms:

o $1.35 million settlement 

o Scanning digital properties to inventory tracking 
technologies

o Annual certification of compliance



12

Sling TV and Dish Media Supply 

Enforcement Action

▪ Violations:

o Failing to provide effective mechanism to opt-out, 

especially on its apps

o Failing to provide sufficient privacy protections to children

o Combined CCPA opt-out with cookie choices in a 

confusing way

▪ Settlement terms:

o $530,000

o Maintain an opt-out that’s easy to use with minimal steps 

o “Kid’s profiles” and other tools to minimize children’s data
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Jam City Enforcement Action

▪ Violations:

o Failing to provide effective mechanism to opt-out in 
mobile gaming apps (no opt-outs in any of 21 apps)

o Failing to provide sufficient privacy protections for 
children

o Shared or sold data of children between ages 13 to 16 
without affirmative consent 

▪ Settlement terms:

o $1.4 million

o Provide in-app methods to opt-out of sale or sharing of 
data

o No sale or sharing of personal information of 
consumers between the ages of 13-16 without 
obtaining affirmative “opt-in” consent
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Disney Enforcement Action

▪ Violations:

o Failing to provide effective mechanism across devices 
and services

o Failing to provide opt out in connected TV streaming 
apps

▪ Settlement terms:

o $2.75 million

o Provide effective methods to opt-out of sale or sharing 
of data across devices and services
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Regulatory Enforcement – 

Practical Takeaways

1. Exercising opt-out rights must be easy, 

symmetrical and effective

2. No identity verification for consumer opt-out 

requests 

3. Ensure that compliant contracts are in place 

with ad tech vendors

4. Updating notices, keeping them accessible 

and understandable 



Data Privacy Litigation Trends



Incident to Litigation Pipeline
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Data Privacy Litigation Trends
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Why Privacy Matters…

▪ Yes, you really do

– In the past three years:

Defendant Case Wrongful Act Amount Paid

Facebook In re: Facebook, Inc. Consumer 

Privacy User Profile 

Litigation, Case No. 3:18-md-

02843-VC (N.D. Cal.).

Data Sharing $725,000,000

Google In re Google Referrer Header 

Privacy Litigation, Case No. 

Case No. 5:10-cv-4809-EJD

Data Sharing $23,000,000

TikTok In Re: TikTok, Inc., Consumer 

Privacy Litigation, MDL No. 2948

Data Collection $92,000,000

Facebook In re Facebook Biometric 

Information Privacy Litigation, 

Case No. 3:15-cv-03747-JD 

(N.D. Cal.)

Data Collection $65,000,000

In the past five years:
Defendant Case Wrongful Act Amount Paid

Facebook In re: Facebook, Inc. Consumer 

Privacy User Profile 

Litigation, Case No. 3:18-md-

02843-VC (N.D. Cal.).

Data Sharing $725,000,000

Comcast Hasson v. Comcast Cable 

Communications LLC, Case No. 

2:23-cv-05039-KMY (E.D. Penn.)

Data Breach $117,500,000

Google In re Google Referrer Header 

Privacy Litigation, Case No. Case 

No. 5:10-cv-4809-EJD

Data Sharing $23,000,000

TikTok In Re: TikTok, Inc., Consumer 

Privacy Litigation, MDL No. 2948

Data Collection $92,000,000

Facebook In re Facebook Biometric 

Information Privacy Litigation, Case 

No. 3:15-cv-03747-JD (N.D. Cal.)

Data Collection $65,000,000
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Data Breach Litigation
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Weaponization of Arbitration

▪ Intended to manage cost, timing, and publicity of 

litigation

▪ Counsel are identifying cases involving:

o A statutory privacy claim;

o A company with online terms requring 

arbitration;

o Thousands of individuals with data allegedly 

involved

▪ Once identified, counsel sends a demand 

letter threatening to file thousands of individual 

arbitration demands



21

State Wiretap Statutes 

All states have some version of a wiretap statute 

Of those 50 statutes, 40 of them have a private right of action, 
and only a few (approximately 6) apply exclusively to aural 
communications 

The majority of the statutes provide for either statutory damages 
(i.e., $5,000 per violation) or liquidated damages (i.e., $100 per 
day for every day during which the violation occurs) 
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What is Wiretap Litigation?

Plaintiffs allege that companies violate CIPA (and other state wiretap 
statutes) through the use of three widely-used internet functionalities:

Chatbot
Session 
replay 

Pixel 
Technologies 

The Ninth Circuit gave rise to this litigation (at least in California) 
when it stated in Javier v. Assurance IQ, LLC, No. 21-16351, 2022 
WL 1744107, at *1 (9th Cir. May 31, 2022) that “[t]hough written in 
terms of wiretapping, § 631(a) [of the California Invasion of Privacy 

Act (CIPA)] applies to Internet communications.” 
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Wiretap Litigation: The Claims 

• § 631(a) – aiding and abetting wiretapping

California Invasion of Privacy Act 
(CIPA)

• Common law and Constitutional

Invasion of Privacy 

• Unfair, Fraudulent, and Unlawful 

Unfair Competition Law, Bus. & 
Profs. Code § 17200, et seq. 
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Wiretap Litigation: § 631(a) of 

CIPA

California Penal Code § 631(a) makes a 
company liable under four different scenarios:

(1) where a person “by means of any machine, 
instrument, or contrivance, or in any other 
manner, intentionally taps, or makes any 

unauthorized connection ... with any telegraph or 
telephone wire, line, cable, or instrument”;

This clause has been affirmatively held not to 
apply to internet capabilities. See Valenzuela v. 
Keurig Green Mountain, Inc., 674 F. Supp. 3d 

751, 756 (N.D. Cal. 2023 (“[T]he statute—by its 
plain terms—does not apply to technologies 

other than telegraphs and telephones.”). 

(2) where a person “willfully and without consent 
of all parties to the communication, or in any 

unauthorized manner, reads, or attempts to read, 
or to learn the contents or meaning of any 

message, report, or communication while the 
same is in transit or passing over any wire, line, 

or cable, or is being sent from, or received at any 
place within this state”;

This clause has three distinct elements:  “(1) the 
absence of consent; (2) the party exception; and 

(3) the ‘while ... in transit’ requirement.” Id. 

(3) where a person “uses, or attempts to use, in 
any manner, or for any purpose, or to 

communicate in any way, any information so 
obtained”; and

“A violation under the third clause of § 631(a) is 
contingent upon a finding of a violation of the first 

or second clause of § 631(a).” Swarts v. Home 
Depot, Inc., No. 23-CV-0995-JST, 2023 WL 

5615453, at *6 (N.D. Cal. Aug. 30, 2023)

(4) where a person “aids, agrees with, employs, 
or conspires with any person or persons to 

unlawfully do, or permit, or cause to be done any 
of the acts or things mentioned above.”

A defendant can only be held liable under the 
fourth clause, if a third party is found to have 
violated either the first or second clause, and 

since the first clause does not apply to the 
internet, the plaintiff must prove a violation of the 

second clause 
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What is Pen-Trap Litigation?

▪ The Southern District of California gave rise to 
Pen-Trap litigation when it decided Greenley v. 
Kochava, Inc., No. 22-CV-01327-BAS-AHG, 
2023 WL 4833466 (S.D. Cal. July 27, 2023)

– There, the Court stated that:

• “Today, pen registers take the form of 
software.”

• “[T]he Court rejects the contention that a 
private company's surreptitiously embedded 
software installed in a telephone cannot 
constitute a ‘pen register.’”

Wiretap vs. Pen-trap

• Wiretap – must 

show no consent for 

monitoring and that 

communications were 

captured

• Pen-trap – must show 

that pen register was 

used without consent or 

court order
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What Is A Pen-Trap?

▪ A “Pen-Trap” is a term used to describe two different things: a 
“pen register” and a “trap-and-trace” device 

o Pen Register: a device or process that records or decodes 
dialing, routing, addressing, or signaling information 
transmitted by an instrument or facility from which a wire or 
electronic communication is transmitted, but not the 
contents of a communication

o Trap-and-Trace Device: a device or process that captures 
the incoming electronic or other impulses that identify the 
originating number or other dialing, routing, addressing, or 
signaling information reasonably likely to identify the source 
of a wire or electronic communication, but not the contents 
of a communication

▪ California law prohibits a person from “install[ing] or us[ing] a 
pen register or a trap and trace device without first obtaining a 
court order” and arguably, includes a $5,000 per violation 
statutory damages penalty
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Pen-Trap Litigation: Defenses

• Pen-Traps can only be used on “telephonic devices”

• An IP Address cannot qualify as “dialing, routing, addressing, or signaling 
information”

No Pen-Trap Device Installed or Used 

• Voluntarily visiting a website necessarily includes the voluntary sharing of an IP 
Address

Consent 

• Acceptance of Plaintiffs’ theory would, on the whole, make operating a website 
unlawful 

Public Policy 

• CIPA cannot apply to actions taken outside of California 

Extraterritorial Application 



CCPA Cybersecurity Audits
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Why This Matters

▪ Annual cybersecurity audits for certain 

CCPA-covered business

▪ CalPrivacy defines “reasonable security” in 

practice

▪ Applies where processing presents 

“significant risk”

▪ Audits must be thorough and independent 
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Who is in Scope?

▪ Driven by business model + data volume

▪ Applies beyond tech and data-native companies

▪ The business derives 50% or more of its annual revenues 
from selling or sharing customer personal information OR

▪ The business has annual gross revenues exceeding 
$26,625,000 (w/ periodic adjustments for inflation) AND 

o in the preceding calendar year processed the personal 
information of 250,000 or more consumers or 
households OR 

o the sensitive personal information of 50,000 or more 
consumers
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Implementation Timeline – 

Overview 

▪ Phased rollout from 2027-2029 based on 

revenue

▪ Certifications due 2028-2030 depending on 

tier

▪ Preparation should begin in 2025-2026

▪ Build governance muscle memory early
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Implementation Timeline – 

Specifics
▪ The rule provides a phase implementation predicated on a business’s gross 

revenue: 

o As of January 1, 2027 – businesses with an annual gross revenue over 
$100mm for CY 2026

• Must complete an audit covering the 2027 calendar year with 
certification by April 1, 2028

o As of January 1, 2028 – businesses with an annual gross revenue between 
$50mm and $100mm for CY 2027

• Must complete an audit covering the 2028 calendar year with 
certification by April 1, 2029

o As of January 1, 2029 – businesses with an annual gross revenue under 
$50mm for CY 2028

• Must complete an audit covering the 2029 year with certification by 
April 1, 2030

▪ After the first audit, a business must complete an audit for any year in which it 
meets the application criteria for the Rule as of January 1 of that year
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Auditor Independence and 

Governance

▪ Auditor must be qualified, objective, and independent

▪ Permissible to use an internal or external auditor; 
must have expertise in both cybersecurity and 
auditing

▪ Businesses that use an internal audit, such auditor 
must report to a member of executive management 
outside cybersecurity leadership

▪ Business must make available to auditor all 
information requested by the auditor
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Reasonable Security – 

The Baseline

▪ Authentication Controls – strong 
authentication/use of MFA for employees, 
contractors, and service providers

▪ Encryption – of personal information both at 
rest and in transit

▪ Access control – least privilege access to 
individuals, accounts, or applications; limit 
number of privileged accounts/creation of 
new accounts
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Reasonable Security – Data & 

Vulnerability Management 

▪ Data inventory and data flow mapping – 
maintaining an inventory of data flows

▪ Secure configuration 

▪ Patch management 

▪ Vulnerability management – internal and 
external vulnerability scans, pen testing, and 
vulnerability disclosure and reporting
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Reasonable Security – 

Monitoring & Containment

▪ Logging & Monitoring – centralized logging 

with meaningful retention

▪ Deployment of intrusion detection and 

prevention tools

▪ Data loss prevention tools

▪ Malware protection

▪ Systems Segmentation
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Reasonable Security – People & 

Supply Chain 

▪ Training and awareness – ongoing 
cybersecurity education and training

▪ Secure development lifecycle 

▪ Vendor Management – oversight over service 
providers, contractors, and third parties to 
ensure compliance with contractual and legal 
obligations; “third parties are part of the 
security perimeter”
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Reasonable Security – Data 

Lifecyle & Incident Response 

▪ Information Governance – data retention 

schedules and secure disposal

▪ Incident Response – documented incident 

response plan, regular testing of incident 

response capabilities

▪ Regular enterprise-wide testing with 

executive leadership involvement required
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How Will Auditors Judge You?

▪ Controls – implemented and enforced? 

o Tailored to size, data, and risk profile?

o Auditor must determine which controls are 

appropriate 

▪ Gaps – identified and remedied? On what 

timetable? 

▪ Policies – necessary but not sufficient
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Audit Artifacts – “show your work”

▪ Audit Report – evidence-based audit report

▪ Testing, interviews, and documentation

o Cannot rely on management assertions alone

▪ Gaps – report must detail identified gaps/weakness and 
business’s plan to remediate

▪ Auditor Certification – auditor must certify as to 
impartiality and independence of audit 

▪ Executive Certification – must submit a written 
certification of completion signed by executive with 
direct responsibility for cybersecurity audit compliance
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Enforcement Reality Check – 

23 NYCRR 500 (NYDFS)

▪ $19M+ in penalties (2025): Eight auto insurers fined 
for cybersecurity failures and data exposure

▪ $2M+ penalty (2025): Peer-to-peer payment 
processor for breach exposing unmasked SSNs

▪ $2M fine (2025): Fintech company for cybersecurity 
control failures

▪ $1M settlement (2023): Title insurance and 
settlement services company for governance/control 
breakdowns

▪ Enforcement is governance-driven – audit and control 
failures become evidence



These materials have been prepared by Baker & Hostetler LLP for informational purposes only and are not legal advice. The information is not intended to create, and receipt of it does not constitute, 

a lawyer-client relationship. Readers should not act upon this information without seeking professional counsel. You should consult a lawyer for individual advice regarding your own situation. 
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