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T THE CROSSROADS
ng Risks & Regulations




The Age-Old Question: What Data Do We Have?



You pétiaR
is the SleéACIEPIL DS Security.

you can't see or quantify.




Do you know where
all your data is stored?

Can you easily and
quickly respond to
requests for data
(DSAR, e-discovery,
investigation, breach
notification, etc.)?

Do you know how long to
keep data and when to
dispose of it?

Do you know what
regulations govern
your data?

Do you know what
3rd Parties access or
have your data?




Rights, Consents, and Data Licensing
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Over-Retention of Data = Massive Breaches & Fines

BlackBaud

“Reckless Data Retention Practices”

FTC Fine

$3M

« 2020 data breach impacting

millions of people

- Failed to enforce their records

retention schedule

« Exacerbated the number of

individuals impacted.

* The average fine levied by the

FTC for privacy and
cybersecurity violations is
$45.7M

Disney

“Millions of Slack Messages Breached”

Internal
Slack Messages

44 Mil

+ 18,800 spreadsheets
- 13,000 PDFs

* Highly sensitive personal

data about employees

* Unreleased projects &

sensitive documents

« Class action lawsuit
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élé Litigation
&@ Breach or Cyber Attack

ag Enforcement Action

/*"o{ Use of Al

Privacy Rights Request
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DATA RISK
EMENT STRATEGY




V" Assess Pll Processing

/' Assess Al Processing

V' Privacy Rights Processes

v Notice & Consent

v Data Retention Rules

v/ Legal Hold Processes

v/ Data Classification

+/ Data Remediation & Disposition
/' Assess Third Party Risks

360°

Data

Visibility

Minimize
Impact &
Disruption

Leverage Al
Technology

Less
Individuals
Impacted

L Reduce
Defensible ﬂ Fines &

Position

\ Protect

Legal &
Financial
Interests

Costs \

Respond
i Faster

Recover
Faster

Minimize
Resources

Less

Data
Impacted
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KEY TAKEAWAYS + Q&A

Reduce Risks & Costs
Avoid Fines

Respond
Faster

Protect
Your Company



exterro
Thanks for Attending!

For more information on anything from
today’s presentation, please contact...

jean.donaldson@exterro.com
veronica_torres@fanniemae.com
|Peters@polsinelli.com

www.exterro.com


https://www.exterro.com/resources/data-subject-access-requests-dsar-guide/
https://www.exterro.com/resources/data-subject-access-requests-dsar-guide/
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