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THE ISSUE – FOREIGN INFRINGERS ON ONLINE MARKETPLACES
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• Your client has a popular brand(s) and/or product(s).
• Online marketplaces (e.g., Amazon.com, Alibaba.com, made-in-china.com) 

operated by foreign sellers sell counterfeit/infringing products to U.S. 
customers.

• Listings/products infringe trademarks, trade dress, design patents, 
utility patents, and/or copyrights.

• Don’t know who the sellers really are—sellers use seller aliases.
• Have no known U.S. physical presence.

• What do you do?
• Enforce in foreign jurisdiction?
• ITC?
• Takedown requests?
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Enforcement Tools – Takedown Requests
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• Online retail platforms, domain registrars, and social media sites have 
takedown procedures for infringement complaints.
• Different forms/links for different types of infringement (i.e., trademark or 

copyright).
• Some platforms require accounts and pre-registration with the submission of 

registration certificates.
• Relatively quick and inexpensive method to stop trademark and copyright 

infringement.
• Good option when you cannot identify infringer.
• Easy to track metrics to show decrease in infringing products on sites.
• May lead to a whack-a-mole scenario.
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Amazon “Report Infringement”
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https://www.amazon.com/report/infringement/signin
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Amazon Counterfeit Crimes Unit
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https://trustworthyshopping.aboutamazon.com/counterfeitcrimesunit
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Alibaba “IP Protection Program”
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https://ipp.aidcgroup.net/index.htm?language=en_US#/ippHome
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A SOLUTION - “SCHEDULE A” LITIGATION – N.D. ILLINOIS
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SAMPLE “SCHEDULE A”
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SCHEDULE A LITIGATION – SHHHH, IT’S A SECRET.
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• Schedule A is filed under seal.

• Complaint also filed under seal.
• A public version with redactions is filed.

• Defendants are not initially aware that a lawsuit has been filed against them, 
which is the intention. 

• Defendants not publicly identified
• IP rights not identified (maybe)
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SAMPLE “SCHEDULE A” TIMELINE

7/1/2025 8/15/2025
8/1/2025

Complaint
Ex Parte Motion for TRO

TRO GRANTED

TRO (14 days)TRO (14 days) TRO ExtensionTRO Extension

File Motion for
Preliminary Injunction

Serve TRO on
 Marketplaces

File Motion to
 Extend TRO

Serve Defendants
 By Email

File Motion for Default, Default Judgment,
 Entry of Permanent Injunction 

Final Judgment Order

Few Days

Marketplaces respond
 to TRO

PI Order
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EX PARTE MOTION FOR TEMPORARY RESTRAINING ORDER
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• File an ex parte motion for a Temporary Restraining Order (under seal).
o A Court may issue an ex parte TRO where immediate and 

irreparable injury, loss, or damage will result to the applicant before 
the adverse party can be heard in opposition. Fed. R. Civ. P. 65(b).

• Immediate and irreparable injury, loss, or damage: Defendant can and 
will likely register new domain names or online marketplace accounts 
under new aliases and move any assets to offshore bank accounts 
outside the jurisdiction of this Court.
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RELIEF SOUGHT BY TRO
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1. Marketplace Listings Removed: Immediately cease all sale, offer for 
sale of infringing products.

2. Seller Accounts Frozen: Prevent the transfer or disposal of any 
money or other of Defendant’s assets in any of Defendant’s financial 
accounts.

3. Expedited Discovery: Third parties required to provide expedited 
discovery to plaintiff (e.g., 7 days after notice of TRO) about 
defendants (e.g., identities, financial accounts, sales information, email 
addresses).

4. Permission for Alternative Service: Permits service of process, 
notice of TRO, notice of motions, etc. via email.
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ISSUES TO CONSIDER
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• Personal jurisdiction
• Test buys are generally required

• How many and which defendants to include in a single action? JOINDER!
• Two conditions must be satisfied: 

(1) the claims against them must be asserted “with respect to or arising out of 
the same transaction, occurrence, or series of transactions and 
occurrences,” and 

(2) there must be a “question of law or fact common to all defendants.”
• Be able to assert that all defendants sell the same (or virtually identical) accused 

products
• Be able to assert other similarities between defendants (e.g., same photos, 

similarities in product listings, etc.)
• Joinder dismissals are on the rise.
• Who is your Judge?



© 2025 Knobbe Martens

BENEFITS
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• Can target multiple defendants at one time
• Obtain relief without notice to defendants
• Reasonably quick relief
• Possibility of some recovery

• Seller balances may be small or nothing.
• Made-in-china.com does not have seller balances.
• Statutory damages for use of counterfeit mark (15 U.S.C. § 1117(c)(2))
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Questions?

15




	Slide Number 1
	THE ISSUE – FOREIGN INFRINGERS ON ONLINE MARKETPLACES
	Enforcement Tools – Takedown Requests
	Amazon “Report Infringement”
	Amazon Counterfeit Crimes Unit
	Alibaba “IP Protection Program”
	A SOLUTION - “SCHEDULE A” LITIGATION – N.D. ILLINOIS
	SAMPLE “SCHEDULE A”
	SCHEDULE A LITIGATION – SHHHH, IT’S A SECRET.
	Slide Number 10
	EX PARTE MOTION FOR TEMPORARY RESTRAINING ORDER
	RELIEF SOUGHT BY TRO
	ISSUES TO CONSIDER
	BENEFITS
	Slide Number 15
	Slide Number 16

