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I suppose we

all start to feel
that time flies as
we age, but this
year, serving as
your Chapter
President, I feel
things have flown
by even more than in prior years. We've
accomplished a lot, and yet there is still
so much to be done! The good news is
that we remain in excellent hands as
Taren takes on the President role at our
end-of-year board meeting on December
7. Taren has been a wonderful partner all
year and a superb member of our execu-
tive team for the last two years. I have no
doubt that the chapter will continue to
thrive under her leadership.

I have many reasons to smile in reflect-
ing on this past year. We returned to in-
person lunches, meetings, and socials
at some old favorites such as Barcocina,
Citron, Ruth’s Chris, and Topside, and
tried out some new locations such as
Manor Hill Farm, Ampersea, Guilford
Hall Brewery, and Blackwall Hitch. Our
attendance waxed and waned at times,
but our sponsors remained committed
and engaged. Golf/ Wine moved back
to the Spring and the feedback was that
it may have been one of our best events
yet. The ACC Annual Meeting’s in-
person return was well-received, leaving
many of us excited for next year’s event

in San Antonio. We welcomed new
board members, while saying goodbye
to a few, and we made progress on our
primary goal of increasing our chapter’s
exposure on social media and planting
seeds for stronger marketing initiatives.
ACC National recognized our chapter’s
strengths by naming us a Silver Chapter
of Distinction - quite appropriate as

we also celebrated our chapter’s Silver
(25") Anniversary. We have much to be
proud of!

In closing, thanks to everyone for your
continued commitment to the chapter.
On a personal note, thank you for your
support of me this last year. It was an
honor to serve as your President. I look
forward to continued involvement as
Immediate Past President and to assisting
in any way with the chapter’s continued
success and growth.

Onward and Upward!
Kimberly Neal
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Why Accessibility Matters

By Yosr Hamza, Gartner Director, Legal Counsel

I recently traveled with my kid. As a
caregiver to a pushchair/wheelchair user,
we were automatically asked to use the
wheelchair line. While waiting in line for
our turn, I could not help but notice that
our check-in counter was lower than all
the other counters. As a newbie to the
disability community who has become
accustomed to many things being inac-
cessible for people like my kid, I asked
the security officer if the lower counter
was intentional.

“Yes. We want everyone to be equal.
They need a lower counter so they
can communicate with the security
officer with confidence, ease, and
comfort. Their experience should be
a pleasant one.”

Security officer at check-in counter

The incident triggered many thoughts
and emotions. That something so simple
can make a whole community visible
blew my mind. More than diversity and
equity matters: Inclusion matters too.

Consider the entire experience

And accessibility needs special attention.
Because even though people who have
disabilities may want to participate in
the world fully and independently, they
struggle when they undertake simple
services, shop, dine out, go to cultural
and sports events, and maintain vehicles.

ACC News

They can’t always find
accessible offices and
workstations that
enable them to hold
jobs. Education may be out of reach

too. Even when accessibility is addressed,
it’s not always adequate and yet, it often
could be easily. Much is designed without
people with disabilities being taken in
consideration.

Much is designed without people
with disabilities being taken in
consideration.

Although it sounds so simple while writ-
ing it, including everyone is more than
just the right thing to do. It is a smart
business decision, and will eventually
provide you with a larger pool of custom-
ers and employees.

Most of us will at some time will deal
with a temporary or situational disability
(e.g., broken wrist, sprained neck, etc.).
Accessibility, keep in mind, is much more
than building wheelchair ramps and
posting signs in braille. It is about the
entire experience of how something is
designed to be used — to assure someone
dealing with any kind of impairment can
participate as fully as possible and glean
what is wanted to be gleaned for what
they are doing.
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Accessibility, keep in mind, is much
more than building wheelchair
ramps and posting signs in braille.

Lead by example

There are many ways that we can nudge
the status quo and encourage employ-
ers or shops or service providers to
make services, products, or premises
more accessible. Go beyond the law and
beyond ideal environmental, social and
governance (ESG) recommendations.
Help your organization shine and lead
as an example. Prove to your disabled
employees and customers, and the world
at large, that all are valued, and that you
are making conscious effort to ensure
they can benefit from an ideal experience,
like the one I and my kid had.

There are many ways that we

can nudge the status quo and
encourage employers or shops or
service providers to make services,
products, or premises more
accessible.

And always remember: It often takes just
one person to make a change.

ACC In-house Counsel
Certification Program:
Dec. 5-15, Virtual

The In-house Counsel Certification
Program covers the core competencies
identified as critical to an in-house
career. This virtual training is a
combination of self-paced online
modules and live virtual workshops.
The workshops will be conducted over
a two-week period, four days a week
for three hours each day.
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Business Education For In-house

Counsel: Nov. 30 - Dec. 2, Boston, MA

In today’s evolving climate, it is more important
than ever for in-house lawyers to take on a
more strategic role, investing in the company’s
ability to grow. ACC and the Boston University

Questrom School of Business are offering

their popular Mini MBA for In-house Counsel

ACC365 App Now
Available to Download

Your work goes beyond your
desktop and now so does the
ACC member experience.
The brand-new ACC365 app
is now available to download.
Stay connected and get the

in-person again, November 30-December 2
in Boston, MA, USA! Master the executive
skills needed to ensure that you—and your

organization—continue to move forward.

ACC experience in the palm of
your hand. With one tap, you
are plugged into the people,
resources, and knowledge that
accelerate your career.




If Sun Tzu Was a Lawyer - The Art of Litigation
By Jeff Golimowski, Womble Bond Dickinson (US) LLP

This article is part of Womble Bond
Dickinson’s The Evolving Dance: The
Changing Role of Company Counsel and
Compliance Officers thought leadership
series, which examines how leaders bal-
ance a myriad of strategic business and
compliance mandates in an ever-evolving
landscape. For more insights, visit The_
Evolving Dance hub.

In a recent conversation with a large
holding company’s general counsel, the
GC opined that he viewed litigation,
either as a plaintiff or a defendant, as an
opportunity to play the long game. When
I noted that many GCs viewed litigation
as something to be avoided at almost all
costs, he explained why his view was dif-
ferent. When circumstances were favor-
able to the company, he said he would not
hesitate to enter litigation, if he thought
the end result was achievable and benefi-
cial in the long term - even if it carried
risk and expense in the short term.

His comments reminded me of The Art
of War - strategic insights borne of long
experience. Which got me thinking: given
that litigation can sometimes feel like a
battle, what would the ancient Chinese
strategist think of modern litigation?
What follows are strategic consider-
ations for commercial litigation, liberally
adapted from Sun Tzu’s maxims.

Take Out Emotion

No ruler should put troops into the field
merely to gratify his own spleen; no general
should fight a battle simply out of pique.

If it is to your advantage, make a forward
move; if not, stay where you are.

Most corporate counsel are familiar with
the moment when a business leader calls,
furious over a letter received or action
taken, and demands that counsel do
something. By instinct, many GCs will do
their best to dissuade their angry col-
league because the GC knows, probably
much better than the business leader,
what they are really asking for and what
it entails.Yet, in-house counsel are most
valuable when they can dispassionately
evaluate all circumstances and determine

whether, despite the discomfort and dif-
ficulty, litigation may be the best option.
If it is to your advantage, make a forward
move.

For instance, a multinational client of
mine was once faced with a flurry of
small lien suits that raised exactly the
pique Sun Tzu warned about — where did
all these suits come from and why are
they draining my time and budget now?
Individually, none of them were cost
effective to fight - but together, the total
exposure was significant. Spread across

a variety of jurisdictions with similar
fact patterns, the client and I determined
that settling all of them was inadvisable.
Even though it would cost more than any
individual case’s demand to litigate, a
favorable verdict in one could be used as
precedent to attack the others. The result
was a careful analysis of the cases asserted
and an informed decision to litigate a
handful of cases. Following a few favor-
able decisions, settlement negotiations in
the remaining cases were generally short
and favorable to the client.

Preparing to Fight

The art of war teaches us to rely not on
the likelihood of the enemy’s not coming,
but on our own readiness to receive him;
not on the chance of his not attacking, but
rather on the fact that we have made our
position unassailable.

Like most litigators, I'm often asked for
advice during a transaction as to the
potential risk involved in specific circum-
stances: what happens if we take action
X? Will we be sued? What's the likelihood
the enemy is coming?

Unlike determining whether to initi-

ate litigation, where control rests with
the client, it's impossible to determine
if and when a potentially adverse party
will bring suit. Just as a good prosecutor
can convince a grand jury to indict the
proverbial ham sandwich, a good litiga-
tor will find a way to sue that same ham
sandwich for fraud. Involving litigators
prior to transactions or major actions
that carry risk can dramatically improve

your chance of winning if you do find
yourself in a lawsuit.

Making one’s own position unassailable
means inserting language into deals pro-
viding for indemnity, control of defense,
and choice of law/choice of venue that
will be most favorable to your side, which
litigators are often in the best position

to identify. While the sides in a deal are
looking to best case scenarios, litigators
are used to dealing with the aftermath
of a deal going sideways. Involving the
people who will fight the battle in choos-
ing the ground on which that battle will
be fought will not stop the battle, but it
will make the battle more easily won.

Follow the Goal, Not the Fight

In war, then, let your great object be vic-
tory, not lengthy campaigns.

In hard fought, contentious litigation,
every individual motion or deposition
can take on outsized importance. When
you've been fighting an intransigent
opponent for three years, a ruling on a
motion to continue suddenly becomes
the most important decision since Plessy
v. Ferguson. Your litigators are fighting
the lengthy campaign, but your object, as
a general counsel, is victory in your busi-
ness objectives.

To achieve this balance, it’s important to
identify the goal of a litigation as early as
possible and subject that goal to constant
re-evaluation. Perhaps you are choosing
to bring suit in order to obtain a favorable
judicial ruling that can be used as prec-
edent in other actions; that may mean
you want your litigators to go to trial
and win. This necessitates a dramatically
different litigation strategy from trying
to end a case - and consequent resource
stress — as soon as possible.

Hence, communication with your outside
counsel on the ultimate goal is critical.
While it is tempting to expect outside
counsel to concentrate on “winning” and
letting in-house counsel worry about

the time to end the war, if your defini-
tion of victory is not communicated to,

continued on page 4




continued from page 3

or aligned with outside counsel, you may
find yourself at odds with your litigators
and fighting battles where tactical with-
drawal may be a better move.

Reaching Victory

When you surround an army, leave an
outlet free. Do not press a desperate foe too
hard.

Human nature being what it is, it is
tempting after a long litigation to demand
nothing less than unconditional surren-
der. The key here, however, is that even
when victory appears secure, in-house
counsel need to be prepared to be mag-
nanimous and offer settlement on reason-
able terms.

For instance, I had a case where it was
obvious the other side would ultimately
lose. Settlement offers were initially
rebuffed, forcing us to proceed with
briefing and discovery. My client’s general
counsel was, understandably, frustrated
at the expense involved and what we per-
ceived to be the utter irrational nature of
the other side. Nevertheless, the in-house
counsel made a point to step back prior to
a major hearing and authorize one more
attempt at settlement.

Even though we had the opposing party
“surrounded” and were headed for near-
certain victory, my client’s GC recognized
that even the most unassailable legal

position could be overcome in strange
circumstances. Offering settlement terms
that were on a par with those offered
prior to briefing resulted a settlement
that eliminated all possible risk, and

the nominal amount saved was still less
than what my client would have spent to
obtain total victory. Leaving the avenue
open for the opponent to retreat in this
instance ensured a more satisfactory and
cost-effective outcome than forcing the
other party to fight to the end.

Recognition

What the ancients called a clever fighter is
one who not only wins, but excels in win-
ning with ease. Hence his victories bring
him neither reputation for wisdom nor
credit for courage.

Let’s end on a counter-intuitive truth.
One of my favorite law school professors
always reminded his students that if one
is left with the feeling a lawyer won the
case despite the odds, the lawyer failed.
It’s up to the lawyer to present her case
in such a way as to make the outcome
appear blindingly obvious, so much so
that an observer is inclined to say “well,
anyone could have won that case!”

In other words, “victories bring nei-
ther reputation for wisdom nor credit
for courage” when a general wins “with
ease” When justifying outside counsel’s
cost or even the necessity for a litigation,

non-lawyer business leaders may easily
fall into this mindset: of course we won;
the case was simple. So why did it cost so
much? Or, why did we settle?

The case looked easy because in-house
and outside counsel worked together to
identify the litigation’s goals, develop the
facts and legal arguments necessary to
reach that goal, adjusted the strategy as
the case evolved, and ultimately executed
the strategy to reach the goal. What
looks “easy” is actually the result of huge
amounts of effort behind the scenes. Ulti-
mately, setting expectations can alleviate
this concern. If counsel has been provid-
ing dispassionate and clear-eyed evalu-
ations of exposure and risk throughout,
the value of the victory - and the victory’s
architect, the general counsel - will be
apparent.

Author:

Jeff Golimowski
(Associate, Tysons)

- Jeff counsels
companies when
they face their most
difficult moments.
From $200 million
contract disputes to
bet-the company liti-
gation to corporate
divorces, he is well versed in every aspect of
complex business disputes and bringing them

Jeff Golimowski

to successful resolution.

Pre- And Post-Closing Due Diligence Is Vital After DOJ Memo

By Holly Drumheller Butler and Kristin Burtzlaff, Miles & Stockbridge

New guidance from the U.S. Department
of Justice may affect how companies

conduct acquisition due diligence and
integration.

In company acquisitions, legal, business
and operation due diligence typically
examine the target company’s business
activities to identify and mitigate risks
arising from the company’s historic busi-
ness practices, among other things.

This often includes evaluating a target
company’s current and historical gov-
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ernance structure; contractual arrange-
ments with customers and vendors;
existing debt and financing relationships;
employment, compensation and benefits
matters; pending or potential lawsuits;
and compliance with legal and regulatory
requirements.

Recent DOJ guidance may cause acquir-
ers to reexamine existing practices, as

it reinforces the importance of both
preclosing and post-closing compliance
due diligence.

On Sept. 15, DOJ Deputy Attorney Gen-
eral Lisa Monaco announced several new
guidelines' for prosecutors to employ in
their prosecutorial decisions for corpo-
rate offenders. The same day, the depart-
ment issued a memorandum? outlining
the new policies in further detail.

Both the announcement and subse-
quent memorandum make clear that the
department has reinvigorated its focus on
corporate recidivism.

continued on page 5
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Among the litany of enforcement policies
announced, two may have immediate and
practical implications for how companies
conduct acquisition due diligence.

First, the department emphasized its con-
sideration of prior company misconduct
— including the full criminal, civil and
regulatory record stemming from domes-
tic and foreign activities of the company.
This consideration of prior misconduct
suggests that the DOJ will evaluate the
prior record of acquired companies.

Second, the department directed prosecu-
tors to assess the adequacy and effec-
tiveness of the company’s compliance
program at the time of the offense and at
the time of the charging decision.

This focus on an evolving compliance
review highlights that the DOJ may take
the position that due diligence does not
end when the deal is closed but extends
into post-acquisition.

As Monaco stated in her announcement:

[W]e do not want to discourage acqui-
sitions that result in reformed and
improved compliance structures. We will
not treat as recidivists companies with a
proven track record of compliance that
acquire companies with a history of com-
pliance problems, so long as those prob-
lems are promptly and properly addressed
post-acquisition.

The department’s guidance should assure
diligent acquirers that they will not be
treated as recidivists where, post-acquisi-
tion, the acquirer implements improved
compliance structures.

But the DOJ guidance forewarns that a
head-in-the-sand due diligence approach
will not be well received in any sub-
sequent investigation. Rather, such an
approach increases post-closing risks to
the acquirer, as the department appears to
suggest that it will assert that an acquirer
will assume the risks of becoming associ-
ated with the prior business activities of
the target company at closing, but without
the benefit of understanding the full
scope of those prior activities.

Further, the acquirer will have no game
plan to take corrective action and miti-
gate risks on a go-forward basis, instead

relying on indemnification provisions
in the purchase agreement that may not
fully mitigate the risks associated with
such activities.

An acquirer that identifies risks from

a target company’s business activities
during the due diligence process should
prioritize development and implementa-
tion of a corrective action and risk miti-
gation plan with respect to such activities
promptly following closing to reduce the
risk that the acquirer may be encumbered
by the prior bad acts of the target com-

pany.

Target companies should expect that
acquirers may negotiate more heavily

for specific indemnification provisions
addressing risky business activities under-
taken by the target company that are dis-
covered during the due diligence process
to cover the potential for increased risks
to acquirers as a result of the department’s
guidance.

Following the DOJ’s guidance, appropri-
ate consideration should be given to due
diligence of:

o Prior criminal, civil and regulatory
investigations, domestic and foreign,
including any penalties or resolutions
with the target company and key
management. The department
generally disfavors multiple deferred
prosecution or nonprosecution
agreements, especially where the
issue involves the same or similar
types of misconduct, the same
personnel or the same entities.
Therefore, preacquisition due diligence
should look for prior incidences of
misconduct, and post-acquisition due
diligence should reduce the likelihood
that the problematic conduct either
has reoccurred or is reoccurring;

o Compliance programs — the
playbook: code of conduct, policies,
risk assessment, training and
reporting. To the extent possible,
this may include an understanding
of who was charged with compliance
oversight, relevant reporting structures
and budget allocations, and an
evaluation of compliance tone, as well
as any open issues; and

o The target company’s compliance
with applicable legal and regulatory
requirements, particularly in
heavily regulated industries such as
government contracting and health
care.

Perhaps the greatest takeaway is that
post-acquisition, an acquirer should have
a renewed focus on compliance review
and risk assessment in the post-closing
integration of the target company into its
existing business structure.

'https://www.justice.gov/opa/speech/deputy-
attorney-general-lisa-o-monaco-delivers-remarks-
corporate-criminal-enforcement.

*https://www.justice.gov/opa/speech/file/1535301/
download.

Authors:

Holly Drumbheller
Butler co-leads

the White Collar,
Fraud and Govern-
ment Investigations
practice at Miles &
Stockbridge, and is
deeply experienced
in counseling clients
in government and
internal investigations, corporate compliance
and complex commercial litigation.

Holly Drumheller Butler

Kristin Burtzlaff
is a lawyer in the
firm’'s Corporate &
Securities practice
who focuses in the
areas of mergers and
acquisitions, private
capital markets and
general corporate
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law.

Note: This article originally ran in Law360 on Octo-
ber 21, 2022 and is reprinted with permission.

Disclaimer: This is for general information and is not
intended to be and should not be taken as legal advice
for any particular matter. It is not intended to and
does not create any attorney-client relationship. The
opinions expressed and any legal positions asserted

in the article are those of the author and do not
necessarily reflect the opinions or positions of Miles &
Stockbridge, its other lawyers or ACC.
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California Attorney General Reaches $1.2 Million Settlement
with Sephora as Part of his Office’s Continued Enforcement of

the California Consumer Privacy Act
By Patrick Hromisin & Austin Strine. Saul Ewing LLP

On August 23, 2022, the California
Attorney General reached a $1.2 million
settlement with Sephora USA, Inc. based
on allegations that the company violated
the California Consumer Privacy Act’s
(“CCPA”) prohibition on selling con-
sumer data to third parties. The Attorney
General had notified Sephora of the
alleged violation and provided it with

a 30-day window to cure the potential
transgressions. The company failed to
cure the alleged violations prompting an
expansive investigation and culminating
with this enforcement action.

What You Need to Know:

o If a company subject to the CCPA
collects consumer data through a
website, it must configure the site
to detect and honor global privacy
control signals (such as users’ browser
settings) or opt-out requests.

o Companies must be cautious when
exchanging consumer data to third
parties, including “advertising
networks, business partners, [and]
data analytics providers,” for services
as the transaction may constitute a
“sale” of personal information under
the CCPA, triggering heightened
compliance obligations.

o If a company sells consumer
information, as defined by the CCPA,
it must inform the consumer of
that fact and provide them with an
opportunity to opt-out of that sale.

o The California Attorney General
appears to be taking an aggressive
approach to enforcing the CCPA,
particularly relating to failures to
implement and process global privacy
control opt-out protocols.

The California Attorney General began
exercising enforcement authority under
the CCPA on January 1, 2020. Among
the CCPA’s enumerated rights for con-
sumers, the cornerstone of the CCPA

is the right to opt-out of the collection

of personal information. In Sephora’s
case, the Attorney General discovered
that Sephora had installed on its website
tracking devices supplied by third parties
that monitored consumer’s shopping
behavior. These devices collected data
that included, but was not limited to,
“whether a consumer is using a MacBook
or a Dell, the brand of eyeliner that a
consumer puts in their ‘shopping cart;
and even the precise location of the con-
sumer.” The stockpiled data also included
purchasing practices that may lead to the

conclusion that a woman is pregnant or
entering menopause.

Under the CCPA, a consumer has the
right to opt out of the collection and
sale of this personal data by exercis-

ing a Global Privacy Control or simply
clicking on a “Do Not Sell My Personal
Information” link. Sephora’s website,
however, failed to include these mea-
sures. The Attorney General became
aware of Sephora’s shortfalls as part

of an “enforcement sweep” of online
retailers. The Attorney General’s office
notified Sephora of its potential CCPA
liability, and provided it with 30 days to
cure its noncompliance. According to
the Attorney General, Sephora did not
cure any of the alleged CCPA violations,
and the Attorney General initiated an
investigation and concluded that Sephora
was “selling” consumer data as defined
by the CCPA. Moreover, it discovered
that Sephora’s website was not configured
to “detect or process and global privacy
control signals,” which would exclude
consumers who informed the company
through a global opt-out signal not to
sell their data. Based on these suspected
violations the Attorney General initi-

continued on page 8



continued from page 7

ated enforcement proceedings against
Sephora, leading to a $ 1.2 million settle-
ment with the company.

The Attorney General’s approach to
Sephora reinforces the CCPA founda-
tion that if a company sells consumer
data as defined by the CCPA, then it must
inform the consumer that 1) it is collect-
ing and selling their data; and 2) they
have the right to opt-out of the sale of
their information. Sephora did neither.

It is evident that the Attorney General is
taking an aggressive stance on enforcing
the CCPA. Indeed, after announcing the
settlement with Sephora, the Attorney
General sent notices to a number of busi-
nesses alleging CCPA non-compliance
relating to the business’s failure to provide
opt-out requests in general and process
opt-out request made via Global Pri-
vacy Controls. In light of these steps by
California authorities, companies subject
to the CCPA must do their due diligence
and review their vendor contracts and
practices involving user-tracking data

to determine if consumer data is being
collected, exchanged, or sold, and if so
should take steps to comply with their
CCPA obligations.
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Saul Ewing Arnstein & Lehr’s Cybersecurity and Data
Privacy practice group can help companies determine
whether they fall within the scope of the CCPA or
other privacy frameworks and can help them achieve
compliance with their requirements.

A Comprehensive Remote Employee Monitoring Policy is a
Must Have in Order for Employers to Avoid Liability Under

Relevant Privacy Laws
By Alex Cranford and Tonecia Brothers-Sutton, Jackson Lewis

Remote work became the norm during
the Covid-19 pandemic. While the end
of the pandemic seems to be in sight, for
many employers, remote work, is here to
stay. Now, more than ever, employees and
job candidates are demanding remote
work options, causing employers to create
remote positions and integrate remote
work technologies into their business.
While many employees enjoy remote
work for personal convenience, remote
work can cause unease for employers
because it undermines their ability to
monitor and ensure employee productiv-
ity. To address these challenges, a grow-
ing number of employers have imple-
mented employee monitoring software,
also known as “bossware,” which allows
employers to:

o Access employees’ webcams

8 Baltimore Chapter FOCUS 4Q22

o Access employees’ computer
microphones to listen to employees’
online teleconferences and remote
workspace

« Know when employees step away from
their computers

o Record employees’ keystrokes

« Access employees’ internet browsing
histories, including their access of
their personal email accounts

While employers possess a legitimate
interest in ensuring remote employees’
productivity, intrusive remote surveillance
can impact morale and pose a potential
risk of liability for privacy violations.

Summary of Applicable Law

The United States, unlike Canada and the
European Union, has yet to pass compre-

hensive employee workplace privacy leg-
islation. Currently, there are three sources
of authority that can apply to employee
monitoring in Maryland: (1) the Federal
Electronic Communications Privacy Act
(ECPA), which encompasses both the
Wiretap Act and Stored Communica-
tions Act, 18 U.S.C. § 2510, et seq.; (2) the
Maryland Wiretap Act Md. Code Ann,,
Cts. & Jud. Proc. [“CJP”] § 10-401, et seq.;
and (3) a common law claim for intrusion
upon seclusion.

The Federal Electronic Communications
Privacy Act and the Maryland Wire-

tap Act (together “Wiretap Acts”) both
prohibit the intentional interception of
any wire, oral, or electronic commu-
nications. In order for a communica-
tion to be protected under either act,

an employee’s communication must be
one for which the employee possesses a

continued on page 9
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reasonable expectation of privacy. The
Wiretap Acts do not apply if an employee
has consented to the interception or if the
employer intercepts the communications
for a legitimate business purpose.

Maryland defines the tort of invasion of
privacy as “[t]he intentional intrusion
upon the solitude or seclusion of another
or his private affairs or concerns that
would be highly offensive to a reasonable
person” Furman v. Sheppard, 130 Md. App.
67, 744 A.2d 583, 585 (Md. App. 2000).
Like the Wiretap Acts, intentional intru-
sion upon seclusion requires a showing
that the individual had a reasonable expec-
tation of privacy in his or her communica-
tions. See Trundle v. Homeside Lending,
Inc., 162 ESupp.2d 396, 401 (D. Md. 2001).

Employers may avoid potential legal
claims under the theories of liability
discussed above through a well-crafted
and comprehensive employee monitoring
policy and consent agreements.

A. Reasonable Expectation of
Privacy.

Courts routinely hold that employees do
not possess a reasonable expectation of
privacy in their workplace computers if
their employer disseminates a policy that
clearly informs employees that company
computers will be subject to monitor-
ing and are not to be used for personal
activity. See United States v. Simons, 206
F.3d 392, 398 (4th Cir. 2000) (“Therefore,
regardless of whether Simons subjectively
believed that the files he transferred from
the Internet were private, such a belief
was not objectively reasonable after FBIS
notified him that it would be overseeing
his Internet use.”)

Accordingly, employers should imple-
ment a clear monitoring policy that sets
forth defined boundaries for use. An
effective policy puts employees on notice
that they are not to use their work com-
puters, even when working remotely, for
personal reasons and that the employer
will be monitoring all aspects of activity.

B. Consent.

An employer’s monitoring policy should
also include clear language indicating that
the employee consents to the exact types of

monitoring being implemented. Consent
is a defense to claims under the Wiretap
Act and intrusion upon seclusion claims.
Washington v. Glob. Tel*Link Corp., Civil
Action 2022 U.S. Dist. LEXIS 153075 (D.
Md. Aug. 24, 2022) (“It is well established
that a plaintift’s consent to the claimed
invasion is a defense to the supposed intru-
sion.”). The consent exception allows an
employer to monitor or intercept employee
communications so long as the employer
consents to the surveillance. Consent can
either be expressor implied. However, the
District Court of Maryland held that con-
sent cannot be cavalierly implied because
the Wiretap Acts possess a “strong purpose
to protect individual privacy” Rassoull

v. Maximus, Inc., Civil Action No. DKC
2002-0214, 2002 U.S. Dist. LEXIS 21866, at
*12 (D. Md. Nov. 8, 2002).

Accordingly, where possible, employers
should obtain written consent to moni-
tor all possible types of communications
used on work-computers during remote
employment.

C. Business Use Exception.

When establishing a monitoring policy, it
is also imperative that employers inform
employees that monitoring can occur at
any time, for any reason, for any legiti-
mate business purpose so that they will be
able to avail themselves of the business
use exception to the Wiretap Act. The
Wiretap Acts excludes any telephone
instrument, equipment or facility that is:
(1) furnished to the subscriber or user by
a provider of wire or electronic commu-
nication service in the ordinary course of
its business, and (2) used by the sub-
scriber or user in the ordinary course of
its business. 18 U.S.C. § 2510(5)(a)(i). For
the business use exception to apply, both
prongs of the section must be satisfied.
Sanders v. Robert Bosch Corporation, 38
E3d 736, 740 (4th Cir. 1994).

Accordingly, employers should include
language in their policies that warns
employees that monitoring can occur at
any time, for any reason, with or without
notice, for any legitimate business-related
purpose. Additionally employers who use
“bossware” should be careful to ensure
they have protocols in place to ensure
they do not intercept or record employee’s

personal telephone conversations. Such
protocols should include: only access-
ing phone calls for legitimate business
purposes, disconnecting any interception
after it is determined that the phone call
is of a personal nature, and non-disclo-
sure of any personal information gleaned
from a business-related call.
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