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Overview

• Historical case law on War Exclusions in property policies
• The scope of existing War Exclusions in cyber policies
• Efforts by insurers to limit coverage for state-backed cyber-

attacks
• Lloyd’s model clauses

• Lloyd’s requirements for exclusions drafted by insurers
• Special Territory Exclusions



War Exclusions in Property Policies

• Historical case law on property policy War Exclusions.
• Merck and Mondelez cases arising out of the NotPetya ransomware 

attack have caused insurers to reevaluate their exclusions.



The Existing War Exclusion in Cyber Policies



Lloyd’s Model Exclusion No. 1



Lloyd’s Model Exclusion No. 1



Lloyd’s Model Attribution Language



Lloyd’s Model Exclusion No. 2



Lloyd’s Model Exclusion No. 2



Lloyd’s Model Exclusion No. 3



Lloyd’s Model Exclusion No. 4



Lloyd’s Model Exclusion No. 4



Lloyd’s Requirements for State-Backed Cyber-
attack Exclusions



Special Territory Exclusion
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