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KNOW YOUR CLIENT

A Lawyer's Role as Gatekeef
Laundering and Terrorist Fi
Ethical R




A. The term “money laundering” was coined because of

D. The independent infer-governmenta

Fun Fact or Fictic

1920s and 1930s who masked their illegally gained func
laundromat businesses.

The term “money laundering” was popularized whe
appeared in a judicial context in the case of Unite
$4,255,625.39.

. The term "money laundering” came info com
media coverage of the Watergate scandal.
| “Finar
noted “significant gaps” in the anti-mone
terrorist financing regulatory framework |



w

Bank Secrecy Act (1970)

Money Laundering Control Act (1986)

Anti-Drug Abuse Act of 1988

Annunzio-Wylie Anti-Money Laundering Act (199
Money Laundering Suppression Act (1994)
Money Laundering and Financial Crimes Sirc

Uniting & Strengthening America by Provic
Tools Required to Intercept and Obstruct
(USA PATRIOT Act) %

Intelligence Reform & Terrorist Prevent
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KNOW YO

[U.S.: Money Laundering Control Act (1986)]

World Stage:

United Nations: Vienna Convention Agc
Narcotic Drugs and Psychotropic Sulbst

= lllegality of money laundering in re
Financial Action Task Force (FATF)
= Includes 30 countries '
= Analyze money laundering tr

= 40 Recommendations to c«



GENERAL AML/CTF

Compliance officer
Risk management practices & internal ¢
Client due diligence measures

Record keeping
Screening of relevant employees &
ligeligligle

See, e.q., the overview of anti-money laundering I
Guides at https://iclg.com/practice-areas/anti-



https://iclg.com/practice-areas/anti-money-laundering-laws-and-regulations/usa

KNOW YOUR CLIENT ~ L\

2016 FATF Mutual Evaluation Report for the United States:

« Analyzed level of compliance with the FATF 40 Recommendations
 Analyzed level of effectiveness of the AML/CTF system

* Makes recommendations to sfrengthen

“Well developed and Regulatory Financial sectors bear most of
robust” framework has the burden

“some
significant gaps”

HUNTON

ANDREWS KURTH



KNOW YOUR CLIENT ;4

2016 FATF Mutual Evaluation Report for the United States:

» Minimal coverage:
* Investment advisers
* Lawyers
Accountants
Real estate agents

Trust and company service providers
(other than trust companies)

U.S. regulatory
framework has

“some
significant gaps”

» Beneficial ownership information:
inadequate, untimely HUNTON

ANDREWS KURTH



Were you aware that many countries outside the United ¢
already directly include lawyers in AML/CTF regulations?

- YES

= NO

P




KNOW YC

The ABA supports reasonable and necessary ¢
Infernational measures designed to combat
and terrorist financing.

However, the Association opposes legislat
would impose burdensome and infrusive
on small businesses or their atforneys or
attorney-client privilege, the confident
relationship, or the right to effective
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LAWYERS

DIRECT

Gatekeepers HUNTON

ANDREWS KURTH



KNOW YOUR CLIENT ;4| =&

GENERALLY APPLICABLE SANCTIONS

* Bad People
 Bad Places

 Bad Activities

HUNTON

ANDREWS KURTH



Vision

GATEKEEPER

 Rule of law e No cr

« Officers of the
Couri

 Guardians of the
justice system



KNOW YC

ABA Op. 491
(2020) GATEKEEPEF

* Duty to “inquire”

* Rule 1.2(d) +

- Competence [Rule 1.1] P"Obf’bir
« Diligence [Rule 1.3]

« Communication [Rule 1.4]
« Honesty [Rule 8.4(b and c)
« Withdrawal [Rule 1.16(a)]



ABA Opinion 491
Circumstances
that could
trigger duty to
inquire

* nature & depth of Io

KNOW'Y

identity of client

familiarity with client
nature of the maftter
relevant jurisdictions

likelihood & gravity of

field of practice
other facts makinc

other factors tra
providing comg



ABA + International Bar
Association + Council of Bars and

Law Societies of Europe: Circumstances that

“A Lawyer’s Guide to Defecting might trigger a
and Preventing Money lccleTyeTr’s.eThi;ol
: " UTy 1O INQuire

Laundering tUrther.

< FATF: 40 Recommendations

Gatekeepers = Designated Non-Financial B



Country/
Geographic Risk

Countries subject to sanctions,
embargoes or similar measures

issued by, for example, the UN

Countries identified by credible
sources (i.e., well-known bodies
that are regarded as reputable,

e.Z., International Monetary
Fund, The World Bank, and

OFAC) as:

= generally lacking appropriate
AML laws, regulations and
other measures;

® being a location from wh%
funds or support are provided
to terrorist organisations; or

® having significant levels of
corruption or other criminal
activity.

Client Risk

Domestic and international PEPs

Entity, structure or relationships

of client make it difficult to
identify its beneficial owner or
controlling interests (e.z., the
unexplained use of leggl p

s

at are not
or supervised by
thorities or SROs

Use of financial intermediaries
that are neither subject to
adequate AML laws nor
adequately supervised by
authorities or SROs

Service Risk

Where lawyers, acting as
financial intermediaries,
actually handle the receipt and

ransmission of funds through
ccounts they control

5 Services to conceal improperly
beneficial ownership from
competent authorities

Services requested by the client
for which the lawyer does

not have expertise funless the
lawyer is referring the request
to an appropriately trained
professional for advice)

Transfer of real estate between

parties in an unusually short
time period




Client Intake  [dentify and verify the identity of each client on a timely basis (particularly if

Procedure the client identity changes)

» [dentify, and take reasonable measures to verify the identity of, the beneficial ' _ | | &
owner i ¢
* Understand client’s circumstances and business, depending on the nature, scope K N O W YO U R C Ll E N T

and timing of services to be provided. You can obtain this information from
clients during the normal course of their instructions

Proceed with » After completing the client intake procedure consider whether there is a risk for
engagement? the lawvyer of committing the substantive offence of money laundering though
assisting the client

* Make a risk assessment of any red flags present and clarifications sought from
the client to decide whether to proceed, or continue, with the engagement

Monitor * Continue to monitor the client’s profile for signs of money laundering and
terrorist financing, particularly if the client is a PEP or from a higher risk country

* Adopt the risk-based approach of evaluating money laundering and terrorist

: financing risks by client, type of legal service, funds and client’s choice of lawyer

(f required and/ If there are grounds for suspecting criminal proceeds are being used in a
or permitted, ransaction or in engaging the lawyer, the lawyer should, where required. make
hn STR to the FIU of the relevant jurisdiction

* Consider whether the client should be advised to make its own STR to avoid R e p O rl- °
committing a principal money laundering offence

making an STR

* Consider whether to stop acting for the client immediately after making the
STR if the client is the subject of the STR or if the client insists on completing a
transaction in violation of applicable law

Avoid * When an STR is filed with the FIU, refrain from disclosing to the client or related H U N T O N
Tipping Off ) parties that an STR has been filed ANDREWS KURTH




KNOW YOUR CLIENT p#i=st

Service Risk

« Suspicions about client or fransaction

* Buying & selling real estate

« Conduct customer
due diligence

« Managing/handling client money,
securities, accounts, or other assets

« Organization of conftributions for the + Keep relatea
creation, operation or management of records
companies

« Creation, operation or management of
legal persons or arrangements & buying
and selling of business entities HUNTON

ANDREWS KURTH



Lawyer's Guide/ 40 Recommendations KNOW

Customer Due Diligence

* For new clients, service risks, and suspiCious Circ

Individual identity verification (government-iss

Enftity verification

v Independent, reliable source to confir
which created, and principal place of

v Beneficial ownership

Verification of authority to act for enti

Consistency of intended service witk

RISK ASSESSMENT v. COMPLIANCE



Lawyer’'s Guide/ 40 Recommendations KNOW

Enhanced Customer Due Diligence

» Potentially exposed
persone (“PEP")

e |s client from, oris
transaction in, high-risk
counftries@e

v Sanctions lists

v Deficiencies in AML/CTF
regulatory framework



How will legal services clients in the United States respo
verification measures?

A. Clients will not care even if not a regulatory reg
B. Clients will get used to it eventually
C. If not aregulatory requirement, clients will be

D. If not a regulatory requirement, clients will



Lawyer’'s Guide/ 40 Recommendations KNOW

Enhanced Customer Due Diligence

» Potentially exposed
persone (“PEP")

e |s client from, oris
transaction in, high-risk
counftries@e

v Sanctions lists

v Deficiencies in AML/CTF
regulatory framework



Client Red Flags KNOW

Relationship
between client & Client’s behavic
counterparties or identity

Close relationships that cast
doubt on reason for fransaction » Secretive, evc

Repeat players in short period of
time

Disguise real owners/parties
Unqualified representatives
From high risk countries

No apparent business reason for » Crimir
connection o Crimr

Unusual age

Disconnect between parties &
operators




Funds Red Flags KNOW

Size of funds Source of Funds

No legitimate explanation for:

« Disproportionate amount of Source of funds unusuc
private funding or cash because:

- Significant capital increase for | * Third party —=no a
recently incorporated or short connection
time period * Funds to/from f«
 Injection of capital out of country witho
synch with business, market « Funds to/fror

- Excessively high or low price country
on securities transferred « Mulfiple or

- Large financial fransaction not account
justified by business » Funding

Use of significant cash + Colla
collateral




Will lawyers in the United States engage in identity/aut

A. Lawyers will do so voluntarily
B. Lawyers will do so only to the extent it become

C. Lawyers will do so only in the face of a signifi




Risk Assessment — Red Flags KNO

MI\/\AR ;

- o ’
b} ; |

SRR




Risk Assessment — Red Flags



Risk Assessment — Red Flags

IN'VE
v Lawyer’'s Guide ‘
40 Recommendations




Have you asked or been asked for identity/authority
verification documentse

- YES

= NO



Have you asked or been asked to verify source of fundse
= YES

= NO

ey




PC

Do you predict that the United States will directly include
lawyers in AML/CTF regulations?

= No, never

= Not within my professional life
= Notin the next 10 years

= | think it is coming, though | don’t know how sc
= | think it is coming within 10 years

= | think it is coming but it will take more the



Ethical Obligations Potentially Triggered

« Counsel as to consequences
« Do not counsel client 1o engage in unlawful cc
* Do not assist crime/fraud (| didn’'t know" no
« Speak up

« Decline, terminate representation
« Report up the organizational chain
« Report Yout’e

« Report lawyers involved to bar

« Beware of accepting payment witk



Ethical Obligations Potentially Triggered

Counsel as to consequences
Do not counsel client 1o engage in unlawful conduct

Do not assist crime/fraud (¥l didn’'t know™ not good enough)

« Speak up ‘\\\\\\\
« Decline, terminate representation

(1.1 (competence); 1.2 (scope,

« Report up the organizational chain authority); 1.3 (diligence); 1.4
N y (communicate), 8.4(b, c)
* Reporf "out”< (professional misconduct)

« Report lawyers involved to bar

« Beware of accepting payment with proceeds of criminal conduct

HUNTON

ANDREWS KURTH



Ethical Obligations Potentially Triggered e

T 'g
KNOW YOUR CLIENT

- Counsel as to consequences

Rule 4.1:

« Do not counsel client to engage |
Shall not fail to disclose

« Do not assist crime/froue

. Speak up crime/fraud subjectto 1.6

* Decline, terminate represé

Report up the organizational chain

1 Rule 1.6:
* Report “out™s » Using lawyer’s services in
 Report lawyers involved to bar furtherance of crime/fraud

» Disclosure to prevent
Beware of accepting payment with proceeds substantial injury




Ethical Obligations Potentially Triggered

Counsel as to consequences

« Do not counsel client to engage in unlawiul co Rule 1.16:

. Do not assist crime/fraud (“1 didn’t know" ot oSSR ULL L
representation in

« Speak up violation of law

* May decline/terminate if lawyer
client has

« Decline, terminate representation

« Report up the organizational chain used or persists in using lawyer
services to commit crime/fraud

« Report “out”?
« Report lawyers involved to bar

« Beware of accepting payment with proceeds of criminal conduct

HUNTON

ANDREWS KURTH



Ethical Obligations Potentially Triggered e )
e |
KNOW YOUR CLIENT

- Counsel as to consequences

« Do not counsel client to engage in unlawful co Rule 1.13:

« Do not assist crime/fraud (“1 didn’t know” ngt GRS SIS UL U
violating law, duty

* Speak up - Substantial injury to the

« Decline, ferminate representation is likely

Report out is necessary to

Report up the organizational chain prevent

Report “out’e

« Report lawyers involved to bar

« Beware of accepting payment with proceeds of criminal conduct

HUNTON

ANDREWS KURTH



Ethical Obligations Potentially Triggered

Counsel as to consequences

Do not counsel client to engage in unlawful ¢

Rule 8.3:

Do not assist crime/fraud (Yl didn’t know" not

Lawyer lawyer “has
e Speak U committed” Rule violation
= P (crime, fraud)
« Decline, terminate representation Substantial question as to
« Report up the organizational chain filness
« “Shall report” to Bar
* Report "out”e - Disclosure of 1.6 information

is not required

« Report lawyers involved to bar

« Beware of accepting payment with proceeds of criminal conduct

HUNTON

ANDREWS KURTH
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DIVULGM CLIENT

When Lawyers Mus; Divuige

or Client Identity %

nd the

epr

sentative Capacity

u%qhed Ethical Rules

HUNTON

ANDREWS KURTH



DIVULGE YOUR CILI

Examples when anonymity or lov
might be desirable:

« FOIA request

Inquiry to regulator for clc
guidance

Rule-, policy-, or law-n

Factual investigatio

Real estate purc




@

—W’W— DIVULGE YOUR CLIE

o

| have asked/been asked to do le
without divulging client identity

YES

NO




DIVULGE YOUR CLIENT

Societal

“Sunlight is the best
disinfectant.”

Transparency

Gatekeeper — Boundaries

Guardians of the
Justice System

Privacy

. Confiden

Professional

“There is no freedom
without the freedom to
be anonymous.”

Privacy

Backbone of the legal
profession

ANDREWS KURTH



WWW DIVULGE YOUR CLIE

Client Id

n n
Generally not privileged

Would the net effect of disclosure of
identity be to reveal the nature of a client
communicatione



"'ﬁl" DIVULGE YOUR CLIENT

Allowing disclosure ReqUui
ABA Rule 1.6

« Consent
« Impliedly authorized
* Prevent death/substantial harm

« Prevent, mitigate injury from client
crime/fraud using lawyer services

« Secure legal advice for lawyer
d ESTOb“Sh ClOim or defense Of |Owyer Foreign Agenfs Regisfrqﬁon AC'l' (FARA)
« To comply with law or court order
« To detect and resolve conflicts




Q.? « But what if they ask who is

Er DIVULGE YOUR CLIENT « Or reveg?r%risilirweg;fs’ronding

' .. { \ or assumption about client?
II

3.3(b) Adjudicative Proceeding Remedial measures (including disclosure tg the trilqunal) for
crime/fraud related to the proceeding

3.9 Legislative body * Disclose@n’roﬂve cc@c’, comply pith 3.3(a-c) (gandor
Administrative agency rule), 3.4(a-c) (fairness], 3.5 (impartiality of ghe tribunal)

4] In representing client * Disclose material fact to avoid assisting crime/fraud unlegs
prohibited by R 1.6

4.3 Dealing with unrepresented Correct misunderstanding regarding lawyer’s role (typically
person * need to identify client, explain if interests are opposed)

b.4 Participation in law reform Disclose if client may be materially benefitted by a decision in
organization which the lawyer participates (not required to identify client)

83 Reporting professional Does not require disclosure of information otherwise protected
misconduct by Rule 1.6




@

W’W— DIVULGE YOUR CLIENT
|

AGENCY / VIS-A-VI
LEGISLATIVE (NON- PA

LITIGATION ADJUDICATIVE)
Pseudonym Representative c

possible though ~ capacity disclosed;

unlikely may avoid idenftity

disclosure
ASS



DIVULGE YOUR CLIE

T‘E] H DISCLOSURE TO COMPLY WITH

(1]
" |
- -

Foreign Agent Registration Act

Registration, disclosure requirement

Agent of foreign principal

Engaged in identified activities

Some exemptions



4 DIVULGE YOUR CLIEI

AW DISCLOSURE TO COMPLY WITH

"

Agent of Foreign Principal?

Foreign government; political party
Place of incorporation (formation); Principal p

Citizenship; residenc

upervised, directed, confrolled, financed
foreign principal




@
—ﬂ‘ DIVULGE YOUR CLIENT

| am/have been a foreign agent (that is,
someone who would meet the definitio

YES

NO



L4 DIVULGE YOUR CLIER

' DISCLOSURE TO COMPLY WITH LA

o
non

Activities that trigger registration, disclc
« Political acfivities

« Acfts as public relations counsel, publici
employee or political consultant

Solicits, disburses, or dispenses confrik
things of value for or in the interest ¢

Represents the interests of the fore
official of the Government of the




=

4! DISCLOSURE TO COMPLY WITH LAW

Activities that trigger regisiration, disclosure by “foreign agent™

Seeking to influence any agency of
« Acts as public relations counsel, official on domestic or foreign policies of

employee or political consultant the US or on palitical or public interests,
policies, or relations of a foreign

INel[leliiie [N eIV I MeIRoINolclaNcERele) Jovernment, country, or political party
things of value for or in the interest of the foreign principals

« Represents the interests of the foreign principal Defore any agency or
official of the Government of the United States

HUNTON

ANDREWS KURTH



4 DIVULGE YOUR CLIER

' DISCLOSURE TO COMPLY WITH LA

o
"

Activities that trigger registration, disclc
 Polifical activities

« Acts as public relations counsel, publici
employee or politfical consultant

Solicits, disburses, or disperise Specifically defined terms

things of value for or in the INnTerest C

Represents the interests of the fore
official of the Government of the



—-ﬁ.? DIVULGE YOUR CLIE

i DISCLOSURE TO COMPLY WITH LA
o

P

Activities that trigger registration, disclo

» Political activities No elaboration in the statute or

« Acts as public relations counsel, | regulafions
employee or political consultant

 Solicits, disburses, or dispenses contrio
things of value for or in the interest of

« Represents the interests of the foreig
official of the Government of the



2 DISCLOSURE TO COMPLY WITH LAW

Activities that trigger regisiration, disclosure by “foreign agent™

« Political activities

* Acts as public relations counsel, puk No elaboration in the statute or
employee or politfical consultant regulations, but see “exemptions” from
w : : registration for “legal representation” in
« Solicits, disburses, or dispenses contr “on the record” proceedings

’rhings of value for or in the iInteres+oT ITie Loreiyr PIncipuid

HUNTON

ANDREWS KURTH
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—ﬂ”ﬂ- DIVULGE YOUR CLIENT

| am engaging/have engaged in FARA t
principal”.

YES

NO



L4 DIVULGE YOUR CLIER

' DISCLOSURE TO COMPLY WITH LA

o
non

8 exemptions to registration, dis

 Diplomatic or consular officers
« Officials of foreign government
» Staff members of diplomatic or consular offic

 Private and nonpolifical activities & solicitc
‘commercial exemption”) *

* Religious, scholastic, or scientific pursuifs

» Defense of foreign government vital

- Persons qualified to practice law *

« Agents of foreign principals who re
Disclosure Act




_ﬁ'? DIVULGE YOUR CLIE

W Commercial Exemptio

" |
- -

Exemption for persons who engage only in:

1) private and nonpolitical activities in furth
commerce of such foreign principal; or

2) other activities not serving predomina

It is not “serving predominantly a foreign interes
in furtherance of the bona fide commercial, |
foreign corporation, so long as the political
government or foreign political party an
promote the public or political inferests
political party.”




Exemption for practitioners in legal representa

_ﬁ'? DIVULGE YOUR CLIE

R % Legal Representation Exe

" |
-

P

« A "disclosed foreign principal before an

of the Government of the United States’

Exemption does not extend to “att
agency personnel or officials ofhe
proceedings, criminal or Civi
investigations, or proceedings, or
statute or regulation to be cond




WWW DIVULGE YOUR CLIE

j
AT
non

* Lobbying Disclosure A

« Representation of foreign individuals or f

« Registered under LDA

« Not applicable if foreign governme

Privilege, Confidentiality may or
lobbying activities (Rule 5.7, L



WWW DIVULGE YOUR CLIE

¥

AT
i

n

Regisiration Consider

« Registration statement will be

* Includes engagement le
» Fees recel
 Individuals registe

« Opinion lett

Rules 1.1, 1.4, 1.6 (and 3.9 wher




WWW DIVULGE YOUR CLIE

Queshons? Cor
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“-
J

[‘.‘il

Enftity - Individual
“Joint Venture”
Affiliates
Preformation
Manager/Fiduciary

Unincorporated
Entities

Insurers
Indemnitors

Third Party
Discovery Targets

The Project

HUNTON

ANDREWS KURTH
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J
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[‘.‘il

Fiduciary duties
Professional dufies
Confidentiality
Privilege

Direction, decision-
making

Conflicts now &
later

File ownership

HUNTON

ANDREWS KURTH



Entity acting through “duly authorized |
consfifuents” 3 rEeE

» Beware governance disputes

Closely held entfities

» Beware constituents -- may e or
become clients

Nature of the organization, how It Is
governed, who makes decisions,
are decisions made

Individuals most likely to be cont
> “Upjohn Warning”

» Bevill tactors

Respect corporate separate



Affiliates

Rules 1.13, 1.4, 5.6
ABA Opinion 95-390
N.Y. Formal Op. 2007-3

Entity acting 1
constituents”

Representa
mean lawy

Client's “

Duty o
of deci

Respe




The challenge of government clients

« Entity acting through “duly
authorized constituents”

> Legislature
» Executive
> Agencies

v Consider Constitutional anc
statutory authority to make
decisions or select and di
counsel

« Level of government varies
“affiliates” analysis)
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“Joint
Venture”

WHAT DC

What t

o Acti
o Actil
e




Represent only one ¢
shareholders

Represent the fou
(aggregate of Inc

« Possibly repre

Represent the
‘Yenterprise” |
entity

Represen
formatio

Preformation them to
former

estab



Obligations vis

“Duly aut

: : lawyer o
Manager/Fiduciary




Right to “select” counsele

-~
......

Pays counsel

Set ferms of engagement with counsel
Approval of expenses

Approval of settlement

Insistence on loyalty from counsel

Impose condition that the lawyers cannc
advise the client on coverage ISSUes

Require communications while imposi
the lawyer the duty 1o avoid privilege

Check state laws governing insurai
companies



* Providing common defense

* Plan for but take no role in disputes on indemnification
terms

« Address:
» Communications, decision-making
» Potentially unique defenses
> Third party payor
> Approval of expenses
> Approval of settlement
» Potential for conflict
> File ownership, privilege
« If you sign the pleading, it's a client
« Agreement terms vs. professional obligati

» Even if a client is breaching a confrc
professional duty is to the client



« Reasons?

» Economic

» Managi

> Indem
obliga

» Profe

* Risks!
Third Party Discovery Targets > S¢

>

A\




The Project,
The Dedl

Various un

Need ad
structures

When st
identi

New
adc
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