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SHIFTING 
REGULATORY 
LANDSCAPE



Poll

A. California Consumer Privacy Act (CCPA)

B. California Privacy Rights Act (CPRA) 

C. Schrems II

D. Other global regulations

E. All of the above

What data privacy regulation is 
your biggest concern in 2021?



Rapidly Expanding Data Privacy Regulations



Pioneering US Privacy Laws

▪ Toughest privacy law in the U.S. 

▪ More control and oversight by the 

consumer over their personal information 

▪ New obligations for businesses related to 

notice, disclosure, and response to 

consumer requests 

▪ Effective January 1, 2020

▪ Enforcement July1, 2020 



CCPA 2.0
California Privacy Rights Act

Will go into effect January 2023



What Other States Will Follow?

Task Force Substituted 
for Comprehensive Bill

None

Introduced

In Committee

Cross Committee

Passed

Cross Chamber

Signed

STATUS

STATUTE/BILL IN 
LEGISLATIVE PROCESS

LEARN MORE

https://www.exterro.com/comprehensive-state-privacy-

law-comparison/

https://www.exterro.com/comprehensive-state-privacy-law-comparison/


Poll

A. Not at all

B. I’ve heard about it

C. I’ve spent hours analyzing it

How familiar are you with the 
Schrems II decision?

A. Still thinking

B. Early stages

C. Almost there

At what stage is your organization 
in making changes in response to 
the Schrems II decision?



EU Ruling/Schrems II Case



What does this ruling mean 
for your organization?



EU – U.S. Legal Transfer Mechanisms

Binding Corporate Rules

Express Consent

Binding and enforceable 

commitment to apply appropriate 

safeguards (e.g., Standard 

Contractual Clauses)

EU-U.S. Privacy Shield

Binding Corporate Rules with 

assessment and suspension/ 

termination rights

Express Consent

Binding and enforceable commitment 

to apply appropriate safeguards (e.g., 

Standard Contractual Clauses), with 

assessment, notice and 

suspension/termination rights

EU-U.S. Privacy Shield

Pre-Schrems II Post-Schrems II*



Streamlining 
Compliance to 

Mitigate Risks & Limit 
Liability



The Foundation for Defensible Compliance

S T E P  1

BOLSTER SECURITY 

PRACTICES

S T E P  2
`

ADDRESS RETENTION

OF PERSONAL DATA

S T E P  4

STREAMLINE

CONSUMER

RIGHTS

REQUESTS

DATA 

INVENTORY
WHAT PERSONAL DATA YOU

HAVE WHERE IT EXISTS

WHO YOU SHARE IT WITH

HOW LONG TO KEEP IT

UPDATE POLICIES

& DISCLOSURES

S T E P  3

ASSESS THIRD-PARTY 

VENDORS

S T E P  5



Data Inventory Informs Compliance
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Over Retaining Personal Data Is A Liability

75% 
OF RECORD TYPES 

WITH PERSONAL DATA

ARE OVER RETAINED



1 Who are our vendors?

4 Which ones are relevant to GDPR?

What specific data to they touch?3

2 Which ones touch our data?

5 How are our vendors protecting our data?

Re-Assessing Vendor Relationships
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✓ Identify Data Security Risks

✓ Ensure Appropriate Oversight

✓ Demonstrate Compliance
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Legal’s Role:

✓ Document Diligence

✓ Get the right contracts 

in place

✓ Surface Data 

Protection Risks

✓ Work with IT to 

Remediate Risks

✓ Produce Requisite 

Reporting



PANIC PREPARED

VS.



Questions…

For further information please contact: 

Rebecca Perry

Fotis Konstantinidis

Devika Kornbacher

rebecca.perry@exterro.com

fkonstantinidis@stout.com

dkornbacher@velaw.com


