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AGENDA

1. Current Landscape

2. When the Government Comes 
Calling
• Document requests / subpoenas

• Interview requests / GJ subpoenas

• Search warrants

3. When You Might Call the 
Government
• Cooperation to avoid corporate liability

• Corporate victim: weighing benefits and 
risks of government involvement

4. Questions
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The Current 
Landscape:  
Aggressive 

Pursuit of White-
Collar and 
Corporate 

Crime, COVID 
Notwithstanding
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Increased 
Scrutiny
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White-Collar prosecutions 
up in N.D. Cal. in FY 2019



Enforcement 
Trends and 

Priorities

Trade Secret Theft
--United States v. Levandowski (Waymo / Otto)
--United States v Lam (Genentech / JHL)

Computer Hacking
--United States v. Nikulin (LinkedIn)
--United States v. Sheppard (Twitter)
--United States v. Sullivan (Uber)

Cross-Border Focus
--United States v. United Microelectronics
--HP / Autonomy Investigation



Hardball 
Tactics
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“Full range of tools”: wiretaps, search 
warrants, and arrest warrants

--Example:  Insider trading cases

RICO, Controlled Substances Act, and other 
“blue collar” criminal statutes

--Example:  Varsity Blues
--Example:  Insys Therapeutics
--Example:  JP Morgan 



Effects of 
COVID-19

Department of Justice is Open for business
--Early disruptions
--Prosecutions are picking back up 
--GJ proceedings and jury trials are back, but different

COVID-related prosecutions
--Price-gouging and the Defense Production Act
--Government loans (PPP and CARES Act)
--Insider trading
--Corporate disclosures



What This 
Could 

Mean for 
You

Unwanted Government Inquiries 
--Document requests / subpoenas

--Requests for interviews / testimony
--Search warrants and other “hardball tactics”

Risks
--Business disruption
--Loss of employee morale
--Harm to reputation / brand
--Financial damage



Your 
Response 
Matters

How you respond can determine extent of 
the damage, harm and disruption

Appropriate response sets the stage to 
limit the damage

Improper response can turn a small 
problem into a big problem



Case Study

United States v. 
Arthur Andersen
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Document 
Requests & 
Subpoenas 



Assess
the Threat

Who is making the request?
--Local, state, federal?
--Prosecutor v. agency (e.g., SEC)?

Who is the government investigating?
--Your company and/or its executives?

--Third-party (customer, supplier, client, etc.)?

What is the government seeking?
How is government making its request?

--Informal request?
--Administrative subpoena?

--GJ subpoena?

When is a response due?

1
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Documents



Know the 
Risks

Privilege, confidentiality, trade secret & 
competitive concerns

Hurt your standing with government
Sanctions by administrative agencies

--SEC v. Lucent Technologies ($25M fine)

--SEC v. Morgan Stanley ($15M settlement)

Criminal penalties
--18 U.S.C. § 1512(b) & (c) (withholding documents)
--18 U.S.C. § 1516 (obstructing federal audit)
--18 U.S.C. § 1519 (concealing records)

Documents



No authority to enter or interview 

No obligation to produce “forthwith”

Subpoena does not trump privileges

Subpoena does not trump Fifth 
Amendment

--Not generally available to corporations

--Not apply to corp. documents held by 
individual

FOIA protection

1
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Understand 
Your Rights

Documents



Accept service

Engage outside counsel

Issue litigation hold 

Contact issuing agency or prosecutor

Negotiate scope of request

Identify custodians and collect documents

Notify employees they may be approached

Prepare the 
Best 

Response

Documents
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Interview 
Requests & 

Subpoenas for 
Testimony 



Assess
the Threat

Who is making the request?
Who is the government investigating?
What is the government seeking?
How is the government making its request?

--Informal request 

--Administrative or civil subpoena 

--Grand jury subpoena

--FBI knocking on your door … or your 
employees’ doors

1
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Testimony



Privilege, confidentiality, trade secret & 
competitive concerns

False or Misleading Statements
--18 U.S.C. § 1001 (materially false statements)

Omissions / Failure to Disclose
--United States v. Craig
--United States v. Bonds

Unprepared Responses

Know the 
Risks

Testimony



Employees can decline, defer, or terminate
government interviews

Employees can request counsel – personal 
or company

Attorney-client, work-product, and 5th 
Amendment privileges are available

Employees can request immunity or 
“queen for a day”

2
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Understand 
Your Rights

Testimony



Educate employees on their rights

Clarify status:  subject v. witness v. target
Discuss testimony with agency or prosecutor

--Topics of interview / testimony
--Relevant documents

Recommend an attorney proffer: “If my 
client says X, Y, and Z …”

Practice, practice, practice

Prepare the 
Best 

Response

Testimony
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Search 
Warrants
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Obstruction:  deleting, moving or hiding 
documents

Business disruption; reputational and public 
relations harm

Employee reaction: panic; statements to 
agents

Exposure of privileged or confidential 
documents, trade secrets 

Know the 
Risks

Search 
Warrant



Search limited to place set forth in warrant

Search or detention of employees not 
authorized

Agents must prepare inventory and provide 
receipt.  Rule 41(f)(1)(B) & (C)

Special rules apply to seizure of ESI
--United States v. Comprehensive Drug Testing, Inc.

Right to obtain affidavit in some cases

2
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Understand 
Your Rights

Search 
Warrant



Designate point person

Identify lead agent; request ID, copy of 
warrant, name of prosecutor

Contact outside counsel and ask agent to 
wait until counsel arrives

Send non-essential employees home

Advise employees that they may, but are 
not required to, speak to agents

Prepare the 
Best 

Response

When agents 
arrive...

Search 
Warrant



Do NOT obstruct / interfere with search

Monitor search and take photos, video

Ask for copies of necessary documents

Object (politely) to seizure of privileged
records; request they be isolated

Do NOT consent to search beyond warrant; 
do NOT volunteer records 

Request inventory and receipt

Prepare the 
Best 

Response

During the 
search...

Search 
Warrant



Corporation 
as Cooperator 

or Victim:
Deciding 

Whether to 
Call the 

Government
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Assess
the Situation

What is the suspected crime?

Who would you call? 
-- Local DA, FBI, SEC, USAO?
-- REACT Task Force
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Calling in the 
Government



Assess
the Situation
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Calling in the 
Government



Assess
the Situation

Who is involved in the crime?
-- Senior executive, current or former 

employee, outsider?
-- Does the company itself face 

potential liability/criminal exposure?
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Calling in the 
Government



Assess
the Situation

When should you involve the government?

Conduct full internal investigation first?

Hire external counsel?
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Calling in the 
Government



Assess
the Situation

What does the company hope to 
accomplish?

How will government investigation impact 
any ongoing or potential civil action or 
financial resolution with the wrongdoer?
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Calling in the 
Government



Benefits of Government Involvement:
-- Greater consequence for wrongdoers 
and deterrent effect
-- Greater investigative tools
-- Obtaining and Preserving evidence

• Government preservation requests 
to ISPs 

• Access to travel plans into the US
• Search and seizure of documents, 

computers, phones, thumb drives

Weigh the 
Risks and 
Benefits

Calling in the 
Government



Weigh the 
Risks and 
Benefits

Once the government is involved, your 
company loses control of:

-- Timing
-- Focus
Potential stay of civil claims, leading to 

delay of trial or settlement
Delay can prejudice ability to get 

preliminary injunction  

Calling in the 
Government



Opening your doors (and computers) to 
government investigators

Know the 
Risks

Calling in the 
Government



Know the 
Risks

Potential for privilege waiver

Cooperating = significant time and expense 
to company and witnesses over a 
number of years

Increased press/publicity

Calling in the 
Government



Increased 
Press/

Publicity

Calling in the 
Government



Understand 
Your Rights
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Calling in the 
Government



Coordination 
Tips to 

Achieve Best 
Outcomes

Careful communications with DOJ

Choose your witnesses wisely

Keep parallel investigations independent 
but aligned

Keep documentation of losses and costs of 
cooperation

Calling in the 
Government
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Thank You!


