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In this webcast, our panel will review…

New regulatory 
mandates 

requiring a new 
approach to 
maintaining 

corporate data

Best practices to 
ensure a 

defensible and 
compliant 
process

Use cases for 
leveraging 

technology to 
help develop a 
data inventory 

and to defensibly 
minimize data



Today’s Complex 
Data Environment



Migrating from Abroad to the US



Pioneering US Privacy Laws – CCPA 

A New Era of Data Privacy Rights

1. Right to Know Data Collected & Purpose

2. Right to Access Data

3. Right to Delete Data

4. Right to Know Categories of Third Parties

5. Right to Opt-Out of Sale

6. Right to Equal Treatment



Plaintiffs’ Attorneys Lay Groundwork for

BROAD PRIVATE RIGHT OF ACTION…

90% of actions claim negligence 

or non-data breach claims

as primary theory

21 class actions filed referencing 

CCPA since January 1 



CCPA 2.0

California Privacy Rights Act

[Ballot Initiative]



What other states will follow?

STATE 

COMPREHENSIV

E PRIVACY LAW 

COMPARISON



Key Challenges for 
Creating and 

Maintaining Your 
Data Inventory



5 Primary Challenges

The “Time Suck”

Accounting for ALL Data Sources

Updating the Data Inventory

Data Fields Required by New Regulations

Identifying the Right 
Stakeholders/Departments



How to Develop a 
Data Inventory at 
Your Organization



3 Key Components

PROCESS

TECHNOLOGY

PEOPLE



APPLICABILITY

Social Security Number| Drivers’ License Number | Account Number | Credit Card #

Biometric | Religion | Political Affiliations | Aptitudes | Preferences | Attitudes
DATA ELEMENTS

Web Form Email Paper 

Form

COLLECTION

Customers | Current Employees | Past Employees | Job Candidates

Minors/Children | Beneficiaries | Contractors
DATA SUBJECTS

HR - Benefits | Finance - Payroll | HR – Recruiting

| Legal & Compliance | Marketing
DEPARTMENTS

Laptops

LOCATIONS

THIRD PARTIES

AUT

7 

Years

BEL

5 Years

NLD

5 Years

ITA

5 Years

USA

7 Years

RETENTION
Payroll Records

Personnel Records

Recruiting Records 

File Cabinets

APPLICATIONS

Phone

The Foundation for Defensible Compliance
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Informs Compliance Roadmap

✔ DSAR Processes

✔ Vendor Risk Profiling

✔ Data Retention/Minimization

✔ Notices & Disclosures

✔ Privacy Policy

✔ Employee Privacy Policy

✔ Incident Response

✔ Vendor Agreements



Process – 10 Key Questions to Ask About Your Data 
Inventory

1. Is it easy to filter and identify data based on any parameter, including regulatory statutes? 

2. Where is the data coming from (what is the source for information)?

3. Is it easy to update, maintain, and ensure that the data is accurate? 

4. Is the data able to be identified by record type, regulatory standard, and other variables? 

5. Does it contain all your organization’s data?

6. Can it include third parties that collect and store data on your behalf? 

7. Can you identify the data subjects by how they interact with your business? 

8. Can you identify where in your business process that data is stored? 

9. Can you identify the business purpose for collecting an individual’s personal information? 

10. Can you identify the collection methods of that personal information? 



Why Minimize
Your Data?



Why Minimize Your Data?

Litigation

Data Privacy

Data Breach



Litigation

C O S T  D U R I N G  E -

D I S C O V E RY

73%

D O C U M E N T  R E V I E W  

I S  T H E  B I G G E S T  

LESS DATA,

LESS TO REVIEW

EMAIL IS THE KEY



Data Privacy

of that contains Personal Data

75%

Minimize 

Collection

Most companies vastly

over-retain records and an 

average of

Dispose when 

bargain for 

collection has 

been fulfilled 



Financial Consequences of a Data Breach

 10,000 CA RESIDENTS: $1 to $7.5 million

 100,000 CA RESIDENTS: $10 to $75 million

 1,000,000 CA RESIDENTS: $100 to $750 million

 10,000,000 CA RESIDENTS: $1 to $7.5 billion



Four Steps to 
Data Minimization

D ATA 

I N V E N T O RY  

S T E P  1

R E T E N T I O N  

R U L E S

S T E P  2

C O M M U N I C AT E  

AN D  C L E AN U P

S T E P  3

O N G O I N G  

E N F O R C E M E N

T

S T E P  4



Global Retention Considerations



A Clear Path  to Data Minimization

 Retention Schedules

 Scheduling Logic

 Policies

 Deletion Strategies

 Hold Process

D E V E L O P I M P L E M E N T

 Audit Trail

 Documentation

 Policies

 Program Monitoring

 Program Updates

 Annual Review 

M A I N T A I N

 Program Training

 Attestation

 Email

 File Share

 Structured Data

 Paper Records



Executive Summary: Your Guide to Defensible Data 
Practices 

1. Know Your Data: Adequate Risk Assessment Begins with Visibility

2. Practice What You Preach: Maintaining and Updating Data-Related Policies & Procedures Drives 

Performance

3. Perfect Practice Makes Perfect Play: Employee Training Drives Muscle Memory (+ It’s the Law)

4. Show Your Work: Compliance Efforts that are Repeatable, Sustainable and Demonstrable are also 

Defensible

5. Future Proof Your Compliance Approach



Thank you!
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