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Priva c y Le g a l Up d a te

Updates and other considerations for 
businesses amid  the  COVID-19 
pandemic



Wh o  w e  a re
a n d  w h a t  w e  d o

Rutan & Tucker’s practice extends nationwide, 
while  maintaining  our connection to  the  fab ric  
of California. Rutan & Tucker continues to  
d istinguish itse lf as one  of California’s larg est 
fu ll-se rvice  law firms, as it has for d ecad es, with  
a  sig nificant p resence  in  Orang e  County, 
Silicon Valley and  San Francisco.

Wh o  w e  a re
a n d  w h a t  w e  d o



P RAC TIC E 
AREAS

C o rp o ra te  
a n d  Ta x

Priva c y  a n d  
Se c u rit y

Lit ig a t io n  & 
Tria l

In te lle c tu a l 
P ro p e rty

Re a l Es t a te

Go ve rn m e n t  
& Re g u la to ry



Su m m a ry o f Top ic s
• Updates to the CCPA Regulations
• Delayed Enforcement of the CCPA? 
• Status of State and Federal Privacy Bills
• Privacy & Data Security During a Pandemic
• Contractual Obligations During a Pandemic
• Additional Resources

Main points covered



CCPA Re g u la t io n s

Se c on d  Se t  o f 
Mod ific a t ion s
The Attorney General's Office issued a 2nd Set 
of Mod ifications to  Proposed  CCPA 
reg ulations on March 11, 2020.  

Comments to  the  mod ifications must be  
rece ived  by March 27th  at 5 p .m.



Ma jor 
Ch a n g e s

In te rp re ta tio n  o f th e  CCPA
Removed a section that provided guidance on what 
is "pe rsonal information" und er the  CCPA. 

Th e  "Do  No t Se ll My In fo " Bu tto n
The  p roposed  DNS button p reviously p roposed  has 
been d e le ted . Businesses must still p rovide  a  link if 
they se ll pe rsonal information. 

Privac y Po lic y Up d ate
The  p rivacy policy req uires less g ranularity about 
d ata  collection and  use . 

Do  No t Se ll Sig n a ls
Affirmative  se lection of an  op t-out choice  is no 
long er req uired .  Privacy se tting s can sig nal op t-out 
by d e fault.  



Sig n ific a n c e ?  
• Guidance gave insight into how the 

AG was going to interpret the very 
broad definition of personal 
information. 

• Whether info was "personal info" 
appeared to depend on it if was 
actually linked  to  a  "particular 
consumer or household ."  Linkab le  to  
a  d evice  only maybe  not sufficient? 

• Potentially a  b ig  loophole  for a  lot of 
re levant pe rsonal d ata. 

Gu id a n c e  o n  
Pe rs o n a l 

In fo rm a t io n



N OTIC E OF RIGHT TO  O P T-O UT

Lo c a t io n s
• Website homepage or 

download/landing page of app. 
• Offline notice in prominent location. 

Content
• Description of rights
• Webform to submit request
• Instructions for other methods to 

submit
• Proof required when using agent
• LInk to privacy policy. 

Not ice Exempt ions
No opt-out notice if business does not, and will not, sell personal info during the time 
period during which the notice of the right to opt-out is not posted and privacy policy 
reiterates. 



P RIVAC Y P O LIC Y DIS C LO S URES

List 1
Categories of personal 
information the  business has 
collected  about consumers 
in  the  p reced ing  12 months. 

Lis t  2
Categories of sources from 
which the  personal 
information is collected . 

Lis t 3
Business or commercial 
purpose  for collecting  or 
se lling  personal information. 

Removes huge burden of having to provide source and purpose for each category of 
data collected. 



Priva c y Con tro ls
Browser plugins/settings, device settings, 
or othe r mechanisms (Do Not Track?) that 
communicate  or sig nal a  choice  to  op t-
out must be  treated  as a  valid  req uest. 

Global p rivacy controls: 
• must clearly communicate  or sing al an  

in tent to  op t-out of the  sale ; but
• no long er must req uire  affirmative  

se lection by the  consumer to  op t-out. 
• Now may be  d esig ned  with  p re -

se lected  se tting s. 



Em p loye e s ' Pe rs on a l In fo rm a t ion

Do e s  t h e  C C PA 
a p p ly?

Yes.  As follows:
• Employers must p rovide  

notice  to  employees at 
or be fore  the  point of 
collection  about the  
information they will 
collect.

• Employees have  a  rig ht 
to  sue  for d amag es 
resulting  from a d ata  
b reach.  

CCPA 
Co n s id e ra t io n s

Rig h t  to  Su e  fo r 
Bre a c h

The  rig ht to  sue  for 
sta tu tory d amag es is 
limited  to  b reach of the  
following  information: 

• First/Last Name and
⚬ SSN
⚬ Driver's License  numb er 

or Gov't ID numb er
⚬ Financial account or 

cred it/d eb it card  numb er, 
in  comb ination with  
access cod e /p assword . 

⚬ Med ical Informaton
⚬ Health  Information
⚬ Biometric  Data

• Account Log -In cred entials

No t ic e  At  
C o lle c t io n

Req uired : 
• A list of the  categ ories of 

pe rsonal information to  
be  collected . 

• The  business or 
commercial purpose  for 
which the  categ ories 
will be  used . 

Not Req uired : 
• A Do Not Se ll link
• A Privacy Policy link



In d u s t ry  g ro u p s to  
re q u e s t  d e la y  in  
e n fo rc e m e n t  o f t h e  
CCPA 

CCPA En fo rc e m e n t
Various industry groups representing 
ad vertise rs, marke te rs, pub lishe rs, ISPs, 
financial se rvices, d e live ry se rvices, 
transportation and  othe rs, have  req uested  
d e lay of enforcement until J anuary 2, 2021. 



Re a s on s  to  De la y th e  CCPA

COVID-1 9

The coronavirus 
presents 
challeng es in  
imp lementing  
compliance  
measures. 

Re ve n u e  Hits

It is unclear how 
the  d ownturn in  
the  economy will 
impact business 
sub ject to  the  
CCPA's revenue  
threshold . 

CCPA 
Mo d ific a tio n s

The  CCPA 
reg ulations are  not 
ye t final, and  
businesses need  
time  to  imp lement 
them. 



“ RIGHT N OW , W E'RE C O MMITTED TO  EN FO RC IN G THE LAW  UP O N  
FIN ALIZIN G THE RULES  O R J ULY 1 , W HIC HEVER C O MES  FIRS T."

"W E'RE ALL MIN DFUL O F THE N EW  REALITY C REATED BY C OVID-1 9  
AN D THE HEIGHTEN ED VALUE O F P ROTEC TIN G C O N S UMERS '  
P RIVAC Y O N LIN E THAT C O MES  W ITH IT. W E EN C O URAGE 
BUS IN ES S ES  TO  BE PARTIC ULARLY MIN DFUL O F DATA S EC URITY IN  
THIS  TIME O F EMERGEN C Y.”

Re s p o n s e  fro m  AG's  Offic e

So u rc e : https://www.mediapost.com/publications/article/348885/movie-in d u s try-n e wsp a p e rs -jo in -re q u e s t-to -p o s tp o n .h tm l



STATE 
PRIVACY 
BILLS

F l o r i d a  H 9 6 3

H a w a i i  S B 4 18

M a r y l a n d  H B 2 4 9

M i s s i s s i p p i  H B 12 5 3

N e w  J e r s e y  S 2 8 3 4

N e w  M e x i c o  S B 17 6

P e n n s y l v a n i a  H B 10 4 9

R h o d e  I s l a n d  S 0 2 3 4

T e x a s  H B 4 5 18

W a s h i n g t o n  S B 6 2 8 1

FAILED BILLS
C o n n e c t i c u t  R B 110 8

H a w a i i  H B 2 5 7 2 / H C R 2 2 5

I l l i n o i s  S B 2 3 3 0

L o u s i d i a n a  H R  2 4 9

M a r y l a n d  S B 9 5 7

M a s s a c h u s e t t s  S 12 0

M i n n e s o t a  H F 3 9 3 6

N e b r a s k a  L B 7 4 6

N e w  H a m p s h i r e  H B 16 8 0

N e w  J e r s e y  A 2 18 8

N e w  Yo r k  S 2 2 4 / S 5 6 4 2

N o r t h  D a k o t a  H B 14 8 5

S o u t h  C a r o l i n a  H 4 8 12

T e x a s  H B 4 3 9 0

W i s c o n s i n :  A B 8 7 0 - 8 7 2

ACTIVE BILLS

None of the active bills are out of committee as of 3/23. 



INTRODUCED BY SEN. 
J ERRY MORAN, R-KAN ON 
MARCH 12, 2020

Consumer 
Data Privacy 
and Security 
Act

INDIVIDUAL RIGHTS
• Access/Portability (except small businesses)
• Accuracy/Correction (except small businesses)
• Deletion (limited application to small businesses)
• Opt-out for sensitive data
• Opt-out for specific processing
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BUSINESS OBLIGATIONS
• Notice and Transparency
• Purpose limitations
• Data Minimization
• Security Requirements (consideration for small 

businesses)
• Privacy Programs
• Service provider obligations
• Privacy impact assessments

ENFORCEMENT
• Enforcement by FTC/AG
• Direct fining authority
• No private right of action



CDPSA 
Specifics

CONSENT 
REQUIREMENTS

• Explicit consent required 
for processing sensitive 
data and transferring data 
to third parties. 

• Exception for specific 
purposes, providing 
services, prevent fraud. 

DATA SECURITY
• Reasonable security, 

vulnerability 
assessment, corrective 
action. 

• Comprehensive data 
security program with 
training. 

ENFORCEMENT
• Appointment of at 

least 440 staff to 
enforce the law. 

• Fines of up to $42,530 
per violation per 
individual. 

SMALL BUSINESS
Within past 6 months: 

• Fewer than 500 employees
• Less than $50M avg. gross 

receipts over past 3 years
• Processes data on fewer 

than 1M individuals (or 
sensitive data of 100k)Rutan & Tucker



S P EC IFIC  P URP O S E FEDERAL 
BILLS

Do  No t Trac k Ac t 
(Se n . Hawle y, R-MO)

Covered entities 
prohib ited  from 
collecting , repurposing , 
sharing  unnecessary (e .g . 
ad vertising ) pe rsonal 
information with  th ird  
partie s without exp ress 
consent if DNT is enab led . 

Fac ia l Re c o g n itio n  
Bills

• Prohib its use  of facial 
recognition  
technology in  absence  
of affirmative  consent. 

• Req uired  warrant to  
use  facial recognition  
to  surve il ind ividuals. 

Filte r Bu b b le  
Tran sp are n c y Ac t

Req uires website s using  
pe rsonal d ata  to  filte r 
search  results in  news 
feed s to  notify use rs.  
Req uires ve rsion of news 
feed  without use  of 
pe rsonal information. 

DASHBOARD Act

Larg e  social med ia 
companies req uired  to  
d isclose  d ata  collection  
and  value  of 
d ata . Ind ividual rig ht to  
req uest d e le tion  of d ata . 



Wo rk in g  fro m  Ho m e

Priva c y a n d  Da ta  
Se c u rity Is s u e s  In  a  
Pa n d e m ic
The COVID-19 pand emic has hig hlighted  
p rivacy and  security concerns for businesses 
offe ring  remote  capab ilitie s.



AREAS  O F C O N C ERN

Ma lw a re
Malware is being packaged in "health" 
notices and  campaigns, exp loiting  
curiosity around  COVID-19. 

Ph is h in g
Uncertainty and  d isrup tion to business 
operations creates opportunities for 
human manipulation. 

Re m o te  Ac c e s s /BYOD
Work from home creates uncertainty 
and  unfamiliarity with  InfoSec.  Pressure  
to ease  security requirements for ease  
of access. 

Bu s in e s s  In t e rru p t io n
Inte rrup tion to businesses via loss of 
p roductivity, b reach of contract, or 
impossib ility. 



Re m ote  
Ac c e s s

Le g a l 
Co n s id e ra t io n s

Co m p lian c e  with  Law
Remote access security must be compliant with the law. Be sure to 
assess remote  access with in  "reasonab le" security stand ards and  any 
specific  req uirements. 

Co n s is te n c y with  Pu b lic -Fac in g  Po lic y
Ensure  that work from home policies d on 't re sult in  violation  of pub lic  
facing  p rivacy/security policies. 

Da ta  Bre ac h  Co n s id e ra tio n s
Businesses are  responsib le  for BYOD or non-business-
owned  devices that contain  personal information that 
are  b reached . 

Co n trac tu a l Re q u ire m e n ts
Vendors should  ensure  that shifts to remote  access 
and /or work from home don 't violate  contractual 
p rovisions with  businesses. Businesses should  ensure  
that the ir vendors maintain  security even with  WFH.   



Re c om m e n d a t ion s
En su re  re m o te  ac c e s  se rve r se c u rity
See NIST SP 800-123, Guid e  to  General Se rver Security

Re m o te  ac c e ss  se c u rity p lac e m e n t
Place  remote  access se rve rs at the  ne twork pe rimete r. 

Au th e n tic a tio n
Remote  access se rve rs should  authenticate  each te leworker before granting 
any access to the organization’s resources, and then use authorization 
technologies to ensure that only the necessary resources can be used.

Encryption
Communications passing over the internet that contain sensitive 
information should be encrypted. 

Inventory
Inventory of non-business owned devices to ensure that access to server is 
limited to authenticated users. 



FEDERAL 
GUIDAN C E
NIST SP 800-46 Rev. 2
GUIDE TO ENTERPRISE 
TELEWORK, REMOTE 
ACCESS, AND BRING YOUR 
OWN DEVICE (BYOD) 
SECURITY



COVID-1 9  a n d  
Cyb e rs e c u rity
Governor Newsom's Executive Order N-33-20

Ap p lic a t io n o f t h e e xe c u t ive o rd e r to p riva c y ,
c yb e rs e c u rit y , a n d o t h e r t e c h n o lo g y w o rke rs



Wh o  a re  Es s e n t ia l 
Crit ic a l 
In fra s t ru c t u re  
Wo rke rs ?

Es s e n t ia l Worke rs
• He a lth  Ca re
⚬ Workers performing cybersecurity functions at healthcare and public health 

facilit ies, who cannot practically work remotely.
⚬ Workers performing security, incident management, and emergency 

operations functions at or on behalf of healthcare entities including healthcare 
coalitions, who cannot practically work remotely.

• Communications/Information Technology
⚬ Data center operators, including system administrators, HVAC & electrical 

engineers, security personnel, IT managers, data transfer solutions engineers, 
software and hardware engineers, and database administrators.

⚬ Client service centers, field engineers, and other technicians supporting critical 
infrastructure, as well as manufacturers and supply chain vendors that provide 
hardware and software, and information technology equipment (to include 
microelectronics and semiconductors) for critical infrastructure.

⚬ Workers responding to cyber incidents involving crit ical infrastructure, 
including medical facilities, SLTT governments and federal facilities, energy and 
utilities, and banks and financial institutions, and other critical infrastructure 
categories and personnel.

⚬ Workers supporting the provision of essential global, national and local 
infrastructure for computing services (incl. cloud computing services), 
business infrastructure, web-based services, and critical manufacturing.

⚬ Workers supporting communications systems and information technology used 
by law enforcement, public safety, medical, energy and other crit ical 
industries.

• Other Essential Workforce
⚬ Security staff to maintain building access control and physical security measures.
⚬ Workers at operations centers necessary to maintain other essential functions.

https://covid19.ca.gov/img/EssentialCriticalInfrastructureWorkers.pdf



Ve n d or 
Ag re e m e n ts
COVID-19 p resents uniq ue  q uestions 
with  respect to  contractual liab ility for 
vend ors re la ted  to  the ir fa ilure  to  comply 
with  p rivacy and  security contract te rms 
d uring  the  pand emic. 



Qu e s t ion s  to  c on s id e r
Fo rc e  Maje u re

Would the force 
majeure  clause  excuse  
the  vendor's 
pe rformance  of its 
ob ligations to p rovide  
reasonab le  security, 
se rvice  leve ls, or 
maintain  p rivacy?

Ve n d o r 
c o n t ra c t s

In su ran c e

Do contractual 
insurance  
req uirements 
p rotect ag ainst risk 
associated  with  
vend or b reach? 

Lo ss  Mitig a tio n

If a  d ata  
p rocessing  vend or 
ceases operations, 
d o you have  
p rotection from 
d ata  loss, the ft? 



TIME TO  REVIEW ...
In s u ra n c e  d o c u m e n t s
Do your policies provide coverage for 
anticipated  losses or threats? Will a  
change  in  operation affect 
cybersecurity coverage? 

Pu b lic -fa c in g  p o lic ie s
Has your alte red  operational p ractices 
alte red  the  veracity of the  claims you 
make  in  your p rivacy and  security 
policy te rms?  Are  you still p rovid ing  
"reasonab le" security? 

In t e rn a l Po lic ie s
Are your inte rnal policies consistent
with the amended status quo of work
from home operations? Is it time to
revise them?

Ve n d o r c o n t ra c t s
Do you know your vendors and  where  
they stand  now regard ing  COVID-19 
and  data security/p rivacy?  Can you 
p rotect vulnerab le  data from ill-
p repared  vendors? 



P ERS O N AL P RIVAC Y C O N C ERN S  FRO M C OVID-1 9

Big  Data  Su rve illan c e

South Korea, Italy, Israel: 
surve illance  footage , device  
location data, cred it card  
purchases used  to track 
coronavirus patients to 
estab lish transmission 
chains. 

Stu d e n t Privac y
Remote  learning  requires 
data p rocessing  of 
minors/students.  Have  
schools/se rvice  p roviders 
ensured  legally required  
student p rivacy? 

Me d ic a l Privac y
Secre tary of HHS waived  
ce rtain  HIPAA requirements 
includ ing  restrictions on 
speaking  to family/friends 
without consent, p rovid ing  
notice  of p rivacy p ractices, 
e tc . 

Sources: Big Data: https://www.nytimes.com/2020/03/23/technology/coronavirus-surveillance-tracking-privacy.html)
HIPAA: https://www.hhs.gov/sites/default/files/hipaa-and-covid-19-limited-hipaa-waiver-bulletin-508.pdf



We 'd  lo ve
to h e a r

fro m yo u !
Con ta c t  Us

Ru tan 's  COVID-1 9  Task Fo rc e
611 Anton Blvd. 14th Floor, Costa Mesa, CA 

92626

Ph o n e
714-662-4691

Em ail
mhe llbusch@rutan.com
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