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Agenda

1. The Scope, Breadth, and Nature 
of Cyberattacks Today

2. Public and Private Responses 
to these Attacks

3. The Legal and Litigation Landscape
4. Where to Go From Here





Microsoft Confidential

Trust
is foundational 

to the internet’s future

Cybercrime
threatens it

Microsoft Confidential
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Threats to Data

Theft of 
USD 5.3 Billion 

due to BEC 
compromised 

Ramsomware 
USD 1 Billion

Loss due to 
physical 
thefts

Aging 
Infrastructu

re

Third parties 
as part of 

the chain of 
Value

Spyware 
infections

Weak 
Operational 

Practices
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$0.97
Average cost of a 

compromised account 
in the Dark Web

101DAYS
Median number of days 
between infiltration and 

detection $12.5B
Global losses from 

Business Email 
Compromise attacks

$8T
Cost (USD) of cybercrime 

to global economy by 
2022

In the News, In the Boardroom
Cybersecurity

Microsoft Confidential

$3.9M
Global average cost of a 

data breach



Hacking as a hobby Hacking for financial gain Nation-state attacks

SOCIAL ENGINEERING

Sophistication

























https://www.youtube.com/watch?v=1hIlTFG-RsU

https://www.youtube.com/watch?v=1hIlTFG-RsU
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II. Public & Private Responses 
to these Attacks
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Our Comprehensive Approach

Trustworthy Systems

Value Chain Security

Trusted Enterprise

Security 
and Trust

People Process Technology Policy

Data Protection & 
Privacy

Trusted Clouds

Transparency & 
Validation

Creating a Trusted Digital Enterprise
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Incident Investigation
Detect/Record 

Incidents
Triage

Close/Resolve or 

Escalate

Create 

Response Plan

Execute 

Response Plan
Share Learnings

De-activate 

Incidents

DP IR Process

Triage Research:

What data was exposed? 

When was it exposed?  

How was it exposed?

How was it accessed?

Who viewed the data?

Personal data:
• PII: Name, Email, Address, Phone

• Sensitive PII: SSN, Drivers License, Passport, Visa, Bank Account

• Cisco: ID, Job Details, Job Location, Compensation, Diversity, Family

Intellectual Property:
• Engineering Data, Source Code, Test Results, Org., Feature Roadmap, 

Manufacturing, Finance, Legal

Customer Data:
• Contracts, Device Configurations, Support, Installed Inventory

Finance/Capital Data:
• Financial Records, Bank Statements, Investor documents, Guarantees, 

Lease Agreements, Distributor/Partner Agreements…
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300+
Full Time Threat 
Intel Researchers

Millions
Of Telemetry 
Agents

4
Global Data 
Centers

1100+
Threat Traps

100+
Threat Intelligence 
Partners

Threat Intel

Honeypots

Open Source 
Communities

Vulnerability 
Discovery (Internal)

Product 
Telemetry

Internet-Wide 
Scanning

20 Billion
Threats Blocked

Intel Sharing

Talos: Cisco security research

Customer 
Data Sharing 

Programs

Provider 
Coordination 
Program

Open Source 
Intel Sharing

3rd Party Programs 
(MAPP)

Industry Sharing 
Partnerships

(ISACs)

500+
Participants

3.4 Billion
AMP Queries

130 Billion
DNS Requests

16 Billion
Daily Web 
Requests 
(CWS/WSA)





Microsoft Intelligent Security Graph
Unique insights, informed by trillions of signals
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III. The Legal and Litigation Landscape
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Cyber Legal Landscape

•GDPR
•NIS Directive
•Cyber Act
•E-Evidence/ CLOUD Act
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GDPR-ready companies have fewer and less costly breaches

GDPR
ready

Least
GDPR
ready

74%

89%

Percentage who had 
a data breach

GDPR
ready

Least
GDPR
ready

37%

64%

Percentage who had 
Breach losses >$500,000

GDPR
ready

Least
GDPR
ready

79,000

212,000

Number of records 
impacted

GDPR
ready

Least
GDPR
ready

6.4 Hrs.

9.4 Hrs.

System downtime
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The U.S. Legal Landscape:
Privacy Laws
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The U.S. Legal Landscape:
Privacy Laws



Click to add title
Click to add subtitle

Data Breach Litigation

• Regulatory Enforcement –
Penalties, fines, litigation

• Private litigation –
Ø Consumer vs. company
Ø Card issuer/banks vs. company
Ø Vendors vs. company
Ø Shareholder derivative suits . . . 
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Best Practices
Be Prepared –
Ø Cyber insurance & risk allocation
Ø Internal Procedures

ü Data & Security Policies, Procedures & Standards
ü Risk Assessment
ü Incident Response Plan
ü Tabletop Exercise

Ø Pre-litigation Preparation
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Best Practices

If litigation is filed:
Ø Communications Plan
Ø Notices 
Ø Evidence Preservation
Ø Privilege
Ø Managing multiple litigations



Click to add title
Click to add subtitle

IV. Where To Go From Here





Not help governments attack customers 
anywhere

Issue patches & protect customers 
everywhere

Partner to strengthen response to 
cyberattacks

















Preventing ICT 
enabled theft of 

IP

Preventing hack 
backs

Protecting the 
public core of 
the Internet

Strengthening 
the security of 

products, 
processes and 

services

Protecting 
electoral 
processes

Preventing 
proliferation of 
malicious ICT 

tools

Preventing 
cyberattacks on 

critical 
infrastructure

Advancing cyber 
hygiene

Promoting 
implementation 
of cyber norms 

and CBMs



500+ endorsers of the Paris Call globally
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Questions?


