//\@\Assodaﬁon - Being a change agent in disruptive times
Corporate Counsel

EUROPE

Celebrating 25 Years « 1994-2019

T R com—  — 1 ] | W —— —
T | S, | —

Session 19: Data ov-erload? Data protection J
- GDPR and beyond |

EU policy horizon considerations

Jeremy Rollison |
Director, EU Government Affairs -“ s

Microsoft CELA

2019 ACC Europe Annual Conference «12- 14 May 2019 . Edinburgh, Scotland



Technology is driving

change like never
before ... but trust
is essential
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7 Microsoft priorities for customer success

PARTNER PRIVACY SECURITY DATA ACCESS OPENNESS Al ETHICS PHILANTHROPY
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1 2 3 4 5 6 7
Our success is Privacy is a Security at Modernize laws Open data Making sure Al Technology for
your success fundamental the center to protect your and shared is fair and ethical a better world
right of everything information nnovation
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Our technology and policies evolve constantly to keep pace with
maturing privacy laws

&

We mobilized thousands But GDPR is still young— We are doing this to help you
of our best engineers we will continue to refine meet the expectations
and legal experts to develop our approach as the new EU law of our customers, regulators,
processes and technology to help and others like it around the and business partners
our customers meet their GDPR world develop
obligations
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EU Policy landscape - post-GDPR:

Current term, ongoing

* Ongoing compliance, DPA/EDPB guidance
* Interplay with mixed datasets

 E-privacy Regulation (ongoing)
e Qverlap(s) with GDPR

» E-Evidence package (ongoing)
* Implications for law enforcement access requests

* International data transfer mechanisms (ongoing)
* ECJ referrals, decisions pending on SCC'’s, Privacy Shield
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EU Policy landscape - post-GDPR:

Next term, upcoming

* EU & Al - Ethics guidelines, policy & investment recommendations
* Impact(s) on GDPR interpretation, possibility of new proposals

e Algorithm transparency, Facial Recognition?

* Data access, data sharing

* Sector-by-sector or horizontal approach

* NIS Directive — Review
* Likely expanded scope, data breach overlap
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Example- E-Privacy Regulation

Core Issues & potential impacts

Interplay of confidentiality and data protection principles & overlap with
GDPR

No real distinction drawn between networks and OTTs

Assumes all communication data is to be treated as sensitive

Convergence of service features will increase legal uncertainty in compliance and
enforcement

Al models may not be trained with European data
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Example - E-evidence Package

Six principles we believe must regulate government access to private data

UNIVERSAL RIGHT TO NOTICE

Users have a right to know when
the government accesses their data

Law enforcement demands reviewed
by independent judicial authority,
based on facts and law

SPECIFIC AND COMPLETE LEGAL PROCESS,
CLEAR GROUNDS TO CHALLENGE

Cloud providers a''owed to review 'aw enforcement

demands for user data before complying, challenge
when unlawfu! or inappropriate

MECHANISMS TO RESOLVE AND RAISE
CONFLICTS WITH THIRD-COUNTRY LAWS
Internationa! agreements must avoid

conflicts of law with third-countries and

, ! , MODERNIZE RULES FOR
include mechanisms to reso've conflicts

SEEKING ENTERPRISE DATA
Enterprises have a right to contro!

their data and shou'd receive law

TRANSPARENCY enforcement requests direct'y

Public has right to know how and when governments
access data, and about protections that app'y
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Thank you
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