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minutes on that Saturday morning, you helped share her burden and for that she

was grateful. Maybe you commit your personal time to serving on the board of a

social services organization, or coaching a youth hockey club. Or perhaps you spend

time guiding children in your church community, tutoring for adult literacy, or pass-

ing out winter coats to Northeast Ohio’s homeless.

And maybe somewhere along the way, you realized how very good it feels to be part

of the solution.

XCC AMERICA

Association of Corporate Counsel

Northeast Ohio Chapter

Committee chairs, Cindy Binns and John Moran.

If you or your law department is committed to pro bono or public service,
we would like to hear about your initiatives. Please email Nancy Schneider at
neoacca@centurytel.net with the information. If you have ideas for pro bono or

public service opportunities, please feel free to contact NEOACCA Pro Bono
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Nancy A. Schneider
Chapter Administrator
413 Oaknoll Dr.
Ambherst, OH 44001

president Rusty
Hood, our cohesive board, and compas-
sionate chapter members, NEOACCA
continued to grow in size and spirit in
2006. Following the high standards set by
recent past presidents, Rusty, the board and
our members encouraged pro bono and
public service, fostered the social connec-
tion between members, and raised our
chapter’s presence at the national level of
the ACC, an organization with more than
20,000 members in 58 countries and repre-

sentation from over 8,000 corporations.

Due in critical part to chapter administra-
tor Nancy Schneider’s perseverance and
consistently-professional efforts, the ACC
awarded our chapter second place in the
best medium-sized chapter category in
2006. As our chapter expands in size to
almost two hundred eighty members
encompassing Cleveland, Akron/Canton,
Youngstown, and surrounding counties, we
accept the responsibilities associated with

such growth and recognition.

With the novel thinking of president elect
Jonathan Dean, secretary Bill Davis, and
our committee chairs in 2007, we will fos-
ter the ACC’s Mission to develop and dis-
seminate information, provide educational
initiatives, facilitate networking opportuni-

ties, support collegiality, and engage in

advocacy on behalf of the in-house bar. As
part of the ACC'’s operating philosophy to
achieve this mission, it is imperative for

our chapter to continue to:

B Encourage public service and a commit-
ment to pro bono service;

B Promote diversity and inclusiveness in
its leadership, membership and staff, and
encourage law departments, corpora-
tions, and law firms to embrace diver-
sity; and

m Foster a sense of collegiality, facilitating
networking and interaction among
members of the in-house bar; and create
an atmosphere of professionalism, open-

ness, and candor among members.

Are you personally doing all that you can
to encourage public service and commit-
ment to pro bono service?! Are you a chief
legal officer or general counsel who
expressly persuades your legal department
to perform pro bono and public service,
and do you lead by example? Are you an
assistant general counsel or staff attorney
who, after staffing a Brief Advice and
Referral Clinic, has learned that the prob-
lems on your desk are modest when com-
pared to the problems facing your
Northeast Ohio neighbors?

Maybe you are an in-house attorney from
Akron who is volunteering as part of the
Cleveland Bar Association’s 3Rs program

in one of Cleveland’s city high schools.

Perhaps you have spent time during the
last several months at Shaw High School
in East Cleveland witnessing a quiet
sophomore lacking in confidence transform
into a young man able to formulate and
convey a legal argument better than some
attorneys forty years his senior could do.
You volunteer ninety minutes a month so
that he knows his future matters. After all,
you spend at least that much time every
month watching television. Maybe you
realize that this student has already given
you more than you could ever possibly give

to him.

Perhaps you were part of a Pro Bono Clinic
team at Corpus Christi School that
explained to a West Side woman how the
laws might help to finally end her struggle

with domestic violence. Maybe, for thirty
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in the Employment Context

Using The Computer Fraud and Abuse Act

Jonathan L. Stark
Sonja C. Rajki
Schneider, Smeltz, Ranney & LaFond, P.L.L.

The Computer Fraud and Abuse Act (CFAA) is a new tool
some employers are using against employees who access infor-
mation from their employer’s computer system, and then dis-
close that information to a new employer or to a direct com-
petitor of the former employer. E.g. Shurgard Storage Centers,
Inc. v. Safeguard Self Storage, Inc. (2000 W.D. Wash.) 119 E
Supp.2d 1121. The CFAA, 18 U. S. C. A. Section 1030, was
originally enacted as a criminal statute to address computer
crimes such as computer hacking. It has been amended and
broadened to keep up with technological advances, and now
includes a civil action component which permits injunctive
relief as well as compensatory damages. While the CFAA is a
useful tool for employers, there are limitations to its use, and a

disagreement in the courts as to its application.

Section 1030(a)(4) of the CFAA provides that it is an offense
when someone “[k]nowingly and with intent to defraud,
accesses a protected computer without authorization, or
exceeds authorized access, and by means of such conduct fur-
thers the intended fraud and obtains anything of value....” In
matters where a former employee’s theft or misuse of the
employer’s confidential information or trade secrets is an issue,
the CFAA does not require proof that the accessed materials
were confidential or proprietary in nature (like a claim of mis-
appropriation of trade secrets would). However, a recent case
from the Middle District Court of Florida, Lockheed v. Speed
(August 1, 2006), WL 2683058 (M.D.Fla.), is creating con-
cern as to the CFAA’s applicability in these contexts.

In Lockheed, the court found that the CFAA does not provide
relief for employers. Lockheed alleged that three of its former
employees accessed Lockheed computers, copied proprietary
information, and delivered trade secrets to L-3
Communications Corp. (L-3). Lockheed also argued L-3 con-
spired with the three employees. Lockheed presented evidence

that the employees copied files of confidential information

and trade secrets onto CDs and a PDA up until their last day

of employment, and then shared this information with L-3.
The employees asserted that they did not access Lockheed’s
information “without authorization” nor did they “exceed
authorized access” because Lockheed permitted them to access
the information as a function of their respective positions.
Lockheed countered that the employees had the intent to
steal and “the authority of an agent terminates if, without
knowledge of the principal, he acquires adverse interest or if
he is otherwise guilty of a serious breach of loyalty to the prin-
cipal.” The court dismissed Lockheed’s CFAA claim because
the plain language of the CFAA meant that the employees’
access was neither “without authorization” nor “exceeding
authorization” and, therefore, did not violate the CFAA. The
court found Lockheed’s complaint to be aimed at the employ-
ees’ actions subsequent to their access (not so much at the
employees’ improper access), and the court found that the
CFAA did not apply to actions subsequent to an employee’s

access.

In addition to the risk that other courts will follow Lockheed,
proving damages may also be a barrier to a successful claim.
The CFAA requires that the conduct complained of involve a
“loss....during a 1-year period....aggregating at least $5,000 in
value.” Some courts have found that while lost profits are con-
sidered a “loss,” lost profits related to a lost competitive advan-

tage are not.

[t remains to be seen whether Lockheed will be sustained on
appeal, and employers should still consider alleging a violation
of the CFAA along with asserting other causes of action. At
the very least, the CFAA is a useful tool for employers to
obtain federal court jurisdiction in matters involving an
employee’s illegal access of the employer’s confidential infor-
mation. Hub Group Inc. v. Clancy (Jan. 25, 2006), 2006 WL
208684 (E.D.Pa.). Rather than relying solely on the CFAA,
employers should have employees sign confidentiality agree-
ments regarding the use of information held on their computer
systems, and should also take steps to warn employees who are
leaving employment that unauthorized access of company files
for delivery to a new employer or a competitor may be a viola-

tion of federal law.

Upcoming Events and Programs

March 15, CLE Seminar: Protecting Your Corporate

Treasury and Legal Budget: Insurance Recovery Strategies and
Solutions; Calfee, Halter & Griswold.

April 19, CLE Seminar: TBA.

April 21, NEOACCA staffs a Brief Advice and Referral

Clinic (Eastside location to be announced).

May 17, CLE Seminar: Employment Law Update;
Schneider, Smeltz, Ranney & LaFond.

June 21, CLE Seminar: Commercial Finance;

Buckley King.

News, Resources and
Events Are One Click Away:
ACC’s Monthly Member Update

July 19, CLE Seminar: Intellectual Property;
Roetzel & Andress.

August 9, CLE Seminar: Internal Investigations;
Ulmer & Berne LLP.

September 8, NEOACCA will staff a Brief Advice and

Referral Clinic (Westside location to be announced).

September 20, CLE Seminar: Securities Issues;

Thompson Hine.

For more information on upcoming chapter programs, go

to www.acc.com/chapters/neoh.php.

Whether you want to register for the Annual Meeting,
access the newest resources or read about ACC’s advocacy
work, the ACC Monthly Member Update is your solution.
Every month we send members an email highlighting
upcoming webcasts, ACC Docket articles and events, such
as Corporate Counsel University. In addition, the
“Question of the Month” poses a question relevant to in-
house counsel and then points you to ACC resources that
can help you get the answers you need. The update will
keep you apprised of all the latest news, such as ACC’s
efforts to protect attorney-client privilege, and highlight
cost savings available to you through the ACC Alliance
program. The Monthly Member Update is the easiest way
to access the information that you need to get your job
done quickly and efficiently. See the current issue by going

to www.acca.com/membership/.

Welcome New Members

Luke W. Cleland, Akron General Health Systems
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Tammy Martin, MobilePro Corp.
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Samuel Richard Petry, Eaton Corporation

James C. Vanderwist, Hyland Software, Inc.

Nora J. Whitten, The Babcock & Wilcox Company

Donald A. Wochna, Vestige Ltd.




